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ABSTRACT
Randomization has been a primary tool to hide sensitive pri-
vate information during privacy preserving data mining.The
previous work based on spectral filtering, show the noise may
be separated from the perturbed data under some conditions
and as a result privacy can be seriously compromised. In this
paper, we explicitly assess the effects of perturbation on the
accuracy of the estimated value and give the explicit rela-
tion on how the estimation error varies with perturbation.
In particular, we derive one upper bound for the Frobenius
norm of reconstruction error. This upper bound may be ex-
ploited by attackers to determine how close their estimates
are from the original data using spectral filtering technique,
which imposes a serious threat of privacy breaches.
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1. INTRODUCTION
Randomization has been a primary tool to hide sensi-

tive private information during privacy preserving data min-
ing. The random perturbation techniques aim to distort the
sensitive individual values while allowing estimation of the
underlying distribution information. For all randomization
based approaches, there are two fundamentally conflicting
requirements: privacy for the individual data and utility of
the perturbed data.

Consider a data set U with m records of n attributes
and a noise data set V with same dimensions as U . The
random value perturbation techniques generate a perturbed
data matrix Ũ = U + V . Let Û denote the estimate which
the users (or attackers) can achieve. To preserve utility, we
mean certain aggregate characteristics (i.e., mean and co-
variance matrices for numerical data, or marginal totals in
contingency table for categorical data) of U should remain

basically unchanged in perturbed data Ũ or can be restored
from estimated data Û . In other words, distributions of U
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can be approximately reconstructed from perturbed data Ũ
when some a-priori knowledge (e.g., distribution, statistics
etc.) about noise V is available.

To preserve privacy, we mean not only the difference be-
tween Ũ and U but also that of between Û and U should
be larger than some tolerated threshold. Here we follow the
tradition of using the difference as the measure to quantify
how much privacy is preserved. A key element in preserving
privacy and confidentiality of sensitive data is the ability to
evaluate the extent of all potential disclosure for released
data. In other words, we need to be able to answer to what
extent confidential information in the perturbed data can
be compromised by attackers. Hence, we should consider
not only perturbed data, Ũ , which is released directly, but
also estimated data, Û , which attackers may exploit various
reconstruction methods to obtain.

The methods investigated in [1, 2] only focused on how
to reconstruct the distribution of the original data from the
perturbed data (looking dissimilar with original one) but did
not consider the issue that attackers may reconstruct the in-
dividual values through various means. The authors, in [5],
argued that randomization schemes might not be secure as
attackers may apply a random matrix-based spectral filter-
ing technique to retrieve original data from the perturbed
data. Recently, Huang et al. in [4], investigated a similar
PCA based method, which exploits the correlations among
attributes to reconstruct original data. Their results show
more accurate individual data can even be reconstructed.

The previous work in [4, 5] exploited spectral properties
of the data and showed the noise may be separated from
the perturbed data under some conditions and as a result
privacy could be seriously compromised. Although they em-
pirically assess the effects of perturbation on the accuracy of
the estimated individual value, one major question is what
the explicit form between reconstruction accuracy and noise
added. In other words, what bounds of reconstruction ac-
curacy can be achieved by this spectral filtering technique1.

We explore the problem which originates from the usage of
additive noise for privacy preservation. We explicitly assess
the effects of perturbation on the accuracy of the estimated
value and give the explicit relation on how the estimation
error Û − U varies with perturbation V using matrix per-
turbation theory. In this paper we bound the reconstruc-

1In this paper, we only focus on the spectral filtering tech-
nique, which is a major means and is explicitly designed to
reconstruct the signal from noise. In general context, at-
tackers may use various reconstruction methods (some of
them even unknown).



tion accuracy and the perturbations in terms of some ma-
trix norms. In particular, we derive one upper bound for
the Frobenius norm of Û − U given some knowledge of V
(e.g., the Frobenius of V ). This upper bound may be ex-
ploited by attackers to determine how close their estimates
are from the original data using spectral filtering technique,
which imposes a serious threat of privacy breaches.

The previous research [2, 1, 5] assume the noise is uncorre-
lated with data and the noise is generated by a statistically
independent process. In this paper, we also consider a gen-
eral context where noise may be correlated with data. We
empirically evaluate how this correlation affects reconstruc-
tion accuracy.

2. PRELIMINARIES
A word on the notation and terminology used in this pa-

per. We use the tilde conventions to denote perturbations.
A symbol with a tilde over it always denotes a perturbed
quantity. The unperturbed quantity is denoted by the same
symbol without a tilde. Specifically, lower-case variables,
e.g., x, represent vectors; calligraphic upper-case alphabets,
e.g., A, refer to a matrix, and Ã = A + E will denote a per-
turbation of A. The eigenvalues of A, Λ(A) = {λ1, · · · , λn},
and their corresponding eigenvectors [e1, · · · , en] can be ob-

tained, where λ1 ≥ λ2 ≥ · · · ≥ λn. Those of Ã are Λ(Ã) =

{λ̃1, · · · , λ̃n} and [ẽ1, · · · , ẽn] respectively.

Definition 1. Let A ∈ Cm×n. The Frobenius norm of
A is the number

‖A‖F =

vuut mX
i=1

nX
j=1

a2
ij

The 2-norm of A is

‖A‖2 = max|{z}
x6=0

‖Ax‖2
‖x‖2

where ‖x‖2 is for the 2-norm (Euclidean norm) of a vector.

Definition 1 give the mathematical form of Frobenius norm
and 2-norm, which will be used in this paper. We will cast
many of our analysis in terms of absolute and relative errors
of matrix norm, instead of component-wise bounds. The use
of absolute and relative errors gives perturbation bounds a
simplicity that makes them easier to interpret. Basically,
the Frobenius form is used to measure the magnitude of
data in total while the 2-norm is used to denote the largest
eigenvalue of a covariance matrix.

We list some properties of matrix norm which will be used
in our proof as below. Refer to linear algebra books (e.g.,
[6]) for more details.

1. ‖AB‖F ≤ ‖A‖F ‖B‖F and ‖AB‖2 ≤ ‖A‖2‖B‖2, when
B ∈ Cn×q.

2. ‖A‖2 ≤ ‖A‖F ≤ √
n‖A‖2

3. ‖A‖2 =
p

λmax(AT A), the square root of the largest

eigenvalue of AT A

4. if A is symmetric, then ‖A‖2 = λmax(A), the largest
eigenvalue of A

3. SPECTRAL FILTERING REVISITED
Consider a noise matrix V with same dimensions as U .

The random value perturbation techniques generate a per-
turbed data matrix Ũ = U + V . The objective of spectral
filtering based approach is to derive the estimation Û of U
from the perturbed data Ũ based on random matrix theory.
The authors, in [5], provided an explicit filtering procedure
as shown below.

1. Calculate the covariance matrix of Ũ by Ã = ŨT Ũ .

2. Since the correlation matrices are symmetric and pos-
itive semi-definite, apply spectral decomposition on Ã
to get Ã = Q̃ΛQ̃T , where Q̃ is orthogonal matrix whose
column vectors are eigenvectors of Ã, and Λ̃ is the di-
agonal matrix with the corresponding eigenvalues on
its diagonals.

3. The noise matrix V considered in [5] is generated us-
ing i.i.d. Gaussian distribution with zero mean and
known variance. From V , the noise variance σ2 is cal-
culated. Using random matrix theory, the pair of λmin

and λmax, which provide the theoretical bounds of the
eigenvalues corresponding to noise matrix V , are ob-
tained.

4. Extract the first k components of Ã as the principal
components by comparing λi with λmin and λmax.
λ̃1 ≥ λ̃2 ≥ · · · ≥ λ̃k are the first k largest eigenvalue
of Ã and ẽ1, ẽ2, · · · , ẽk are the corresponding eigenvec-
tors. These eigenvectors form an orthonormal basis of
a subspace χ̃. Let X̃ = [ẽ1 ẽ2 · · · ẽk]. The orthogonal

projection on to χ̃ is Pχ̃ = X̃X̃T

5. Obtain the estimated data set using Û = ŨPχ̃.

As the previous work in [4, 5] only empirically assess the
effects of perturbation on the accuracy of the estimated in-
dividual value, in the next section, we explore the explicit
relation between Û − U and the noise V and give a upper
bound of ‖Û − U‖F in terms of ‖V ‖F .

4. ERROR BOUND ANALYSIS
The traditional matrix perturbation theory [6] focuses on

how the perturbation E affects the matrix A. Specifically, it
provides precise upper bounds on the eigenvalues, the angle
between eigenvectors, or invariance subspaces of a matrix A
and that of its perturbation Â = A + E, in terms of the
norms of the perturbation matrix E. In our scenario, A is
the derived covariance matrix of the original data U while
E is a derived perturbation of covariance matrix caused by
V . The primary perturbation Ũ , which is obtained from U
by the addition of an explicit perturbation V , is more mean-
ingful to users than the derived perturbation E. Hence, it is
more significant to consider how the primary perturbation
V affects the data matrix U rather than how the derived
perturbation E affects the covariance matrix A.

Consider the covariance matrix of Ũ :

Ã = ŨT Ũ = (U + V )T (U+V ) = UT U+V T U+UT V +V T V

We denote Ã as A + E where E = V T U + UT V + V T V .
Note when the data and noise are uncorrelated, we have



V T U = UT V = 0. The above can then be simplified as
ŨT Ũ = (U + V )T (U + V ) = UT U + V T V .

Since

Û−U ≈ Ũ P̃χ̃−UPχ = Ũ P̃χ̃−(Ũ−V )Pχ = Ũ(P̃χ̃−Pχ)+V Pχ

hence we have,

‖Û − U‖F ≈ ‖Ũ(P̃χ̃ − Pχ) + V Pχ‖F

≤ ‖Ũ(P̃χ̃ − Pχ)‖F + ‖V Pχ‖F

≤ ‖Ũ‖F ‖P̃χ̃ − Pχ)‖F + ‖V Pχ‖F (1)

From Equation 1, we can see that the difference between
the estimated data set and the original one is determined
by the invariant subspaces Pχ (P̃χ̃) of A (Ã), it is natural
to access the bias between these subspaces.

Proposition 1. Let A ∈ Rn×n be a symmetric posi-
tive definite matrix, and let λ1 ≥ λ2 ≥ · · · ≥ λn be its
eigenvalues and e1, e2, · · · , en be corresponding n eigenvec-
tors. Let the matrix X ∈ Rn×(n−k) be defined according to
X = [e1e2 · · · ek] and Y = [ek+1 · · · en], so that the matrix
[XY ] ∈ Rn×n is orthogonal and unitary. Given a perturba-

tion E, let Ã = A+E and ε = ||E||F . Let χ and χ̃ be the in-

variant subspace of A and Ã respectively. χ is spanned by X.
Pχ and P̃χ̃ are the corresponding orthogonal projection onto
these invariant subspaces. Define eigengap δ = λk − λk+1.
There exists a matrix P satisfying

||P ||F ≤
√

2ε

δ −√2ε

so that the columns of X̃ = (X +Y P ) form an orthonormal
basis for the subspace spanned by the first k eigenvectors of
Ã.

||P̃χ̃ − Pχ||F ≤ 2ε

δ −√2ε

¦

Proof See Appendix A of the extended version [3].

Proposition 2. (Corollary 4.9 in [6]). Given a symmet-
ric matrix A ∈ Rn×n and a symmetric perturbation E, let
Ã = A + E. Let the eigenvalues of E be ε1 ≥ ε2 ≥ · · · ≥ εn.
Let λi and λ̃i are the eigenvalues of A and Ã respectively,
where i = 1, · · · , n, then

λi ∈ [λ̃i − ε1, λ̃i − εn]

¦

Theorem 1. Given a data set U ∈ Rm×n and a pertur-
bation noise set V ∈ Rm×n, let Ũ = U +V and Û to denote
the estimate obtained from spectral filtering technique. We
have

‖Û −U‖F ≤ ‖Ũ‖F
2||E||F

(λ̃k − ||E||2)−
√

2||E||F
+ ‖V Pχ‖F (2)

where E = V T U +UT V +V T V is the derived perturbation
on covariance matrix A = UUT .
¦

Proof. From Proposition 1, ||P̃χ̃ − Pχ||F ≤ 2ε

δ−√2ε
, we

have

‖Û − U‖F ≤ ‖Ũ‖F ‖P̃χ̃ − Pχ)‖F + ‖V Pχ‖F

≤ ‖Ũ‖F ‖ 2ε

δ −√2ε
+ ‖V Pχ‖F

Since the original data are correlated, the rest of the eigen-
values, λk+1 · · ·λn, are close to 0. Therefore δ ≈ λk. From
Proposition 2, we know λk ∈ [λ̃k − ε1, λ̃k − εn].

As ‖E‖2 = ε1 (Property 4), we have

λk ≥ λ̃k − ε1 = λ̃k − ||E||2
Hence,

‖Û − U‖F ≤ ‖Ũ‖F
2||E||F

δ −√2||E||F
+ ‖V Pχ‖F

≤ ‖Ũ‖F
2||E||F

(λ̃k − ||E||2)−
√

2||E||F
+ ‖V Pχ‖F

Discussion. In general, the covariance of the noise can
be expressed as E = V T U + UT V + V T V . When the noise
and signal are completely independent, the above can be
simplified as E = V T V . In terms of Frobenius norm, we
have ‖E‖F = ‖V T V ‖F ≤ ‖V ‖2F .

When the noise matrix is generated by i.i.d. Gaussian
distribution with zero mean and known variance σ2, the
square error of V Pχ is δ2 = σ2 k

n
[4], and ||V ||F is

√
σ2mn,

we have

‖V Pχ‖F =
√

δ2mn =

r
σ2

k

n
mn =

r
k

n
||V ||F

Then Equation 2 becomes

‖Û − U‖F ≤ ‖Ũ‖F
2‖V ‖2F

(λ̃k − ||E||2)−
√

2‖V ‖2F
+
p

k/n||V ||F (3)

When the noise is completely correlated with data, ‖V Pχ‖F ≈
‖V ‖F as k represents the number of principal components.
Hence we have ||UPχ||F ≈ ‖U‖F . Then Equation 2 becomes

‖Û − U‖F ≤ ‖Ũ‖F
2‖V ‖2F

(λ̃k − ||E||2)−
√

2‖V ‖2F
+ ||V ||F (4)

The upper bound given in Theorem 1 determines how
close the estimated data achieved by attackers is from the
original one when the spectral filtering technique is exploited
by attackers. This represents a serious threat of privacy
breaches as attackers know exactly how close their estimates
are. Please note that ||V ||F and ‖E‖2 are assumed to be
available to attackers as they can easily be computed from
the published information about noise distribution.

One issue is how to choose a proper k in order to find the
subspace spanned by the principal eigenvectors. From Ma-
trix Perturbation Theory ( Corollary 4.10 of [6] ), we know

max{|λ̃i−λi|} ≤ ||E||2. Considering those small eigenvalues
of A, the perturbation E can increase by no more than ||E||2.
As the rest of the k principal eigenvalues are significantly
larger than zero, our heuristic approach to determining k is
to check whether λ̃i ≥ ||E||2.

5. EXPERIMENTAL RESULTS
In our experiment, we use the artificial dataset, as spec-

ified the same as in [5]. The only difference is that we in-
crease the size of instances from 300 to 30,000. Specifically,



Table 1: The relative error re(U, Û) vs. varying V
under three cases, C1, C2, C3 respectively. The
values in bold font highlight the results achieved by
our algorithm while the values with * denote the
optimal results. (‖U‖F = 852).

‖V ‖F 229 323 561 725 1025

C1 σ2 0.05 0.10 0.3 0.5 1.0
k=1 0.43 0.44 0.45 0.46 0.48
k=2 0.22 0.23 0.26 0.29 0.36
k=3 0.16 0.18 0.24 0.29 0.31
k=4 *0.09 *0.12 *0.22 *0.28 *0.40
k=5 0.10 0.14 0.25 0.32 0.45

C2 c 0.07 0.15 0.44 0.74 1.45
k=1 0.44 0.44 0.45 0.46 0.49
k=2 0.22 0.23 0.27 *0.30 0.36
k=3 0.16 0.18 0.24 0.33 0.44
k=4 *0.07 *0.11 *0.23 0.37 0.50
k=5 0.09 0.13 0.26 0.40 0.56

C3 c 0.07 0.15 0.44 0.74 1.45
k=1 0.50 0.55 0.73 0.88 *1.17
k=2 0.34 0.43 0.68 0.86 1.19
k=3 0.30 0.41 0.67 0.86 1.20
k=4 *0.27 *0.38 *0.65 *0.85 1.20
k=5 0.27 0.38 0.65 0.85 1.20

U is a highly correlated data set with 35 variables. Each
feature has a specific trend like sinusoidal, square, or trian-
gular shape and there is no dependency between any two
features.

The spectral filtering technique is used to estimate values
of individual data-points from the perturbed dataset. In our
experiment, we use ae(U, Û) = ‖Û−U‖F , the absolute error,

and re(U, Û) = ‖Û−U‖F
‖U‖F

, the relative error in Û regarded as

an approximation to U .

5.1 Scenarios of noise addition
In [5], the noise is assumed as following i.i.d. Gaussian

distribution with mean zero and known variance (hence the
noise is completely uncorrelated with data). In this paper,
we consider different scenarios of noise addition.

• Case 1. V is an additive noise following i.i.d. Gaussian
distribution N(0,COV), where covariance matrix COV =
diag(σ2, · · · , σ2) (The same as in [5]).

• Case 2. V is an additive noise following Gaussian dis-
tribution N(0,COV), where co-variance matrix COV =
c× diag(σ2

1 , σ2
2 · · · , σ2

n).

• Case 3. V is an additive noise following Gaussian dis-
tribution N(0,COV), where co-variance matrix COV =
c×A.

Case 1 represents the scenario where the noise is com-
pletely independent with original data. One example of this
scenario is the online collection of customer’s individual data
(as the other customer’s data is unknown during data collec-
tion). Case 2 represents the variance of the original data is
a-priori known while case 3 represents the whole covariance

matrix of the original data is used for noise generation. Note
that in all above three cases, we assume the noise is gen-
erated with Gaussian distribution and its associated mean
vector is zero. This assumption is generally true in privacy
preserving data mining applications as the change of mean
will significantly affect the accuracy of data mining results.

From the discussion in Section 4, for case 1, we have
||V ||F ≈

√
σ2mn while for both case 2 and 3,

||V ||F ≈
q

c(σ2
1 + σ2

2 · · ·+ σ2
n)m

Hence, we can derive

c ≈ ||V ||2F
(σ2

1 + σ2
2 · · ·+ σ2

n)m
(5)

In our following experiments, we perturb the original data
by different level of noises, which are generated by varying
the covariance matrix COV , for all three cases (for case 2
and case 3, we derive the corresponding c from the given
‖V ‖F using Equation 5). For each perturbed data, we use
our spectral filtering technique to reconstruct the point-wise
data. We also show how the reconstruction accuracy is af-
fected by varying k. Table 1 shows all our experimental
results.

5.2 Effect of varying k

In Section 4, we present one heuristic how to determine k
by examining the eigenvalues of covariance matrix of per-
turbed data and the eigenvalues of covariance matrix of
noise. It is easy to check different k leads to different re-
construction error (which is measured by ||U − Û ||F ||U ||F .
From Table 1, we can see our spectral filtering method can
achieve optimal results for relative small perturbations un-
der both Case 1 and Case 2 (we will explain why case 3 is
different in Section 5.4). Note that the values in bold font
highlight the results achieved by our algorithm while the
values with * denote the optimal results.

When we examine the original data, there exist 4 princi-
ple components as the data is highly correlated among 35
features. Hence, for relative small perturbations, the effects
on the remaining 31 components are safely filtered in both
case 1 and case 2. However, when we increase the noise
level (i.e., ‖V ‖F increases), the noise will tend to affect the
determination of k. This is because the gain of correct in-
clusion of some (not very significant) principal component
is diminished by the loss of noise due to the inclusion of
that component. When we choose k = 4, the filtering pro-
vides an accurate estimate of the individual data while the
reconstruction accuracy is poor when we choose k = 1.

5.3 Effect of varying noise
Quality of the data reconstruction depends upon the rel-

ative noise contained in the perturbed data. As the noise
added to the actual value increases, the recovery accuracy
decreases. Figure 1 shows data distributions of reconstruc-
tion for feature 2 (we get a sample of 300 data records)
when we vary the noise level under case 1. We can see
when σ2 = 0.1 and σ2 = 0.5, the spectral filtering technique
can achieve relatively accurate estimation. Note that when
σ2 = 0.5, the corresponding ‖V ‖F is 725. Under this case,
the noise-to-signal ratio (‖V ‖F /‖U‖F ) is 87.8%.

5.4 Effect of COV
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(c) σ2 = 1.0

Figure 1: Reconstruction accuracy (data distribution for attribute 2) with best k vs. varying σ2
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Figure 2: Reconstruction accuracy (data distribution for attribute 2) with ‖V ‖ = 323 under three cases

From Table 1, we can see the spectral filtering method
generally cannot achieve good results for case 3 where the
noise covariance matrix is linear with the data covariance
matrix. As the noise is not randomly generated, spectral fil-
tering technique, which is random matrix based, can not sat-
isfactorily separate noise from data as they share the same
distribution pattern. Figure 2 compares the reconstruction
accuracy for attribute 2 with the same ‖V ‖F = 323 un-
der three cases. We can see spectral filtering performs best
for completely random perturbation (case 1) while performs
worse for completely correlated perturbation (case 3). We
would point out that it may also affect the accuracy of data
mining significantly when the noise added can not be sepa-
rated from the original data.

6. CONCLUSION AND FUTURE WORK
Spectral filtering based technique has recently been inves-

tigated as a major means of point-wise data reconstruction
[4, 5]. It was empirically shown that under certain condi-
tions this technique may be exploited by attackers to breach
the privacy protection offered by randomization based pri-
vacy preserving data mining methods. This paper presented
an initial theoretical study on evaluating privacy breaches
when spectral filtering technique is applied. We gave an ex-
plicit upper bound of reconstruction accuracy in terms of
Frobenius norm. This upper bound may be exploited by
attackers to determine how close their estimates are from
the original data using spectral filtering technique, which
imposes a serious threat of privacy breaches. We will in-
vestigate the lower bound of reconstruction accuracy. This
lower bound can help users determine how much and what

kind of noise should be added when one tolerated privacy
breach threshold is given. We are also interested in deriving
the bound at point-wise level.
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