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Abstract. Identifying vandal users or attackers hidden in dynamic on-
line social network data has been shown a challenging problem. In this
work, we develop a dynamic attack/anomaly detection approach using
a novel combination of the graph spectral features and the restricted
Vector Autoregressive (rVAR) model. Our approach utilizes the time se-
ries modeling method on the non-randomness metric derived from the
graph spectral features to capture the abnormal activities and interac-
tions of individuals. Furthermore, we demonstrate how to utilize Granger
causality test on the fitted rVAR model to identify causal relationships of
user activities, which could be further translated to endogenous and/or
exogenous influences for each individual’s anomaly measures. We con-
duct empirical evaluations on the Wikipedia vandal detection dataset to
demonstrate efficacy of our proposed approach.

Keywords: Anomaly detection ·Vector autoregression ·Granger causal-
ity · Dynamic graph · Matrix perturbation · Spectral graph analysis.

1 Introduction

Anomalies and outliers refer to data points that behave differently from prede-
fined normal behaviours. Detecting anomalies in a network under the dynamic
setting belongs to sequential anomaly detection, where detection methods try
to find abnormal observations from sequential data. There have been plenty of
works studying the spectral properties of dynamic network data such as incre-
mental spectral clustering [9], Nystrom low rank approximation [17], and matrix
sketching [8], but there are few works on applying spectral analysis for anomaly
detection on dynamic graphs. In [10], the authors derived a threshold based on
the anomaly metric from the spectral features of the robust Principal Compo-
nent Analysis for classification. Similarly, the authors in the work [4] proposed
a threshold based on the anomaly metric derived from the principal eigenpairs
of the associated adjacency matrix. In another work [11], the authors proposed
using compact matrix decomposition (CMD) to compute the sparse low rank ap-
proximations of the adjacency matrix. The approximation error of CMD and the
observed matrix was used to quantify the anomaly. However, these works have
two major shortcomings. First, instead of using statistical modeling approach
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to analyze the underlying structural correlations of the time series data system-
atically, each of the works only derived a threshold to evaluate the data points
at each time frame individually. The other drawback is the lack of the ability
to analyze the endogenous and/or exogenous causes for the observed anomalies.
Since most relationship graphs are generated from the interaction information
of the streaming OSN data, such interactions could cause the observed anomaly
metrics to be correlated. Therefore, both endogenous and exogenous influences
in the observed time series data need to be analyzed simultaneously so that the
underlying casual relationships could be identified.

There exist extensive studies on the use of time series analysis methods
such as Autoregressive (AR), Autoregressive Moving Average (ARMA), Vector
Autoregressive (VAR), and Vector Autoregressive Integrated Moving Average
(VARIMA) models in outlier detection [1, 12]. However, their applications in
anomaly detection in streaming online social network data have been limited. In
this work, we propose to use the restricted Vector Autoregressive (rVAR) mod-
el to study the interactions and correlations of the observed anomaly measures
of nodes. The fitted model then serves as the input for the subsequent casual-
ity analysis. We adopt Granger causality [3] to analyze the fitted rVAR model
and identify both endogenous and exogenous influences in the observed anomaly
measures for each node.

To summarize, we incorporate the dynamic spectral features from the steam-
ing network data with the rVAR model to develop an automatic fraud/attack
analysis method. We develop a modified anomaly metric based on the node non-
randomness measure derived from the adjacency spectral coordinates [15] to
quantify how randomly nodes link to each other in signed and weighted graphs.
We then propose to use the Granger causality analysis to identify the causal
relationships amongst individuals. Several case studies on a partial WikiSigned
dataset are conducted to demonstrate how the Granger causality analysis could
be used to interpret the fitted rVAR model.

2 Preliminary

2.1 Graph Spectral Projections

v1 vi vK vn
↓

αu →



v11 · · · vi1 · · · vK1

...
...

...
v1u · · · viu · · · vKu

...
...

...
v1n · · · vin · · · vKn

· · · vn1
...

· · · vnu
...

· · · vnn


(1)

For a given network, the spectral coordinates of nodes derived from the ad-
jacency eigenspace are illustrated in Equation (1). The eigenvalues (λ1, · · · , λn)
of a given adjacency matrix A are assumed to be in descending order when
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real. The corresponding eigenvectors (v1, · · · ,vn) are sorted accordingly. The
spectral decomposition of A takes the form A =

∑
i λiviv

′
i. The row vector

αu = (v1u,v2u, · · · ,vKu) is the spectral coordinate used for the projection of
node u. The algebraic properties of the adjacency matrix are closely related to
the underlying graph connectivity. Therefore, when the nodes are projected into
the associated spectral space spanned by the chosen eigenvectors, such proper-
ties could be used to analyze the graph structure related problems. For example,
[13, 7] examined the line orthogonality of spectral coordinates formed by nodes
from different clusters in the adjacency eigenspace and developed spectral clus-
tering algorithms for community detection. Spectral coordinates were also used
to detect random link attacks [16] and subtle anomalies [14] in social networks.

2.2 Non-randomness Measure

The node non-randomness is derived from the spectral coordinates to quantify
how random a node is in terms of its connections in an unsigned network [15].
The edge and node non-randomness measures are defined as:

1. The edge non-randomness R(w, u):

R(w, u) = αwα
′
u = ‖αw‖2‖αu‖2 cos(αw,αu). (2)

2. The node non-randomness R(w):

Rw =
∑

u∈Γ (w)

R(w, u), (3)

where Γ (w) denotes the set of neighbor nodes of w.

The measure was shown to effectively identify collaborative random link attacks
in the spectral space of static unsigned graphs [16]. In this paper, we adapt the
measure to the signed networks, apply it in the dynamic spectral space, and
detect anomalies in streaming network data.

2.3 Vector Autoregression

Vector Autoregressive model is a time series analysis approach for analyzing
multivariate data. It tires to capture the changes and interferences of multiple
variables over time, where each variable is explained by the lagged values of itself
and those of other variables. Equation (4) shows the general form of a n-variable
VAR model with lag p:

x1,t...
xn,t

 =

c1...
cn

 +
∑p
i=1

β11,i · · · β1n,i...
. . .

...
βn1,i · · · βnn,i


x1,t−i...
xn,t−i

 +

ε1,t...
εn,t

 . (4)
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It can be written in a vector form as:

Xt = c+

p∑
i=1

βiXt−i + εt ≡ Π ′Zt + εt, (5)

where Xt = (x1,t, · · · , xn,t)′, εt = (ε1,t, · · · , εn,t)′, c = (c1, · · · , cn)′ is the vec-
tor of constants, βis are the matrices of parameters as shown in Equation (4),
Z ′t = (1n×1, X

′
t−1, · · · , X ′t−p), and Π ′ = (c,β1, · · · ,βp). The existence of the

estimators of the VAR model parameters requires that np < T , where n is the
number of variables, p is the lag chosen, and T is the observation length.

3 Methodology

3.1 Overview

Formally, we model a dynamic network dataset as a sequence of graphs along
the time dimension as Gt, where t = 1, · · · , T . Each graph could be viewed as a
snapshot of the network at time t. Hence, if we treat each snapshot at time t as
a perturbation from the previous time t−1, the associated adjacency matrix can
be written as At = At−1 +Et, where Et contains the changes between two adja-
cent snapshots of Gt−1 and Gt. There are three challenges involved in identifying
dynamic attacks. The first challenge is to identify the correct snapshot time win-
dows when the suspicious activities occur. The second challenge is to distinguish
anomalies due to attacks and significant changes due to normal activities. The
third challenge is to identify the endogenous and/or endogenous sources of the
causes for the anomalies. Therefore, the task for detecting anomalies could be
achieved by addressing the above challenges.

Dynamic networks focus on cognitive and social processes of users and can
model the addition and removal of relations and interactions in networks. The
dynamic changes of user activities are assumed to follow some particular prob-
abilistic model such as the random walk or preferential attachment. When the
perturbation Et contains changes that deviate from the expected statistics un-
der the assumed probabilistic model of normal behaviors, such events could be
captured and treated as suspicious. We use the rVAR model to analyze the under-
lying correlations amongst individual’s anomaly measures and make subsequent
casuality inferences.

Algorithm 1 shows our algorithm for applying the rVAR method on streaming
network data. The algorithm takes threes steps to complete the task. Firstly,
the node nonrandomness measures are calculated from the spectral coordinates
at each snapshot of the network. Secondly, for each target node, the chosen
neighbors are incorporated to fit the rVAR(p) model. Johansen cointegration test
from the work [5] is also performed at this step to prevent spurious regression
in case where the associated time series data are integrated. Lastly, stepwise
backward elimination Granger causality analysis is used to perform Granger
casuality analysis of the node nonrandomness time series. For Algorithm 1, in
lines 1-6, we calculate the node nonrandomness for each node at each network
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Algorithm 1 OSN rV AR Granger: Anomaly analysis of the streaming OSN
data using stepwise backward elimination Ganger casuality on the rVAR model
of node nonrandomness measures
Input: (A1, · · · , AT ), n, T,K, p,m
Output: B,B Ind
I/O: The inputs are the adjacency matrices (A1, · · · , AT ), size of the users n,
observation length T , number of the eigenpairs K, lag p, number of the steps of
neighbors m, causality analysis method Arg. The outputs are parameters for fitted
rVAR models B, and causality indicators B Ind

1: for t from 1 to T do
2: Compute eigenvectors (v1, · · · , vK) of At corresponding to the largest K eigen-

values (λ1, · · · , λK);
3: for w from 1 to n do
4: Calculate the node nonrandomness score normalized by its number of connec-

tions Řw,t =
Rw,t∑

u 6=w 1[Awu,t 6=0]
;

5: end for
6: end for
7: for w from 1 to n do
8: S ← w ∪ Γ (w)m;
9: for u from the m−step neighbor set Γ (w)m do

10: Perform Johansen cointegration test on the time series Řw,· and Řu,·;
11: if not cointegrated then
12: S ← S \ u;
13: end if
14: end for
15: Fit rVAR(p) model on the restricted set of nodes S with their corresponding

time series Řs,·, where s ∈ S;
16: Extract Bw ← (β′w,1, · · · , β′w,p);
17: B ← Bw
18: for Each β ∈ Bw do
19: Get Pβ , the p-value for the F-statistic from the Granger causality test;
20: if β is significant then
21: B Indw,β = 1;
22: end if
23: end for
24: B Ind← B Indw
25: end for
26: Return B, B Ind;

snapshot. In lines 8-14, we remove from the target node’s neighor set the nodes
that are not cointegrated with the target node. We fit the rVAR model for each
node in line 15 and evaluate its Granger causality in lines 18-24. The significance
of the calculated F-statistic is determined by looking up the F-statistic table,
where it is common to choose 0.05 alpha level.

The final outputs of the algorithm are two cell arrays, B, which contains
the parameters for the rVAR model of all nodes, and B Ind, which contains
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the corresponding indicators based on the causality analysis. Further inferences
could be conducted based on the causality analysis results.

3.2 Adjusted Node Nonrandomness Measure

For signed and weighted graphs, the node nonrandomness measure in Section 2.2
may no longer be accurate, since the degree of a node can be negative. In order
for the measure to work, we propose the following adjusted node nonrandomness.

Let w be a node and Γ (w) be its neighbors from a signed graph. The adjusted
node nonrandomness measure is

Řw =

∑
u∈Γ (w)R(w, u)∑
v 6=w 1[Aw,v 6=0]

, (6)

where R(w, u) is the edge nonrandomness and A is the adjacency matrix.
This modification normalizes the node nonrandomness metric by its number

of connections, since the edge nonrandomness metric holds true for directed
signed and weighted graphs with an error term. If the node nonrandomness
metric is normalized as shown above, the error term will shrink as well. As a
result, the new metric could better approximate the true metric than the old
metric would do.

Under the dynamic OSN setting, the past behaviours of nodes and their
correlated ones could be incorporated in the rVAR model, so the influences
of suspicious activities such as random link attacks could be studied through
multiple snapshots of the network to provide an analysis over the time dimension.
For a given node w, it has a sequence of observed node nonrandomness measures
(Řw,1, · · · , Řw,T ) based on network snapshots. The observed values could change
according to how the node and its neighbors act. By fitting the time series of
any selected set of nodes into the rVAR model, we can identify the causal and
dependency relationships amongst individuals’ suspiciousness measures.

3.3 Variable and Model Selection

Due to the large sizes and long time spans of streaming network data, the ob-
served time series data tend to cause the VAR model to have a large number
of explanatory variables. Such datasets could cause the model to overfit. Hence,
it is necessary to utilize some variable and model selection methods to obtain
reliable and efficient estimation results. In this subsection, we explore the rVAR
model which uses prior knowledge to regulate the parameters.

The rVAR method could take a binary restriction matrix ṙ and remove vari-
ables corresponding to the zero locations. The vector form of the rVAR(P) model
is:

Xt = Π ′(ṙ � Zt) + εt, (7)

where ṙ′ = (1n×1, r
′
1, · · · , r′P ).

When analyzing the network data, the restriction matrix could be the con-
catenation of any matrix representing the desired node connectivity such as
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1-step or 2-step neighbor connectivity matrix at a specific lag. In applications,
At, which is the most recent observed adjacency matrix for a given rVAR mod-
el, could be used as rps for p ∈ (1, · · · , P ). The only drawback is that some
previously unconnected nodes could be included in the model for some certain
lags. However, as long as the number of added variables are small, those extra
variables would not influence the model too much. Therefore, during the rVAR
model estimation process, only the variables representing connected nodes could
have nonzero parameters. As a result, the restricted model based on the network
connectivity could greatly reduce the ambiguities caused by correlated variables
representing disconnected nodes, reduce the number of variables entering the
model, and reduce the risk of having rank deficient data.

3.4 Causal Analysis with Granger Causality

After fitting the rVAR model on each individual and its neighbors, the depen-
dencies and casual relationships of their anomaly measures could be analyzed.
The classical Granger causality test [3] is an F test to validate if by adding an
extra explanatory variable could better explain the current response variable.
That is, for models:

Model 1: yt = αyt−1 + εt (8)

Model 2: yt = αyt−1 + βxt−1 + εt, (9)

the hypothesis H0 : β = 0 and H1 : β 6= 0, are tested against each other. Then,
the F-statistics

F =
(RSS1 −RSS2)/(p2 − p1)

RSS2/(T − 1− p2)
∼ F(p2 − p1, T − 1− p2),

where RSSi and pi are the residual sum of squares and the number of parameters
of model i respectively, has a F-distribution with (p2 − p1, T − 1 − p2) degrees
of freedom if the null hypothesis holds.

When H1 holds, it simply suggests that Xt−1 “Granger causes” Yt, which
means that it helps forecast Yt, but it does not conclude that Xt−1 causes Yt.
Two adaptations of Granger causality test for multivariate regressions are step-
wise forward selection and stepwise backward elimination of the explanatory
variables. In both cases, each variable’s lagged terms are tested one by one using
the models in Equations (8) and (9). Both methods use np tests in total, which
are time consuming but can provide more specific casuality analysis for each
individual at each lag. Based on the causality analysis results, the sources of
endogenous and exogenous causes for each node’s anomaly measures could be
identified. Therefore, we can distinguish whether the node itself is anomalous or
it is caused by adjacent neighbors’s behaviours.

4 Empirical Evaluation

We conduct evaluations using a partial UMDWikipedia dataset from [6]. The
dataset contains 770,040 edits of Wikipedia pages made by both vandal and
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benign users between January 01, 2013 and July 31, 2014. Since we focus on
analyzing the dynamic interactions of the user behaviors, only pages edited by
more than 3 unique users and users editing more than 3 unique pages are kept.
After preprocessing, we have 17,733 edits and 805 users spanning over 10,451
unique event times, where there are 456 benign users and 349 vandal users.

We use this partial dataset to evaluate our dynamic anomaly detection al-
gorithm. We use the rVAR(5), which is the rVAR model of lag 5, on 1-step
neighbors for all the case study examples unless further specified. We use 5 time
events as the interval to build the time series data, so we have 2,091 time frames.
Due to space limits, we skip the results of showing the effectiveness of the derived
node nonrandomness metric for signed networks and the efficiency of the use of
the rVAR model. In this section, we focus on several case studies to demonstrate
the effectiveness of using the Granger causality to identify the causes for the
observed anomaly measures.

4.1 Case Study I

The target node is 7 and its 1-step neighbors are 48, 232, 281 and 378. The node
anomaly measure variables are relabeled as X1 to X5 respectively. The adjust-
ed model using stepwise backward elimination multivariate Granger causality
analysis method is

X1,t = 0.288X1,t−1 + 0.443X1,t−3 − 0.648X1,t−4

+ 0.56X3,t−4 + 0.467X1,t−5 − 0.186X3,t−5,
(10)

where c = 0.00007 is not significant with t-statistic value of 1.1679. The pa-
rameter vector and the associated significance indicators from Granger casuality
results are shown in Figure 1(a) and Figure 1(b). For the parameter vector fig-
ures, each row represents the parameters for all the variables of a certain lag
and each column represents the parameters of all the lags for a certain variable.
For the causality indicators figures, each shaded location suggests that the corre-
sponding column variable Granger causes the row variable. For example, Figure
1(b) shows the exogenous sources of influence towards node 7 (X1) include its
early lags (except lag 2) and the lag 4 and 5 terms of the variable representing
node 232 (X3).

We also show the parameter vector for node 232 (X3) in Figure 1(c). The as-
sociated significance indicator grid is shown in Figure 1(d). The causality result
suggests that node 7 is also an exogenous source of cause for the anomaly mea-
sures of node 232. Therefore, the anomaly measures of node 7 and node 232 are
closely correlated. By checking the original data, we find that user Jodosma7 co-
edited with user Bnseagreen232 three times on the page titled “Dhani Matang
Dev”. Furthermore, none of the edits made by user 7 and user 232 were revert-
ed. Therefore, both users are considered normal users who have edited the same
page. The labels for both users are benign.
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Fig. 1. (a) The parameters of all 5 lags for the rVAR model of node 7. (b) The anomaly
measures of node 232 Granger cause those of node 7. (c) The parameters for the rVAR
model of node 232. (d) The anomaly measures of node 7 Granger cause those of node
232.

4.2 Case Study II

The target node is 466 and its 1-step neighbors are 67, 312, 330, 421, 563, 605 and
683. The node anomaly measure variables are relabeled as X1 to X8 respectively.
The adjusted model using stepwise backward elimination multivariate Granger
causality analysis method is

X1,t = 0.562X1,t−1 − 0.396X7,t−1 + 0.603X7,t−2 − 0.572X7,t−3 + 0.517X1,t−4

− 0.231X6,t−4 − 0.387X7,t−4 − 0.229X8,t−4 + 0.119X1,t−5 + 0.014X6,t−5

− 0.114X7,t−5 + 0.083X8,t−5,

(11)

where c = 0.033 is significant with t-statistic value of 2.3034. The parameter
vector and the associated from Granger casuality indicators are shown in Figures
2(a) and 2(b).
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Fig. 2. (a) The parameters of all 5 lags for the rVAR model of node 466. (b) The
anomaly measures of node 605 Granger cause those of node 466. (c) The parameters
for the rVAR model of node 605. (d) The anomaly measures of node 466 Granger cause
those of node 605.
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In this example, both users Grobelaar0811466 (X1) and Bobcalderon605 (X7)
edited the page titled “Sofia Vergara” together. In fact, there were co-edits at
four different times between these two users. The casuality analysis suggests that
the activities of user 563 Granger cause the anomaly measures of user 466.
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(b) Causality indicators

Fig. 3. (a) The parameters of all 5 lags for the rVAR model of node 563. (b) Node 466
is an exogenous source of influence to the anomaly measures of node 563.

By looking at the model and Granger Causality results for node 605 in Figure
2(c) and Figure 2(d), we notice that the causal relationship between user 466
and user 605 is bidirectional and conclude that they have a relatively close
relationship. By further checking the edit history of both users, we find that
all 7 edits of user 466 and all 5 edits of user 605 were reverted, which indicate
that both users could be vandals with very high probability. Combining all the
observations with the causality analysis results, we suspect that user 466 and
user 605 may have attacked the page collaboratively. The labels for both users
are vandal.

Another neighbor, user Themaxandpeter563 also has similar causality results
with node 466 as node 605 does, ss shown in Figure 3(a) and Figure 3(b). Nodes
466 and 563 edited two pages titled “Fulham F.C.” and “Dynamo (magician)”
together. According to the edit history, all of the edits made by user 563 were
reverted. According to all the above results, we suspect that all 3 users 466, 563
and 605 collaborated their attacks on Wikipedia pages.

4.3 Case Study III

In this case study, we examine the rVAR(2) model of node 466 with its 2-step
neighbors. Node 466 has 7 1-step neighbors and 115 2-step neighbors. The mean-
ing for 2-step neighbors in this particular dataset is that those nodes edited some
pages together with the 1-step neighbors of the target node. For any relatively
well connected graph, the number of 2-step neighbors tends to grow very large.
As mentioned before, fitting a rVAR model on a large number of variables re-
quires high computational power and may have rank deficiency problems. After
the rank test, only 73 neighbors and the target have time series data that are
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not linearly dependent. The Johansen cointegration test suggests that all 73
neighbors’ time series are cointegrated with the target node’s time series.

As more variables entering the model, the causality analysis results become
more complicated. Since the model contains more variables, only a few lags
could be incorporated to make the computational time manageable. The results
indicate that the majority of exogenous causal influences come from the 2-step
neighbors. However, the weights of the influences of any 2-step neighbors should
be significantly lowered to reflect their weaker conductivities (in terms of dis-
tances) with node 466 than those of the 1-step neighbors. An important issue is
that, if the number of variables entering the model increases, the chance for the
model to be overfit will also increase. Therefore, in applications, the number of
variables and the size of the lag need to be chosen carefully to prevent overfitting
a model and to save computational resources.

5 Summary

We have presented a novel approach for dynamic fraud detection by using the r-
VAR model. We have introduced a new measure, node nonrandomness for signed
and weighted graphs, to quantify node anomaly. We have also proposed to use the
stepwise backward elimination Granger casuality method to analyze the casual
relationships of node activities from the fitted rVAR model. To our knowledge,
this is the first work to systematically analyze the graph spectrum based anomaly
metric time series data simultaneously using a multivariate statistical modeling
tool. This is also the first work to use a strict statistical inference method for
identifying the endogenous and/or exogenous sources of casual influence of node
interactions in dynamic graphs. As demonstrated in the case studies, by quanti-
fying the randomness of node activities into the node nonrandomness measures
and analyzing the resulting time series data, the proposed method could help
us identify different activity patterns such as collaborative attacks, benign users
sharing a common interest, and benign users being attacked by vandals.

For future works, we will explore different anomaly metrics under different
scenarios for a more extensive coverage of anomaly detection. This is feasible
as the method proposed in this paper is modularized where different types of
anomaly metrics could be plug in to analyze different anomaly behaviors. We
will also investigate the conditional Granger causality [2] to analyze the multi-
variable dependencies for dynamic attack detection. We plan to study how to
improve the efficiency of our approach especially for large graphs.
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