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Abstract In this paper we investigate the problem of detecting small and subtle sub-
graphs embedded into a large graph with a common structure. We call the embedded
small and subtle subgraphs as signals or anomalies and the large graph as background.
Those small and subtle signals, which are structurally dissimilar to the background,
are often hidden within graph communities and cannot be revealed in the graph’s
global structure. We explore the minor eigenvectors of the graph’s adjacency matrix
to detect subtle anomalies from a background graph. We demonstrate that when
there are such subtle anomalies, there exist some minor eigenvectors with extreme
values on some entries corresponding to the anomalies. Under the assumption of the
Erdos–Renyi random graph model, we derive the formula that show how eigenvector
entries are changed and give detectability conditions. We then extend our theoretical
study to the general case where multiple anomalies are embedded in a background
graph with community structure. We develop an algorithm that uses the eigenvector
kurtosis to filter out the eigenvectors that capture the signals. Our theoretical analysis
and empirical evaluations on both synthetic data and real social networks show
effectiveness of our approach to detecting subtle signals.
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1 Introduction

Social networks are usually modeled using graphs where an edge between two
nodes represents a relationship between two individuals. There is rich topological
information embedded inside graphs. Formally, a graph G(V, E) is a set of n nodes
(represented by V) connected by a set of m links (represented by E). The graph
can be represented as a symmetric adjacency matrix An×n with aij = 1 if node i is
connected to node j and aij = 0 otherwise.

In this paper we investigate the problem of detecting small and subtle subgraphs
embedded into a large graph with a common structure. We call the embedded small
and subtle subgraphs as signals or anomalies and the large graph as background.
Those small and subtle signals, which are structurally dissimilar to the background,
are often hidden within graph communities and cannot be revealed in the graph’s
global structure. However, they are of great importance for data analysts or network
owners since those small and subtle subgraphs often indicate interesting interaction
patterns for a specific subset of users or capture fraudulent behaviors among attack-
ers. Traditional topology-based detection methods (e.g., Eberle and Holder 2007;
Noble and Cook 2003), which explore the graph topology directly, often fail to locate
those subtle signals.

In this paper we apply the use of graph spectral analysis to detect subtle anomalies
from a background graph. Graph spectral analysis deals with the analysis of the
spectra (eigenvalues and eigenvectors) of the network’s adjacency matrix or other
variants (e.g., Laplacian matrix, normal matrix, or modularity matrix). The leading
eigenvectors of a graph corresponding to the largest eigenvalues contain most
global topological information of the graph in the spectral space. We call them
principal eigenvectors and call the remaining ones with small eigenvalues as minor
eigenvectors.

It has been known that there is an intimate relationship between the community
structure of a graph and the principal eigenvectors of its adjacency matrix or other
variants (Wu et al. 2011; Chan et al. 1993; Shi and Malik 2000). In this paper we
explore the minor eigenvectors of the graph’s adjacency matrix to detect subtle
anomalies from a background graph. A subtle anomaly is often embedded in one
particular community. Hence it does not change much the principal eigenvectors. We
first demonstrate that when there are such subtle anomalies, there exist some minor
eigenvectors with extreme values on some entries corresponding to the anomalies.
Under the assumption of the Erdos–Renyi random graph model, we derive the
formula to show the difference between signal entries and background entries on
both principal eigenvectors and minor eigenvectors. Our theoretical results give de-
tectability conditions, i.e., when such difference is large enough on some eigenvectors
to detect the signal.

Social networks usually contain community structures and the background graph
is not necessarily a simple Erdos–Renyi random graph. The embedded signals, which
are structurally dissimilar to the background, can be generated by various (or even
unknown) models. We extend our theoretical studies to the general case where
multiple anomalies are embedded in a general background graph. We treat the
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background graph as a block diagonal network plus sparse edges between blocks
and examine how eigenvectors are changed when multiple independent signals
are embedded. We develop an algorithm that uses the kurtosis to filter out those
eigenvectors that capture the signals. The kurtosis metric naturally captures the
extremeness in the distribution of eigenvector entries that is caused by embedded
signals. Our theoretical analysis and empirical evaluations on both synthetic data and
real social networks show effectiveness of our approach to detecting subtle signals.

2 Preliminary

We first introduce the notation in this paper. Let G = G(V, E) be a graph with
node set V and edge set E. n = |V| is the number of nodes. We use capital letters,
lower case Greek letters, and lower case bold letters to represent adjacency matrices,
eigenvalues, and eigenvectors of the graphs respectively. A symbol with hat denotes
approximation. Next we revisit some important concepts and theorems in spectral
graphs that we will use throughout the paper.

Definition 1 Given an n × n symmetric matrix M and a non-zero n-dimensional
vector v, the rayleigh quotient is defined as

R(M, v) = vT Mv

vTv
.

Rayleigh quotient is closely related with eigenvalues and eigenvectors. When v is
an eigenvector, R(M, v) is the corresponding eigenvalue.

Theorem 1 (Min-max theorem) Given an n × n symmetric matrix M and its eigenval-
ues ζ1 ≥ ζ2 ≥ · · · ≥ ζs · · · ≥ ζn, for all (n − s + 1)-dimensional subspace F , we have:

ζs = min
dimF=n−s+1

max
v∈F ,v �=0

R(M, v), (1)

and for all s-dimensional subspace F ′, we have:

ζs = max
dimF ′=s

min
v∈F ′,v �=0

R(M, v). (2)

Specially, when F is the whole n-dimensional space, ζ1 = max∀v∈F R(M, v).
Let G(n, p) denote the random graph generated by the Erdos–Renyi (ER) random

graph model (Erdős and Rényi 1959), where n is the number of edges and p is the
probability that an edge is included in the graph. Notice when p is not very small,
i.e., p ≥ 2 log n

n , the random graph G(n, p) is usually connected with high probability
(Mitra 2009).

Author's personal copy



316 J Intell Inf Syst (2013) 41:313–337

Theorem 2 (Füredi and Komlós 1981) For an ER random graph G(n, p), the approx-
imation of the f irst eigenvalue ζ1 is:

̂ζ1 = np. (3)

The approximation of the first eigenvector w1 is:

ŵ1 =
(

1√
n

, ...,
1√
n

)T

. (4)

The second eigenvalue ζ2 has an upper bound:

ζ2 ≤ 2
√

np(1 − p) + O
(

n
1
3 log n

)

. (5)

Notice when np is large, there is a large gap between ζ1 and ζ2. In Füredi and
Komlós (1981), the authors proved that the first eigenvalue follows an asymptotical
normal distribution. For the first eigenvector, the authors in Mitra (2009) showed

that
∣

∣

∣w1(i) − 1√
n

∣

∣

∣ ≤ c 1√
n

log n
log(np)

√

log n
np when p ≥ log6 n

n .
Let ξw1 denote the error term of the approximation ŵ1, i.e., ξw1 = w1 − ŵ1.

‖ξw1‖2 is about 1√
np (Füredi and Komlós 1981), which is much smaller than 1 when

np is large. We can show that the variance σ 2(ξw1) of entries for ξw1 is also very

small. σ 2(ξw1) = σ 2(w1) =
∑n

i=1 w1(i)2

n −
(∑n

i=1 w1(i)
n

)2
. The first term is 1

n due to the

normalization of w1. The second term is
√

n+∑n
i=1 ξw1(i)

n‖ŵ1+ξw1‖2

2
. Because ‖ξw1‖2 is small, the

second term is close to 1
n . Hence σ 2(ξw1) is a very small number.

All other eigenvectors represent the noise of the random graph. The mean value of
w1 (i ≥ 2) is approximately zero. This is due to their orthogonality with w1. For i ≥ 2,
w1

Tw1 ≈ 1√
n

∑n
j=1 w1(i) ≈ 0. σ 2(ξw1) ≈

∑n
i=1 w1(i)2

n = 1
n . We can see that σ 2(ξw1) (i ≥

2) is much larger than σ 2(ξw1).

3 Embedded signal detection

We focus on identifying small and subtle signals or anomalies that are not imme-
diately revealed in a graph’s principal eigenvectors. We consider the problem of
detecting a subgraph embedded in a background as one of detecting a signal from
the background. The small size of the signal usually makes it difficult to be detected.

Let GB = (V, E) denote the background graph of n nodes, i.e., a graph in which
no anomaly exists. We define the subgraph GS = (VS, ES) with k nodes as the signal.
The observed graph GA = (V, E ∪ ES) is composed with the background graph GB

and the embedded signal GS. Let A and B be the adjacency matrix for GA and GB

and S be their difference: S = A − B. Notice that we write S as an n × n symmetric
matrix that only has values in the block consisting of the first k rows and the first k
columns. Our problem is how to detect the embedded signal GS given the observed
graph GA assuming GS is structurally different from the background graph GB.
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Let λi be the i-th largest eigenvalue of the observed graph GA and xi the
corresponding eigenvector. Similarly let μi be the i-th largest eigenvalue and yi

the corresponding eigenvector of the background graph GB, and let νi be the i-
th largest eigenvalue and zi the corresponding eigenvector of the signal graph GS.
Table 1 summarizes our notations. We choose to use the adjacency matrix of a
graph rather than its variants like Laplacian matrix or modularity matrix because the
adjacency matrix is a simple and direct way to present the relations in a network and
all information contained in other variants is inherently captured in the adjacency
matrix. The adjacency matrices of large social networks are often sparse and many
efficient and specialized spectral decomposition algorithms have been developed.

Graphs often contain community structures. For a graph with p communities
that are sparsely connected, the first p eigenvectors corresponding to the largest
p eigenvalues contain most information of the graph’s global community structure.
We call them the principal eigenvectors. The remaining eigenvectors corresponding
to small eigenvalues are called minor eigenvectors. In this section we conduct
theoretical studies on how both principal and minor eigenvectors are changed when
signals are added. Specifically, we demonstrate that when there are subtle signals,
certain minor eigenvectors have extreme values on some entries and those entries
correspond to the signals. We first focus on a simple scenario that both the signal and
the background graph follow the simple ER model in Section 3.1. In this case, only
the first eigenvector is the principal one and all remaining eigenvectors are minor
ones. In Section 3.2, we extend to the general scenario where multiple signals are
embedded in a general graph with community structures.

3.1 Signal and background following ER model

Assume both the background and the signal follow the ER random graph model:
GB = G(n, pb ) and GS = G(k, ps). Without loss of generality, we assume the signal
is on the first k nodes. According to (3) and (4), we have approximated eigenvalues
and eigenvectors for B:

μ̂1 = npb , (6)

ŷ1 =
(

1√
n

, · · · ,
1√
n

)T

; (7)

and for S:

ν̂1 = kps, (8)

ẑ1 =
(

1√
k

, · · · ,
1√
k

, 0, · · · , 0

)T

. (9)

Table 1 Notations Observed Background Signal

Graph GA GB GS

Adj matrix A B S
i-th eigenvalue λi μi νi

i-th eigenvector xi yi zi

No. of nodes n n k
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3.1.1 Illustrating example

Throughout this section, we use a synthetic network GB = G(10000,0.01) as the
background. We add a signal GS (with varied k and ps values) to the background.
For our generated random graph from GB = G(10000, 0.01), we have μ1 = 100.99
and μ2 = 19.98. The next few eigenvalues are close to μ2. We observe that there is a
large eigen-gap between the first and the second eigenvectors whereas the eigen-gaps
for other adjacent eigenvalues are very small. Figure 1 shows the scatter-plot of the
first four eigenvectors of the background graph G(10000, 0.01). We can see that the
entries of the first eigenvector are located within a narrow range near 1√

10000
= 0.01.

The entries of other eigenvectors randomly scatter near zero with a much larger
variance than the first eigenvector. This phenomena clearly matches our theoretical
justification in Section 2.

Figure 2 shows the scatter-plot of the first four eigenvectors xi (i = 1, · · · , 4) after
we add a signal with Gs = (100, 0.3). We can see that the signal is not clearly sep-
arable by the first eigenvector where signal entries are mixed with the background.
However, the signal is well separated from the background by the second eigenvector
where it has a large gap between the signal and the background. Figure 2b shows the
signal entries are completely mixed with the background in the scatter-plot of x3 and
x4. This is because the signal information is already captured in the previous minor
eigenvector x2.

Figure 3a shows the scatter-plot of x1 and x2 for a more subtle signal G(100, 0.1).
We can observe that the signal entries are mixed with the background in both the
principal eigenvector x1 and the minor eigenvector x2. We cannot separate the signal
from the background due to its subtleness. On the contrary, Fig. 3b shows the scatter-
plot for a much stronger signal G(100, 0.7). We can see that the signal entries can be
well separated from the background by either the first or the second eigenvector. In
Section 3.1.2, we conduct a theoretical analysis to demonstrate when and why the
signal can be separated from the background.

(b)(a)
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Fig. 1 Scatter-plot of the first four eigenvectors of G(10000, 0.01)
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Fig. 2 G(10000, 0.01) with ER signal G(100, 0.3)

3.1.2 Theoretical analysis

The entries of B and S, bij and sij, are binomially distributed random variables
with success probability pb and ps respectively. We have expectations E(bij) = pb ,
E(sij) = ps and variances σ 2(bij) = pb (1 − pb ), σ 2(sij) = ps(1 − ps). By the central
limit theorem, we can have an accurate estimation of the multiplication of vectors
and matrices with much smaller variances than σ 2(bij) or σ 2(sij). Our goal is to derive
the approximated form of eigenvectors of the observed A from eigenvectors of the
background graph B and the signal S. Next we present our theoretical results and
leave the proofs in the Appendix A1.
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(a) with signal G (100, 0.1)
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(b) with signal G (100, 0.7)

Fig. 3 Scatter-plot of x1 and x2

Author's personal copy



320 J Intell Inf Syst (2013) 41:313–337

Theorem 3 Let A = B + S where A, B and S are the adjacency matrices for GA, GB

and GS. GB = G(n, pb ) and GS = G(k, ps). When k = o(n) and kps <
npb

1+2
√

k
n

, the

f irst eigenvector of A can be expressed as:

x1 ≈ y1 + Sy1

μ1
(10)

where the approximation error is O
(

√

k
n

)

.

Denote x1(i) as the i-th entry of x1. The first k entries correspond to the embedded
signal. We expect they have different values than the rest of entries. Plugging (6) and
(7) into (10), we derive the estimation for both signal entries and the background
entries of x1.

Corollary 1 The entries of the first eigenvector of A can be expressed as:

x̂1(i) =

⎧

⎪

⎪

⎪

⎨

⎪

⎪

⎪

⎩

1 + a√
n

when i ≤ k

1√
n

when i > k

(11)

where a = kps
npb

.

Let �x̂1 denote the difference between the first k entries with the rest of x̂1. We
have �x̂1 = a√

n . When the signal is strong, i.e., kps
npb

is large, the difference between
the first k entries with the rest of x1 is sufficient to separate the signal from the
background. However, when the signal is weak, �x̂1 is small and the first k entries of
x1 tend to be mixed with the rest entries of x1 due to the random noise caused by the
ER model.

Figure 4 shows the histograms of x1 when the background is embedded with
different signals. To make it clear, we show the histogram of the values of background
entries in x1 in the left-down corner (with blue color) and that of the signal entries in
the right-up corner (with red color). Each histogram reflects the distribution of either
signal entries or background entries. We can see a large gap between the signal and
the background entries for strong signals such as G(100, 0.7) (shown in Fig. 4a). But
for subtle signals such as G(100, 0.3) (shown in Fig. 4b) and G(100, 0.1) (shown in
Fig. 4b), there is a large overlap between the signal and the background entries. �x̂1

is too small for the signal entries to be separated from the background ones. Hence
the usage of x1 to detect a small signal is very limited.

A natural thought is to check whether the second eigenvector can be used to
separate the signal from the background. However, when we derive Theorem 3, we
need a large gap in neighboring eigenvalues for the background graph (please refer
to Appendix A1 for details). ER graph does not have a gap large enough between the
second and third eigenvalues so we cannot derive the estimation of the second eigen-
vector in a similar strategy. Our idea is to construct a new vector, v = z1−(z1

T x1)x1

‖z1−(z1
T x1)x1‖2

,
which is orthogonal to x1 and is expected to capture most information of the signal.
In the following we give the conditions when v is a good approximation of x2.
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(d) Power law (k = 100, α = 2.3)

Fig. 4 Histogram of x1 to show the difference between the signal entries and background entries

We construct an interval and show all the eigenvectors having eigenvalues outside
this interval are quite irrelevant with v. When x2 is the only eigenvalue left in
this interval, we conclude that v is a good approximation of x2. Please refer to
Appendix A1 for detailed proof.

Theorem 4 Let v = z1−(z1
T x1)x1

‖z1−(z1
T x1)x1‖2

. When k = o(n) and λ3 < kps

(

1 −
√

k
c2(n−k)

)

<

λ2 < kps

(

1 +
√

k
c2(n−k)

)

, we have vT x2 >
√

1 − c2.

Theorem 4 provides an approximation of x2. We can derive the following
property: (x1

T z1)
2 + (vT z1)

2 = 1, xi
T z1 = 0 for i ≥ 3. The signal has no significant
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information shown on xi when i ≥ 3. In the following, we also provide the estimation
for both signal entries and background entries of x2:

Corollary 2 The entries of the second eigenvector of A can be expressed as:

x̂2(i) =

⎧

⎪

⎪

⎪

⎨

⎪

⎪

⎪

⎩

√

1
k − 1

n (1 + a)2 when i ≤ k

−
√

k
n (1 + a)

√

1 − k
n (1 + a)2

when i > k
(12)

where a = kps
npb

.

Let �x̂2 denote the difference between the first k entries with the rest of x̂2. We
have �x̂2 = 1− k

n (a+1)(a+2)
√

k− k2
n (1+a)2

, which is significantly larger than �x̂1. Hence we expect the

signal can be better captured by the minor eigenvector x2.
Figure 5 shows the histograms of x2 for the same signals as shown in Fig. 4. We

still show the histogram of the background nodes in the left-down corner and the
histogram of the signal nodes in the right-up corner. We can clearly see that the signal
can be separated from the background for G(100, 0.7) and G(100, 0.3) with a gap at
about 0.1. These phenomena validate our theoretical result. Recall that this signal
G(100, 0.3) cannot be separated from the background using x1, as shown in Fig. 4b.
It indicates that minor eigenvectors capture more information about the embedded
subtle signal than principal eigenvectors. We also observe in Fig. 4c that even the
minor eigenvector x2 could not separate the signal from the background (due to
violation of the conditions shown in Theorem 4) when the signal is extremely weak.

3.1.3 Discussion

Let ξ x1 denote the error term of estimation in (11). We can easily derive that
ξ x1 = ξ y1 + μ1

−1Sξ y1 + ε. The first two terms are introduced by ξ y1, which is
caused by the randomness of the ER model. From Section 2, we know that
‖ξ y1‖2 is about 1√

np , which is very small when np is large. ‖ξ y1 + μ1
−1Sξ y1‖2 ≤

(1 + μ1
−1‖S‖2)‖ξ y1‖2 = (1 + μ1

−1ν1)‖ξ y1‖2. The conditions of Theorem 3 require
μ1 > ν1, so ‖ξ y1 + μ1

−1Sξ y1‖2 ≤ 2‖ξ y1‖2. Hence the first two terms are ensured
to be small. The last term ε represents the higher order terms neglected in the
approximation of x1 shown in Theorem 3. The higher order terms capture the
influence of indirect neighbors. For subtle signals, we can safely omit them in our
approximation. However, for strong signals, the first k entries of x1 tend to have
larger values than we estimate.

Similarly, denote ξ x2 as the error term of approximating x2 in (12). The error

term of x2 is ξ x2 ≈ ξ z1−z1
Tξ x1 x1√

1− k
n (1+a)2

. ‖ξ x2‖2 is about
√

‖ξ z1‖2+ k
n ‖ξ x1‖2√

1− k
n (1+a)2

, which is ensured to be

small. On the other hand, �x̂2 ≈ 1√
k

, which is significantly larger than ‖ξ x2‖2. Hence,
we can use the minor eigenvector x2 to separate the signal from the background.

Our approximations of x1 and x2 shown in Theorems 3 and 4 focus on the
scenario where both the signal and the background follow ER random graphs. In
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Fig. 5 Histogram of x2 to show the difference between the signal entries and background entries

Section 3.2, we will extend to the general case where the background displays a
community structure. For other types of signals, there are no concise approximations
of eigenvectors x1 and x2. However a general signal is more likely to have a larger
eigenvalue than the ER signal with the same density. So we can have an idea how
many eigenvectors we need at most.

We generate a signal that follows the power law random graph model with the
scaling exponent α = 2.3. We control the density of the signal as 0.1, which is the
same as the ER signal G(100, 0.1). At most, we add this power law signal to the
same background G(10000, 0.1). Figures 4d and 5d show the histograms of x1 and
x2, respectively. We can observe that the power law signal is well separable from the
background using x2, which is quite different from that of ER signal G(100, 0.1), as
shown in Fig. 5c.
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3.2 Detecting signals from graph with community structure

Social networks usually contain community structures. The background graph B is
not necessarily a simple ER graph. The embedded signals, which are structurally
dissimilar to the background, are not necessarily dense ER subgraphs either. Our
theoretical results showed that when a signal is strong enough to stand out from the
background, there exists some eigenvector with extremely large values on certain
entries. Hence, we can use some statistics to filter out those eigenvectors that have
extreme values on certain entries. Those eigenvectors tend to capture embedded
signals. Algorithm 1 shows our adjacency eigenspace based algorithm for subtle

Algorithm 1 AdjSAD: Adjacency Eigenspace based Subtle Anomaly Detection
Input: An×n, τ, k, c, γ
Output: Signal Eigenvectors

1: Apply eigen-decomposition on An×n by Lancoz algorithm until λk < τ ;
2: for i = 1 → k do
3: Calculate kurtosis of xi: κ(xi);
4: end for
5: for i = 1 → k do
6: Determine the set of x j such that λ j ∈

(

λi

(

1 −
√

k
c2(n−k)

)

, λi

(

1 +
√

k
c2(n−k)

))

;
7: Calculate the mean m and standard derivation σ for the kurtosis values in the

last step;
8: if κ(xi) > m + γ σ then
9: Output xi;

10: end if
11: end for

anomaly detection. Given a graph with the adjacency matrix An×n, compute the
eigen-decomposition using Lancoz algorithm (Golub and Van Loan 1996). Note that
there is no need to conduct a full eigen-decomposition and we use a threshold τ

to stop the decomposition process. For each eigenvector xi, we calculate its kurtosis
κ(xi). We also calculate the mean m and the standard deviation σ of kurtosis values of
xi’s neighbor eigenvectors and output xi if κ(xi) is significantly larger than m + γ σ .
In our work, we choose γ = 2 which corresponds to a 95 % confidence level. We

determine xi’s neighbor eigenvectors by λ j ∈
(

λi

(

1 −
√

k
c2(n−k)

)

, λi

(

1 +
√

k
c2(n−k)

))

(based on Theorem 4). We choose k = 30 and c = √
3/2 in our experiment.

In general, eigen-decomposition of an n × n matrix takes a number of operations
O(n3). In our algorithm, we do not need a full eigen-decomposition. With the user
specified size and density of the signal, we only need to calculate a limited number
of eigenvectors. Furthermore, adjacency matrices in our context are usually sparse
and well structured. The Arnoldi/Lanczos algorithm (Golub and Van Loan 1996)
generally needs O(n) rather than O(n2) floating point operations at each iteration.
The calculation of kurtosis of one eigenvector takes O(n).

3.2.1 Background with community structure

When a background graph contains a community structure (i.e., multiple commu-
nities that are sparsely connected), we can treat B as a p-block diagonal network

Author's personal copy



J Intell Inf Syst (2013) 41:313–337 325

(with p disconnected communities Ci for i = 1, · · · , p) plus a matrix consisting all
cross-community edges. Without loss of generality, we arrange communities in a
proper order so that the principal eigenvectors yi have large values on the nodes
in community Ci. When none of the signals is added in Ci, the principal eigenvector
yi of B is almost sure to be the eigenvector of A. It is because the entries of Syi are
much smaller than B yi and A yi = B yi + Syi ≈ B yi = μi yi.

Next we discuss about how the principal eigenvector yi and its associated minor
eigenvectors are changed when signals are added in the community Ci. Since the
added signals do not change much other principal eigenvectors y j, j = 1, · · · , p, j �= i,
we can treat the problem as adding multiple signals to a single-community back-
ground graph.

When we add q independent signals into GB, without loss of generality, the
adjacency matrix S can be written as a block matrix:

S =

⎛

⎜

⎜

⎜

⎝

S1

. . .

Sq
0

⎞

⎟

⎟

⎟

⎠

n×n

, (13)

where each block Si represents one signal. We arrange Si in the decreasing order
of their largest eigenvalues. Without loss of generality, we assume that the first
eigenvalues for Si are different. Then the first q eigenvectors of S usually have the
following form:

(

z1, z2, · · · , zq
) =

⎛

⎜

⎜

⎜

⎜

⎜

⎝

zS1 0 · · · 0
0 zS2 · · · 0
...

...
. . .

...

0 0 · · · zSq

0 0 · · · 0

⎞

⎟

⎟

⎟

⎟

⎟

⎠

n×q

, (14)

where zSi is the first eigenvector of Si. When GB still has a big gap in eigenvalues and
the signals are of small size, we could still have x1 ≈ y1 + Sy1

μ1
. However, the change

on the principal eigenvector is often too small for the purpose of detection. Thus we
need to explore the minor eigenvectors. Following a similar strategy, we construct
a series of vectors vi ≈ zi−(zi

T x1)x1

‖zi−(zi
T x1)x1‖2

. Due to the small size of Si, z1
T x1 is small so

that vi is closely collinear with zi. By the form of eigenvectors in (14), zi
T z j = 0 if

i �= j. So vT
i v j ≈ zi

T z j = 0. A similar proof in Theorem 4 can be applied to show vi

is close to some eigenvectors within eigenvalues inside a certain interval around the
first eigenvalue of Si when the community is evenly distributed other than the signals.
Such interval may overlap with that of other signals. With more communities, such
interval may even include some other eigenvectors showing the background noise of
other communities. In this way, we want to filter out the useful minor eigenvectors
to detect the signals by some extra measures.

3.2.2 Kurtosis vs. L1-norm

In our algorithm, we propose the use of kurtosis to identify those eigenvectors that
capture embedded signals. In statistics, kurtosis is defined to measure the peakness
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or infrequent extreme deviations of a set of data. For x j, κ(x j) = n
∑n

i=1(x j(i)−x̄ j)
4

(
∑n

i=1(x j(i)−x̄ j)2)
2 − 3

where x̄ j = 1
n

∑n
i=1 x j(i). The “minus 3” at the end of the formula is a correction

to make the kurtosis of the normal distribution equal to zero. A high kurtosis
distribution has a sharp peak and long-flat tails, whereas a low kurtosis distribution
has a rounded peak and short-thin tails.

In Miller et al. (2010), the authors used the L1-norm of eigenvectors of modularity
matrix to detect small dense subgraphs. The algorithm calculates the L1-norm of each
eigenvector, subtracts its expected value, and normalizes by its standard deviation. If
any of these modified L1-norm values is less than a threshold, the presence of a signal
is declared. However, the algorithm assumes that the distribution or statistics of the
background graph is given. Otherwise, neither the expected value nor its standard
deviation could be computed.

We show that the kurtosis is a better metric than L1-norm for anomaly detection.
First, the kurtosis value is zero for the ER random graph when no signal is embedded.
In ER random graphs, all the edges are generated by the same probability. Hence the
entries of yi approximately follow a normal distribution. κ(yi) ≈ 0 for all i no matter

what size the graph is. However, for L1-norm , |y1| ≈ √
n and |yi| ≈

√

2n
π

by the half
normal distribution when i ≥ 2. Graphs with different sizes can have very different
L1-norm values. As shown in Fig. 7b, |xi| tends to increase with i. As a result, the
algorithm based on L1-norm has to assume that the distribution or statistics of the
background graph is a-priori given but our algorithm does not need such assumption.
Second, when there is an embedded signal, the signal entries are very different from
the other entries. The kurtosis value increases dramatically when there is a small
portion of entries that are different from others. The larger the difference is, the
larger the kurtosis value is. We can see from Table 2 that both κ(x1) and κ(x2)

(column 6 and 7) are larger than zero and κ(x2) is always greater than κ(x1). In
Appendix A1, we theoretically show κ(x2) > κ(x1). This property guarantees that
our algorithm can correctly filter out the minor eigenvector that captures more signal
information. Our algorithm based on the kurtosis can filter out those strong signals
before weak signals.

Meanwhile the L1-norm of x1 does not change much (column 2) even when the
strong signal G(100, 0.7) is added. Although the L1-norm of x2 (column 3) decreases
from the original value 78.62, the change does not capture the magnitude of the
signal. For example, |x2| = 33.36 with signal G(100, 0.5), which is smaller than both
|x2| = 38.53 with a weaker signal G(100, 0.3) and |x2| = 39.83 with a stronger signal

Table 2 Kurtosis and L1-norm of the first four eigenvectors of the observed graphs—G(10000, 0.01)

embedded with different signals

GS L1-norm Kurtosis

|x1| |x2| |x3| |x4| κ(x1) κ(x2) κ(x3) κ(x4)

Ø 99.50 78.62 78.90 78.96 −0.02 0.37 0.26 0.22
G(100, 0.1) 99.49 78.57 77.90 78.84 0.02 0.39 0.82 0.27
G(100, 0.3) 99.40 38.53 78.80 78.39 2.63 82.32 0.38 0.69
G(100, 0.5) 99.04 33.36 78.49 78.58 22.40 90.84 0.42 0.48
G(100, 0.7) 97.83 39.83 78.61 78.99 63.62 92.49 0.39 0.23
PL(100, 2.3), ν1 = 30.4 99.41 37.03 78.61 79.02 9.1 229.74 0.36 0.21
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G(100, 0.7). L1-norm values cannot give a right order to filter out strong signals first.
In later evaluation on the AstroPh network, we also show that the algorithm based
on L1-norm fails to detect some very strong signals.

4 Evaluation

We use several real network data sets and generate a synthetic data set in our
evaluation. Our focus here is to examine whether our algorithm can effectively filter
out subtle signals.

4.1 Synthetic graph

We generate a synthetic graph that contains a 3-community background with 3
embedded signals. The first community is G1 = G(10000, 0.1), which is the same as
our illustrative example. The second community is G2 = G(5000, 0.01) and the third
community is G3 = G(2000, 0.02). Nodes from different communities are sparsely
connected by probability of 0.001 for each edge. We add two ER signals, G(100, 0.3)

and G(100, 0.2) into community G1 and a clique of 20 nodes to community G3.
We show eigenvalues, L1-norm and kurtosis of the first 100 eigenvectors in

Table 3. In this example, x1 , x2, and x3 are principal eigenvectors. We observe in
Fig. 6a that the three principal eigenvectors clearly capture the global community
structure. However, three embedded signals cannot be clearly separated from the
background. Our algorithm based on kurtosis filters out three eigenvectors (x4 , x5,
and x56). We can observe in Fig. 6b that three signals are clearly separated from the
background communities using the identified minor eigenvectors. On the contrary,
the algorithm based on L1-norm can only output two minor eigenvectors, x4 and x5,
which correspond to the first two signals. The third signal cannot be detected because
the L1-norm of x56 has no significant difference from other minor eigenvectors.
However, the kurtosis of x56 is significantly larger than other minor eigenvectors.

4.2 Real social networks

In this section we explore whether our algorithm can effectively filter out subtle
signals in the real graphs. We use five network data sets from the Stanford Network
Analysis Package database.1

The AstroPh (Astro Physics) collaboration network is from the e-print arXiv
and covers scientific collaborations between authors who submitted papers to the
Astro Physics category. It has 18772 nodes and 396160 edges. We do the eigen-
decomposition of its adjacency matrix and calculate kurtosis and L1-norm of the
first 100 eigenvectors with the largest eigenvalues in Fig. 7.

AstroPh contains a lot of small subgraphs with very high density. Most of them
are among the first 67 eigenvectors with the largest kurtosis. Figure 7a shows the

1http://snap.stanford.edu
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Table 3 Eigenvalues,
L1-norm and kurtosis
of the graph of 3-community
background with 3 signals

Eigenvalue L1-norm Kurtosis

1 112.78 110.35 − 1.76
2 55.87 89.98 − 1.10
3 42.75 64.56 4.25
4 33.6 43.57 134.62
5 25.90 57.28 99.18
56 20.50 89.74 5.18
6 ∼ 100 ≈ 21 ≈ 89 ≈ 2
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result of our algorithm. Among the first 100 eigenvectors, we can find about 9 minor
eigenvectors that are useful to detect signals. The scatter-plots in Fig. 8a show three
eigenvectors selected by both L1-norm and Kurtosis. We can detect four cliques with
the size varying from 30 to 39 nodes. The selection based on L1-norm is difficult
because the L1-norm of eigenvectors have an increasing tendency, as shown in
Fig. 7b. In our experiment, we also find that L1-norm misses some important signals
as we label in Fig. 8b. For example, our algorithm identifies a clique with 36 nodes
based on x37. However, L1-norm fails to detect this signal.
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Fig. 10 Kurtosis of eigenvector and scatter-plots of the projection into the subspace spanned by the
indicated eigenvectors
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4.3 Instrumenting fake anomalies

We also instrument three fake anomalies with different patterns into the AstroPh
graph. The first anomaly is an ER graph with k = 50 and ps = 0.5. The second one
is a power law signal of 50 nodes with the scaling exponent 2.3. The third one is
a bipartite signal G(U, V, E) where |U | = 10, |V| = 40 and the between edges are
generated randomly with probability 0.3. As we see from Fig. 9, the three minor
eigenvectors (x86, x99, x182) capture the three signals respectively. We can also see
that the eigenvector x99 corresponding to the power law signal has the largest kurtosis
value whereas the eigenvector x86 corresponding to the ER signal has the smallest
kurtosis value, which matches our theoretical analysis discussed in Section 3.1.3.

4.3.1 Other real networks

We briefly summarize our findings for the other four real networks due to space
limitation. Plots of the kurtosis of 110 eigenvectors, and scatter-plots in the space of
the two eigenvectors that have the largest kurtosis values are shown in Fig. 10. The
eigenvectors declared and the identified signals are highlighted. CondMat is a similar
network as AstroPh. It contains many clique signals. The first two eigenvectors with
the largest kurtosis values capture two cliques. One has 19 nodes and the other has
12 nodes as shown in Fig. 10b. Slashdot is a network that contains many hubs (nodes
with very high degrees). The first 30 eigenvectors with the largest kurtosis values
correspond to those individual hub nodes. We show the scatter-plot of the first two
eigenvectors with the largest kurtosis in Fig. 10d. Similar with Slashdot, Epinions also
has a lot of hubs. The eigenvector x33 with the 5-th largest kurtosis value captures a
signal with over 30 nodes. The scatter-plot is shown in Fig. 10f. asOregon contains
some dense signals with very small size. As shown in Fig. 10h, we identify four weak
signals. The eigenvector x74 has the 12-th largest kurtosis value and x22 has the 16-th
largest kurtosis value.

5 Related work

Spectral analysis has been shown as a very effective way to analyze network topology.
It provides a global view of the graph and gives a very different statistical framework
from traditional Euclidean vector space. It has been known that there is an intimate
relationship between the combinatorial characteristics of a graph and the algebraic
properties of its adjacency matrix or other variants, e.g., the eigenvalues of A encode
information about the cycles of a network as well as its diameter. Refer to Seary
and Richards (2003) for relationships among the spectral and real characteristics of
graphs.

There has been a significant amount of work on community partition through
spectral properties, e.g., adjacency matrix based (Prakash et al. 2010; Wu et al. 2011),
Laplacian matrix based (Hagen and Kahng 1992; Chan et al. 1993), normal matrix
based (Ng et al. 2001; Shi and Malik 2000), and modularity matrix based (Newman
2006). A community is often treated as a large set of nodes that has more intra-
connections than inter-connections. Hence spectral clustering methods often exploit
the principal eigenvectors to identify communities at the global level. For example,
the authors showed that a network with k well-separated communities exhibits k
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approximate orthogonal lines in the spectral subspace formed by the first k principal
eigenvectors of its adjacency matrix (Wu et al. 2011). In Ying et al. (2011), the authors
developed a framework that exploits the spectral subspace formed by the principal
eigenvectors to detect large-scale frauds or attacks at the global level. Their results
showed that attacking nodes locate in a different region of the spectral subspace
from regular nodes in the spectral subspace formed by the principal eigenvectors.
One type of large-scale attack is Random Link Attack (Shrivastava et al. 2008) in
which collaborative attackers randomly attack a large set of regular users. Since those
regular users may belong to different communities, those large-scale attacks (e.g.,
Random Link Attacks) often have effects on the high level community structure.
Hence they could be detected in the subspace of principal eigenvectors.

There has also been some work on how to identify small communities. In Leskovec
et al. (2008), the authors presented their findings from 70 large sparse real-world
networks that there often exist tight but almost trivial communities at very small
scales whereas the possible communities gradually blend in with the rest of the
network at larger size scales. To measure presence or absence of communities in
networks, the authors introduced the concept of a network community prof ile plot
which measures statistical and structural properties of such small community as
a function of community size in a network. In Prakash et al. (2010), the authors
showed that the singular vectors of mobile call graphs exhibit an EigenSpokes pattern
wherein, when plotted against each other, singular vectors have clear, separate lines
that neatly aligh along specific axes. The authors empirically showed that those
EigenSpokes are associated with the presence of tightly-knit communities embedded
in very sparse graphs. It has been shown empirically that spectral clustering algo-
rithms such as Laplacian matrix based (Chan et al. 1993; Von Luxburg 2007) and
normal matrix based (Andersen et al. 2006; Shi and Malik 2000) could also detect
small communities. However, there was no theoretical analysis on detectability.
Our theoretical studies in this paper are based on matrix perturbation. The use of
Laplacian or normal matrix could easily fail the conditions due to small eigen-gaps
(refer to proofs in Appendix A1 and Theorem V.2.8 in Stewart and Sun (1990)).

Recently the authors in Miller et al. (2010) proposed the use of graph spectral
analysis, specifically the L1-norm properties of the eigenvectors of the graph’s
modularity matrix to determine the presence of anomalies. They observed that the
L1-norm of one certain eigenvector is decreased significantly with the presence of
an anomalous dense subgraph in the background. However, there was no theoretical
analysis to show how and why the L1-norm of certain eigenvectors are changed when
the background graph is embedded with anomalies. The paper also assumed the
background graph is generated using known parameters of a specific model. In our
paper, we conduct theoretical spectral analysis to demonstrate how the signals may
change on the entries of some eigenvectors. We also derive the detectability bound,
i.e., when a signal can be detected by exploring changes of minor eigenvectors. Our
paper removes the assumption in Miller et al. (2010) that the background graph is
generated using known parameters of a specific model. In Alon et al. (1998), the
authors presented a polynomial time algorithm for finding the hidden clique from a
random Erdos–Renyi graph. The crucial point of the algorithm is that one can almost
surely find a big portion of the hidden clique from the second eigenvector of the
adjacency matrix. Our theoretical results show how signal entries of both principal
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and minor eigenvectors are changed when subtle anomalies (not necessarily cliques)
are embedded.

6 Conclusion and future work

In this paper we have demonstrated the efficacy of using minor eigenvectors of a
graph’s adjacency matrix to detect subtle anomalies embedded in the background.
Under the assumption of the Erdos–Renyi random graph model, we derived the
explicit formula about how signal entries and background entries of certain eigen-
vector are distributed. Our results showed that the gap between signal entries and
background entries in the minor eigenvector x2 is larger than that in the principal
eigenvector x1 for subtle signals, which provides a theoretical explanation behind the
utility of the approach. We further derived the detectability bound for the Erdos–
Renyi random graph model. Although our theoretical analysis mainly focused on
the Erdos–Renyi random graph model, we believe theoretical results based on other
graph models could be developed. We also proposed the use of kurtosis to filter
out the eigenvectors that could capture the signals. Our approach removed the as-
sumption in Miller et al. (2010) that the background graph is generated using a-priori
known parameters of a specific model. Empirical evaluations on both synthetic data
and real social networks showed effectiveness of our approach to detecting subtle
signals.

In our future work, we are interested in exploring how the proposed approach
works for real-world graphs containing various types of anomalies and comparing
with traditional topology-based anomaly detection approaches in practice. Currently
we assume the embedded signal is highly correlated with a single eigenvector. We
will explore whether a much weaker signal that cannot be detected by a single
eigenvector could be detected by combining multiple eigenvectors together. We will
also explore whether and how we can use eigenvectors of Laplacian matrix or normal
matrix for subtle anomaly detection.
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A Proof

Proof of Theorem 3 Let U = (y2, . . . , yn) and V = diag(μ2, . . . , μn). If we apply
Theorem V.2.8 in Stewart and Sun (1990), we have:

x1 = y1 + U(μ1 I − V)−1U T Sy1, (15)

Equation 15 is quite complex because it involves all the eigenpairs of B. We can
further simplify it as:

x1 = y1 + Sy1

μ1
, (16)
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In order to apply Theorem V.2.8 in Stewart and Sun (1990), the following two
conditions need to be satisfied:2

1. δ = |μ1 − μ2| − ‖y1
T Sy1‖2 − ‖U T SU‖2 > 0;

2. γ = ‖U T Sy1‖2 < 1
2δ.

By (7), ‖y1
T Sy1‖2 ≈ ∑k

i=1

∑k
j=1

sij

n ≈ k(k−1)ps
n . U is an n × (n − 1) matrix whose

singular value is 1. So δ > |μ1 − μ2| − ‖y1
T Sy1‖2 − ‖U T‖2‖S‖2‖U‖2 ≈ μ1 − μ2 −

(1 + k
n )kps > 0. To satisfy Condition 1, we require:

kps <
μ1 − μ2

1 + k
n

. (17)

For Condition 2,

‖U T Sy1‖2 ≤ ‖U T‖2‖Sy1‖2

≈

√

√

√

√

√

k
∑

i=1

(

k
∑

i=1

sij√
n

)2

≈
√

k
n

(k − 1)ps (18)

So to satisfy Condition 2, we require

kps <
μ1 − μ2

1 + 2
√

k
n + k

n

(19)

Combining (17) and (19), we have Inequality (10) to be held when kps <
μ1−μ2

1+2
√

k
n + k

n

.

By Theorem 2, we have μ1 ≈ npb and μ2 ≤ 2
√

npb (1 − pb ). So μ1 � μ2. when npb

is large. We also assume k = o(n). So the condition can be further simplified to

kps <
npb

1 + 2
√

k
n

(20)

At last, we want to discuss about the approximation error. It is divided
into two parts. The first part ε1 is related with the higher order terms which
are neglected the approximation in Theorem V.2.8 and ‖ε1‖2 ∼ O( k

n ). The sec-
ond part ε2 =‖U(μ1 I−V)−1U T Sy1− Sy1

μ1
‖2 ≤ ‖U‖2

∥

∥(μ1 I−V)−1
∥

∥

2

∥

∥U T
∥

∥

2

∥

∥Sy1

∥

∥

2+
‖Sy1‖2

μ1
≈

√
kkps(2μ1−μ2)√
nμ1(μ1−μ2)

. By (20), ‖ε2‖2 ∼ O
(

√

k
n

)

. Combine two parts of error to-

gether, the total approximation error is about O
(

√

k
n

)

. ��

2The 2-norm is the induced matrix norm where ‖A‖2 is the largest singular value of A. This norm is
sub-multiplicative norm (Stewart and Sun 1990).
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Proof of Theorem 4 Let v = z1−(z1
T x1)x1

‖z1−(z1
T x1)x1‖2

. Since vT x1 = 0, we have the decom-
position v = ∑n

j=2 c jx j where
∑n

j=2 c2
j = 1. Plug in and we have ‖Av − qv‖2

2 =
∑n

i=2 c2
i (λi − q)2. So for an arbitrary set of ci’s, we have the upper bound as:

∑

i

c2
i ≤ ‖Av − qv‖2

2

min(λi − q)2
.

Plug in A = B + S and v, we estimate the value of ‖Av − qv‖2
2. ‖Av − qv‖2 =

‖ (

Bz1 + (q − λ1)(z1
T x1)x1

) + (Sz1 − qz1) ‖2/‖z1 − (z1
T x1)x1‖2. We let q = ν1 ≈

kps so that Sz1 − qz1 = 0 . By (11) and k = o(n), λ1 = R(A, x1) ≈ n2 pb +k2 ps
n ≈

npb . By (9) and (10), z1
T x1 ≈

√

k
n . Thus we have Bz1 ≈ λ1(z1

T x1)x1 and ‖z1 −
(z1

T x1)x1‖2 = √

1 − (z1
T x1)2 ≈

√

1 − k
n . Finally, we have

‖Av − qv‖2 ≈ ‖q(z1
T x1)x1‖2

‖z1 − (z1
T x1)x1‖2

≈ kps

√

k
n − k

.

For λi /∈
(

kps −
√

k
c2(n−k)

kps, kps +
√

k
c2(n−k)

kps

)

, the sum of corresponding c2
i ’s is

bounded by c2. So when λ3 < kps −
√

k
c2(n−k)

kps < λ2 < kps +
√

k
c2(n−k)

kps, we have

n
∑

i=3

c2
i ≤ ‖Av − qv‖2

2

(λ3 − q)2
< c2.

So c2 =
√

1 − ∑n
i=3 c2

i >
√

1 − c2. ��

Theoretical explanation of L1-norm and kurtosis of eigenvectors

When the signal is added, we have L1-norm as following:

|x1| ≈ √
n + k2 ps

n
√

npb
, |x2| ≈ √

k
(

2 + kps

npb

)

+ η + τ

where η is the error term caused by ξ x2 and τ is the error term caused by the
calculation of L1-norm of the error term.

|x1| is not affected by the change of the signal whereas |x2| changes dramatically.
For the signal with small size, it has a relative small value close to O(

√
k). However,

the noise terms have a large impact as they accumulate along all the entries. When the
signal is strong, the values of the last n − k entries mostly derived from zero so that
they are mostly with the same sign and τ ≈ 0. For such signals, η is the major noise
to change the L1-norm of the signal. |x2| increases with the increase of the density of

the signals. Sometimes when the signal is too strong, |x2| may become close to
√

2n
π

so that the signal cannot be detected by L1-norm . For a weak signal, the values of
the last n − k entries can be either positive or negative near zero so that τ begins to
increase. The weaker the signal is, the more impact the noise term has. τ becomes the
major noise. |x2| increases with the decrease of the density of the signal and finally

when the signal cannot be separated from the background, |x2| goes back to
√

2n
π

.
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For a vector v = v1 + v2,

κ(v) = n
∑n

i=1(v1(i) + v2(i) − v̄1 − v̄2)
4

(∑n
i=1(v1(i) + v2(i) − v̄1 − v̄2)2

)2 − 3

where v̄1 = 1
n

∑n
i=1 v1(i) and v̄2 = 1

n

∑n
i=1 v2(i). In our scenario, we usually have v1

with a flat distribution and v2 with a distribution that has large nonzero values only on
the first k entries, where k = o(n). It means that |v2(i) − v̄2| � |v1(i) − v̄1| for almost
all i ≤ k while |v1(i) − v̄1| and |v2(i) − v̄2| are both close to zero for almost all i > k.
Thus we have:

κ(v) ≈ n
∑k

i=1(v2(i) − v̄2)
4

(

∑k
i=1(v2(i) − v̄2)2

)2 − 3 ≈ κ(v2).

If |v2(i) − v̄2| for i ≤ k is not significantly large, the terms related with v2 can be all
omitted because k = o(n). So we have:

κ(v) ≈ n
∑n

i=1(v1(i) − v̄1)
4

(∑n
i=1(v1(i) − v̄1)2

)2 − 3 ≈ κ(v1)

For x1, we have the approximation:

x1 ≈ y1 + Sy1

μ1
,

where y1 has a flat distribution and Sy1

μ1
has nonzero values only on the first k entries.

With a strong signal, Sy1

μ1
has large values on the first k entires so that κ(x1) ≈ κ

(

Sy1

μ1

)

.

When the signal becomes weaker, Sy1

μ1
has smaller values on the first k thus κ

(

Sy1

μ1

)

decreases. We can observe κ(x1) decreases until finally it is close to κ(y1) when the
signal is so weak that it is mixed the background.

We can similarly derive the result of x2. For x2, we have the approximation:

x2 ≈ z1 − (

z1
T x1

)

x1

‖z1 − (

z1
T x1

)

x1‖2
≈ z1 − (

z1
T x1

)

(

y1 + Sy1

μ1

)

,

where (z1
T x1)y1 has a flat distribution and z1 − (z1

T x1)
Sy1

μ1
has nonzero values only

on the first k entries. With a strong signal, we have κ(x2) ≈ κ
(

z1 − (z1
T x1)

Sy1

μ1

)

.

Since z1 has much larger value than (z1
T x1)

Sy1

μ1
on the first k entries and they both

have zero values on the other entries, κ(x2) ≈ κ(z1). Since z1 has much larger values

on the first k nodes than Sy1

μ1
, we have κ(z1) > κ

(

Sy1

μ1

)

and thus κ(x2) > κ(x1). When
the signal becomes weaker, κ(z1) decreases so that κ(x2) decreases. When the signal
is so weak that it is mixed with the background, κ(x2) ≈ κ

(

(z1
T x1)y1

) = κ(y1).
The above theoretical justifications match our observations shown in Table 2.
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