
A Spectrum-Based Framework for
Quantifying Randomness of Social Networks

Xiaowei Ying, Leting Wu, and Xintao Wu, Member, IEEE

Abstract—Social networks tend to contain some amount of randomness and some amount of nonrandomness. The amount of

randomness versus nonrandomness affects the properties of a social network. In this paper, we theoretically analyze graph

randomness and present a framework which provides a series of nonrandomness measures at levels of edge, node, subgraph, and the

overall graph. We show that graph nonrandomness can be obtained mathematically from the spectra of the adjacency matrix of the

network. We derive the upper bound and lower bound of nonrandomness value of the overall graph. We investigate whether other

graph spectra (such as Laplacian and normal spectra) could also be used to derive a nonrandomness framework. Our theoretical

results showed that they are unlikely, if not impossible, to have a consistent framework to evaluate randomness. We also compare our

proposed nonrandomness measures with some traditional measures such as modularity. Our theoretical and empirical studies show

our proposed nonrandomness measures can characterize and capture graph randomness.

Index Terms—Randomness measures, graph spectra, social networks.
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1 INTRODUCTION

SOCIAL networks have received much attention these days.
To understand and utilize the information in a social

network, researches have developed various measures to
indicate the structure and characteristics of the network
from different perspectives [6]. Various properties includ-
ing its size, density (a measure of the relative number of
connections), power-law degree distributions, average
distance, small-world phenomenon, clustering coefficient
(the tendency of the network to aggregate in subgroups),
community structures, etc. have been discovered. For
surveys of analysis of large graphs, refer to [6], [14], [22].

Social networks tend to contain some amount of
randomness and some amount of nonrandomness. Con-
sider an online social network where each node denotes an
individual and an edge between two nodes denotes a social
interaction between the two individuals. An individual’s
social network tends to consist of members of the same
ethnic group, race, or social class. Intuitively, two friends of
a given individual are more likely to be friends with each
other than they are with other randomly chosen members.
The edge connecting one individual’s two friends contains
less randomness. However, an individual also tends to have
some number of random friends from other groups and
those edges between this individual and his random friends
contain more randomness.

The amount of randomness versus nonrandomness at
node/edge levels can clearly affect various properties of a
social network. Although randomness plays an important
role in understanding the geometry and topology of

social networks, very few studies have formally investi-
gated this issue.

In this paper, we analyze graph randomness at all
granularity levels, from edge, node, subgraph, to the whole
graph based on the spectra of the adjacency matrix. We
shall present a framework which provides a series of
nonrandomness measures at different levels. Nonrandom-
ness specified at the edge level can help users quantify how
different a given interaction is from random interactions.
Similarly, nonrandomness specified at the node level can
help users quantify how different a given individual is from
random nodes (those individuals actually not belonging to
this social network). In our framework, we first examine
how much nonrandomness a given edge (social interaction)
has, then measure a node’s nonrandomness by examining
the nonrandomness values of edges connecting to this node.
Finally, we derive the nonrandomness measure of the
whole graph (subgraph) by incorporating the nonrandom-
ness values of all edges within the whole graph (subgraph).

Our study analyzes social networks from a spectrum
point of view. Graph spectral analysis deals with the
analysis of the spectra (eigenvalues and eigenvector
components) of the nodes in the graph. It has been shown
that there is an intimate relationship between the combina-
torial characteristics of a graph and the algebraic properties
of its adjacency matrix. Our theoretical results shall show
that all our nonrandomness measures can be determined by
spectral coordinates of nodes in the first k-dimensional
spectral space where k corresponds to the number of
communities in the graph.

1.1 Our Contributions

Our contributions are summarized as follows: please note
that contributions 2-4 are our new findings of this paper
while contribution 1 was reported in our previous
conference paper [25].

1. We discover adjacency matrix-based spectral geome-
try properties in social networks that can determine
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the graph’s nonrandomness at all granularity levels.
We present a framework which can quantify graph
nonrandomness at edge, node, subgraph, and the
overall graph levels. We show that all graph
nonrandomness measures can be obtained mathe-
matically from the spectra of the adjacency matrix of
the network. We present a relative nonrandomness
measure of the overall graph, which allows quanti-
tative comparisons between various social networks
with different sizes and densities or between different
snapshots of a dynamic social network. We show that
the expectation of the relative nonrandomness
measure of random graphs generated by the Erdos-
Renyi (ER) model [8] is zero and the relative
nonrandomness measure of any graph is lower
(upper) bounded by the regular (complete) graph.

2. We investigate the relationship between the non-
randomness of a subgraph G1 from the original
graph G and the nonrandomness of an independent
graph G1. We further derive an upper bound and a
lower bound of the nonrandomness of the original
graph. Both bounds can be calculated using the
spectra of the independent subgraph G1, which
significantly reduces the computation cost for
randomness testing of the original graph G.

3. In our nonrandomness framework, nonrandomness
measures at various levels rely on the knowledge of
the number of communities in the graph. We present
an algorithm to determine the number of commu-
nities, k, by exploring the goodness of fit when we
project spectral coordinates onto k-orthogonal lines
in the varied k-dimensional spectral spaces.

4. We explore whether other graph spectra (such as
Laplacian spectrum and normal spectrum) could
also be used to derive a framework of nonrandom-
ness measures. Our theoretical results show that
they are unlikely, if not impossible, to have a
consistent framework to evaluate randomness accu-
rately at all granularity levels. We also investigate
the relationship between our proposed nonrandom-
ness measures based on the adjacency spectrum
with some traditional measures such as modularity.

1.2 Paper Outline

The rest of this paper is organized as follows: in Section 2,
we discuss the notations used in this paper and present
preliminaries of spectral graph analysis. In Section 3, we
theoretically analyze how coordinates of node points are
distributed in the k-dimensional adjacency spectral space
and why they can be used to measure graph nonrandom-
ness. In Section 4, we present our framework and analyze in
detail how to derive edge nonrandomness, node nonran-
domness, subgraph nonrandomness, and the overall graph
nonrandomness from adjacency spectrum. We also present
an algorithm to determine the number of communities, k,
by exploring the goodness of fit when we project spectral
coordinates onto k-orthogonal lines in the varied k-dimen-
sional spectral spaces in Section 4. We explore whether
other graph spectra (such as Laplacian spectrum and
normal spectrum) could also be used to derive a framework
of nonrandomness measures in Section 5. Section 6 presents
our empirical evaluations using various social networks
and random graphs. We offer our concluding remarks and
discuss future work in Section 7.

2 PRELIMINARIES

Throughout this paper, we use bold lower-case variables,

e.g., xx, to represent vectors; upper-case alphabets, e.g., A, to

denote a matrix. ��T refers the transpose of vector ��. A

network or graph GðV ;EÞ is a set of n nodes V connected

by a set of m links E. The network considered here is

binary, symmetric, connected, and without self-loops. Let

A ¼ ðaijÞn�n be its adjacency matrix, aij ¼ 1 if node i and j

are connected and aij ¼ 0 otherwise. Let �i be the

eigenvalues of A and xxi the corresponding eigenvectors,

and �1 � �2 � � � � � �n. The spectral decomposition of A is

A ¼
P

i �ixxixx
T
i . Let xij denote the jth entry of xxi.

We can see from Formula (1) that the eigenvector xxi is

represented as a column vector. The row vector ðx1u; x2u; . . . ;

xnuÞ represents the coordinate of node u in the n-dimensional

spectral space. In Section 3, we shall show that only the

coordinate of node u in the first k-dimensional spectral space

determines the randomness of u where k indicates the

number of communities within the graph. Hence, we define

��u ¼ ðx1u; x2u; . . . ; xkuÞ 2 IR1�k as the spectral coordinate of

node u in the k-dimensional space.
It has been shown that the eigenvalues of a network are

intimately connected to many important topological fea-

tures. For example, the eigenvalues of A encode information

about the cycles of a network as well as its diameter. The

maximum degree, chromatic number, clique number, and

extend of branching in a connected graph are all related to �1.

In [23], the authors studied how a virus propagates in a real

work and proved that the epidemic threshold for a network

is closely related to �1. Refer to [17] for more relationships

between the spectral and real characteristics of graphs.

3 GRAPH SPECTRAL GEOMETRY

In this section, we explore how the spectral coordinates (��) of

node points locate in the projected spectral space. Especially,

we will show that node points locate along k quasi-

orthogonal lines when graph G contains k communities.

Here communities are loosely defined as collections of

individuals who interact unusually frequently. In this

section, we assume the value of k is a priori given. In practice,

the number of communities can be either specified by domain

users or discovered by various graph partition methods (refer

to a survey paper [1]). In Section 4.5, we will present our

algorithm to determine k by finding the k orthogonal lines

that best fit the spectral coordinates of nodes.

Proposition 1. For a graph with k communities, the coordinate of
node u in k-dimensional space, ��u ¼ ðx1u; x2u; . . . ; xkuÞ 2
IR1�k, denotes the likelihood of node u’s attachment to these k
communities.
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Proof. Consider the division of a graph G into k
nonoverlapping communities G1; G2; . . . ; Gk. Let ssi ¼
ðsi1; si2; . . . ; sinÞ be the index vector of community Gi,
and sij equals to 1 if node j belongs to community Gi and
0 otherwise. Note that ssi and ssj are mutually orthogonal,
i.e., ssTi ssj ¼ 0.

For community Gi, we can define its density as

DðGiÞ :¼ # of edges in Gi

# of nodes in Gi
:

It can be expressed as

DðGiÞ ¼
ssTi Assi
ssTi ssi

;

where A is the adjacency matrix of graph G. The density
for this division of the graph is

Xk
i¼1

DðGiÞ ¼
Xk
i¼1

ssTi Assi

ssTi ssi
: ð2Þ

The task of our graph partition is to maximize (2)
subject to sij 2 f0; 1g and ssTi ssj ¼ 0, if i 6¼ j. This
optimization problem is NP-complete. However, if we
relax sij 2 f0; 1g to real space, based on the Wielandt’s
theory [21], we have that the target function reaches the
maximum

Pk
i¼1 �i when taking ssi to be xxi. Hence, we can

conclude that xij reflects the degree of node
j’s attachment to the community Gi. tu

Proposition 2. Node points within one community form a line
that goes through the origin in the k-dimensional space. Nodes
from k communities form k quasi-orthogonal lines in the
spectral space. Bridging nodes are not significantly close to
any of the lines. Nodes that do not particularly belong to any
communities locate around the origin. We call such nodes
noise nodes.

Proof. Eigenvector xxi should be close to the discrete optimal
partition index vector ssi. If node u belongs to one
community Gt, the tth entry of ��u, xtu, is much greater
than the rest entries and xiu � 0 for i 6¼ t. We can show
that, if nodes u and v belong to the same community, ��u
and ��v approximately locate along a straight line that
goes through the origin. Consider the angle between ��u
and ��v

cosð��u; ��vÞ ¼
��u��

T
v

k��uk2k��vk2

¼
Pk

i¼1 xiuxiv�Pk
i¼1 x

2
iu

�1
2
�Pk

i¼1 x
2
iv

�1
2

:

Since xtu and xtv are dominant entries in ��u and ��v,
respectively, we have

cosð��u; ��vÞ ¼
Pk

i¼1 xiuxiv�Pk
i¼1 x

2
iu

�1
2
�Pk

i¼1 x
2
iv

�1
2

� xtuxtv
jxtukxtvj

¼ �1:

In other words, nodes from the same community have
very small angles among them, and they form a straight
line that goes through the origin in the spectral space.

Second, we show that two lines for different commu-
nities are quasi-orthogonal to each other. Consider nodes
u and v are in two different communities Gt and Gw,

respectively. Then, xtu and xwv are dominant entries in
��u and ��v, respectively, but xwu � 0 and xtv � 0. Hence,
we have

cosð��u; ��vÞ ¼
��u��

T
v

k��uk2k��vk2

� xtuxtv þ xwuxwvjxtukxwvj
� 0;

which means that ��u and ��v are approximately

orthogonal.
Third, we show that bridging nodes are not particu-

larly close to any of the orthogonal lines, and are away
from the origin. If a bridging node v is in the overlap of
two communities Gt and Gw, both the tth and wth entries
in ��v are not negligible. Hence, k��vk2 � ðx2

tv þ x2
wvÞ

1
2, and

��v is away from the origin. For a node u from Gt, we have

j cosð��u; ��vÞj ¼
��u��

T
v

�� ��
k��uk2k��vk2

� jxtuxtvj
jxtujðx2

tv þ x2
wvÞ

1
2

¼ jxtvj
ðx2

tv þ x2
wvÞ

1
2

:

Since neither xtv nor xwv is close to 0, j cosðu; vÞj is close to
neither 1 nor 0, which indicates that bridging nodes
locate between the quasi-orthogonal lines formed by
communities.

Finally, if node u does not particularly belong to any
of the communities, all the entries of ��u are close to 0, i.e.,
k��uk2 � 0 and ��u is located around the origin. tu

Identify bridging nodes. Bridging nodes are those nodes

connecting to multiple communities. In the spectral space,

they are neither close to the origin, nor close to any

orthogonal line formed by nodes within a certain commu-

nity. Let the unit column vector lli ¼ ðli1; . . . ; likÞT denote the

ith line for community Gi, kllik2 ¼ 1, i ¼ 1; . . . ; k. We project

each point, ��u, only to its closest line. Suppose llr is the line

closest to ��u. Let �̂�u denote the projection vector of ��u onto

line llr, and eeu ¼ ��u � �̂�u denote the residual vector, as

illustrated in Fig. 1. Therefore, we can mark a node as a

bridging node if k��uk2 � �1 and cosð�̂�u; ��uÞ ¼ k�̂�uk2

k��uk2
� �2,

where �1 and �2 are some thresholds.
In general, since nodes from k communities form k quasi-

orthogonal lines in the spectral space, we can determine k by

checking how well the k orthogonal lines fit all data points

�u, u ¼ 1; . . . ; n, in the k-dimensional spectral space. If the

k lines well fit the data, we expect that the sum of projection

lengths is close to the sum of vector lengths, i.e., the ratio

� ¼
Pn

u¼1 k�̂�uk2Pn
u¼1 k��uk2

; ð3Þ
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should be close to 1. In Section 4.5, we will present an
algorithm to find the k orthogonal lines that best fit the data.
It also helps to determine a proper k.

An illustrating example. Fig. 2a shows a synthetic
network with 91 nodes and 513 edges. In the network,
there exist three dense subgraphs (denoted by red, blue,
and pink color, respectively) and one bridging node (node
91, denoted by a white triangle), in addition to some noise
nodes (denoted by green color). Fig. 2b shows the 3D
spectral geometries of this synthetic network. We can
observe that nodes in the three dense subgraphs are
projected along three straight and quasi-orthogonal lines
in the 3D spectral space and noise nodes in green locate
around the origin in the projected space. We can also
observe that node 91 (white triangle) that bridges the three
communities, locates away from the origin and among the
three quasi-orthogonal lines.

4 A FRAMEWORK OF MEASURING GRAPH

NONRANDOMNESS

In this section, we present our framework which can
quantify randomness at all granularity levels from edge,
node, subgraph, to the overall graph. We begin with a study
of edge nonrandomness by spectral coordinates of its two
connected nodes in the spectral space. We then define the
node nonrandomness as the sum of nonrandomness values
of all edges that connect to it. Similarly, we define the
overall graph (subgraph) nonrandomness as the sum of

nonrandomness values of all edges within the whole graph
(subgraph). The formal definition is given below.

Definition 1. Denote ��u ¼ ðx1u; x2u; . . . ; xkuÞ 2 IRk as the
spectral coordinate of node u and ��v ¼ ðx1v; x2v; . . . ; xkvÞ 2
IRk as the spectral coordinate of node v.

1. The edge nonrandomness Rðu; vÞ is defined as

Rðu; vÞ ¼ ��u��Tv ¼
Xk
i¼1

xiuxiv:

2. The node nonrandomness RðuÞ is defined as

RðuÞ ¼
X
v2�ðuÞ

Rðu; vÞ;

where �ðuÞ denotes the neighbor set of node u.
3. Let G1 be a subgraph of GðV ;EÞ with node set V1 	 V

and edge set E1 	 E. The subgraph nonrandomness
RðG1Þ (with respect to the G) is defined as:

RðG1Þ ¼
X
ðu;vÞ2E1

Rðu; vÞ: ð4Þ

4. The graph nonrandomness RG is defined as

RG ¼
X
ðu;vÞ2E

Rðu; vÞ:

Throughout this section, we use the politics book
network [13] as an example to illustrate how we define
and calculate graph nonrandomness at various levels. The
politics book network contains 105 nodes and 441 edges as
shown in Fig. 3. In this network, nodes represent books
about US politics sold by the online bookseller Amazon.com
while edges represent frequent copurchasing of books by
the same buyers on Amazon. Each node is labeled as
“liberal”(blue), “neutral”(white), or “conservative”(red).
These alignments were assigned separately by Mark New-
man based on a reading of the descriptions and reviews of
the books posted on Amazon.

Fig. 4 shows the 2D spectral geometries of the politics
book network data. We can observe from Fig. 4 that the
majority of vertices projected in the 2D spectral space
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coordinates projected in 3D plot. (a) The graph topology. (b) The
spectral geometry.

Fig. 3. Politics book social network.



distribute along two straight and quasi-orthogonal lines. It
indicates that there exist two communities with sparse
edges connecting them. The first up-trend line consists of
most nodes in red color while the second down-trend line
consists of most nodes in blue color. White nodes distribute
either around the origin or between two quasi-orthogonal
lines in the projected space.

4.1 Edge Nonrandomness: Rðu; vÞ
From Section 3, we know that the spectral coordinate of a
node reflects its relative attachment to different commu-
nities inG. When it comes to the measure of nonrandomness
of an edge that connects two nodes, intuitively, we need to
incorporate the relationship of two nodes’ spectral vectors.

The edge nonrandomness measure Rðu; vÞ in Definition 1
can be rewritten as

Rðu; vÞ ¼ k��uk2k��vk2 cosð��u; ��uÞ;

which is determined by the product of k��uk2k��vk2 and the
cosine of the angle between ��u and ��u. Generally, Rðu; vÞ
tends to be large when u and v clearly belong to the same
community (since cosð��u; ��uÞ � 1). Rðu; vÞ tends to be small
when 1) u and v are from two different communities (since
cosð��u; ��uÞ � 0); or 2) either node (or both nodes) is noisy
(since k��uk2k��vk2 � 0). This intuitively reflects the forma-
tion of real-world social networks: two individuals within
the same community have relatively higher probability to
be connected than those in different communities.

Fig. 5a plots the distribution of edge nonrandomness
values, where x-axis is the cosine value between ��u and ��v
while y-axis denotes the product of the two vector lengths.
Fig. 5b shows a snapshot of different types of 441 edges
characterized by edge nonrandomness values of politics book
network. We can observe that distributions of edge non-
randomness values characterized by different regions reflect
different types of edges in the original graph: edges with
large cosine value (plotted along the vertex line x ¼ 1 and

denoted by the blue “þ”) mostly connect two nodes within
the same community; edges with small vector length product
value (green “þ” and plotted along the line y ¼ 0) mostly
connect to noncentral nodes; edges plotted in other area form
bridging edges between the two communities. All the above
is consistent with our previous explanations in Section 3.

One surprising observation is that all edges have positive

nonrandomness values as shown in Fig. 5a. However,Rðu; vÞ
could be negative theoretically since Rðu; vÞ ¼ ��u��Tv ¼Pk

i¼1xiuxiv. With the Perron-Frobenius theorem [5], we

know that the leading �i (i ¼ 1; . . . ; k) are positive and all

entries of xxi are nonnegative for a graph with k disconnected

components. Hence, all edges have nonnegative nonran-

domness values. In general, we can regard a real-world

network as a graph with disconnected communities per-

turbed by a perturbation matrix. We expect the change of

Rðu; vÞ is bounded (i.e., it will not change much from its

original positive value) when the perturbation is moderate.

In other words, the majority of edges expect to have

nonnegative nonrandomness values in real social networks.

4.2 Node Nonrandomness: RðuÞ
A node’s nonrandomness is characterized by the nonran-
domness of edges connected to this node. This is well
understood since edges in social networks often exhibit
patterns that indicate properties of the node such as the
importance, rank, or category of the corresponding indivi-
dual. Result 1 shows how to calculate the node nonrandom-
ness using the spectral coordinates as well as the first
k eigenvalues of the adjacency matrix.

Result 1. The nonrandomness of node u is the length of its

spectral vector with eigenvalue weighted on corresponding

dimensions:
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RðuÞ ¼
Xk
i¼1

�ix
2
iu ¼ ��u�k��

T
u ; ð5Þ

where �k ¼ diagf�1; �2; . . . ; �kg.
Proof. Let aau denote the uth row of the adjacency matrix A.

Since xxi satisfies Axxi ¼ �ixxi and A is symmetric,

aa1

..

.

aan

0B@
1CAxxi ¼ Axxi ¼ �i xi1

..

.

xin

0B@
1CA:

Hence, aauxxi ¼ �ixiu, and we have

RðuÞ ¼
X
v2�ðuÞ

Rðu; vÞ ¼
Xn
v¼1

Xk
i¼1

auvxiuxiv

¼
Xk
i¼1

xiu
Xn
v¼1

auvxiv

 !

¼
Xk
i¼1

xiuaauxxi ¼
Xk
i¼1

�ix
2
iu ¼ ��u�k��

T
u :

ut

We can see that the result is elegant since the node
nonrandomness is actually determined by its vector length
weighted by eigenvalues of the adjacency matrix.

Using the node nonrandomness measure, we can easily
separate singleton nodes1 and noise nodes (with small RðuÞ
values) from those nodes strongly attached to some
community (with large RðuÞ values). We can also identify
those nodes bridging across several groups by examining
their relative positions to orthogonal lines corresponding to
different communities.

Comparison with HITS. Our node nonrandomness RðuÞ
can be used to identify those nonrandom individuals.
However, it is different from those traditional link-based
object ranking methods based on centrality measures. For
example, HITS algorithm [12] uses the principle eigenvector
to assign authority/hub scores to each node. For undirected
social networks, since A is now symmetric, authority and
hub scores are the same, which are the principle eigenvector
of A2. Denote A ¼ X�XT as the eigen-decomposition of A.
Since X is orthogonal, A2 ¼ X�2X, the authority/hub scores
from HITS algorithm in undirected networks are equivalent
to the entries of xx1. Therefore, if we are sure that the graph
has only one community, our measure is reduced to the
HITS score. However, many real-world graphs contain
more than one community.

Table 1 compares the difference between the top 10
nonrandom nodes identified by our measure and those
identified by HITS for polbooks network. We can observe
from the Table 1 that top 10 nodes identified by our
measures include important nodes from two communities
while HITS only identifies nodes from one community. This
is because HITS uses xx1 only, the scores only reflect relative
positions of points along the x1-axis in Fig. 4. Hence, they
can only discover central nodes in one community (labeled
as liberal) with the highest density. On the contrary, our
node nonrandomness measure, which uses the weighted

vector length in the k-dimensional spectral space, can
successfully discover nonrandom nodes from all k commu-
nities. This empirical evaluation indicates our node non-
random measure is different from the traditional centrality
measures used to rank nodes.

4.3 Graph Nonrandomness RG and Relative
Nonrandomness R
G

In our framework, the graph nonrandomness RG is defined
as the sum of nonrandomness values of all edges within the
graph. Result 2 shows RG can be directly calculated using
the first k eigenvalues.

Result 2. The graph nonrandomness of the overall graph G can be
calculated as

RG ¼
X
ðu;vÞ2E

Rðu; vÞ ¼
X
u2G

RðuÞ ¼
Xk
i¼1

�i: ð6Þ

Proof. The second equation is straightforward. For the third
equation, denote X as ðxx1; xx2; . . . ; xxkÞ where each column
is an eigenvector of A: Axxi ¼ �ixxi, hence we have

X
ðu;vÞ2E

Rðu; vÞ ¼
X
u;v

auv��u��
T
v ¼ traceðXTAXÞ ¼

Xk
i¼1

�i:

ut

The above result is elegant since we can use the sum
of the first k eigenvalues to determine the nonrandomness
of the overall graph. Recall that k indicates the number of
communities in the graph. For a network with k well
separated communities, the leading k eigenvalues always
have large positive values and all other eigenvalues
including some negative ones are close to zero. The large
negative eigenvalues only occur in networks with some
clear bipartite structure. For a strict bipartite graph,
positive and negative eigenvalues appear in a pairwise
way, i.e., if � is an eigenvalue of A, �� is also an
eigenvalue of A. For graphs with a bipartite-structured
community, the positive eigenvalue indicates the exis-
tence of a significant community whereas the correspond-
ing negative eigenvalue implies the bipartite property of
the community. Therefore, it is feasible to only use the
leading k eigen-pairs (with positive eigenvalues) to
calculate the nonrandomness measures in our framework.
Chung and Graham indicated the use of the largest
eigenvalue �1 as an index of the nonrandomness of the
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TABLE 1
Comparison of Top 10 Nonrandom Nodes

Identified by RðuÞ and HITS

1. The singletons are degree-zero nodes who joined the network but have
never made an interaction with another user in the social network.



overall graph since the first eigenvalue of random graphs
characterizes the frequency of subgraphs [2]. Our analysis
shows that �1 may not be an appropriate measure to
quantify the graph nonrandomness for real-world social
networks since they usually contain more than one
community. Actually, we can see that the index of graph
nonrandomness using �1 is a special case of our proposed
measure RG when k ¼ 1.

All real networks lie somewhere between the extremes of
complete order and complete randomness. While the
absolute nonrandomness measure RG can indicate how
random a graph G is, it is more desirable to give a relative
measure so that graphs with different sizes and densities
can be compared. One intuitive approach is comparing the
graph’s nonrandomness value with the expectation of
nonrandomness values of all random graphs generated by
the Erdos-Renyi model [8]. The ER model with parameter p
and n generates a graph with n nodes and any two nodes
have a link with probability p. We can use the standardized
measure defined as

R
G ¼
RG �EðRGÞ

�ðRGÞ
;

where EðRGÞ and �ðRGÞ denote the expectation and
standard deviation of the graph nonrandomness under
the ER model. Our Theorem 1 shows the distribution of RG.

Theorem 1. For a graph G with kð�nÞ communities where each
community is generated by the ER model with parameter nk and
p, thenRG has an asymptotically normal distribution with mean
ðn� 2kÞpþ k and variance 2kpð1� pÞ where p ¼ 2km

nðn�kÞ .

Proof. In G each community has n=k nodes, and hence

p ¼ 2m

k nk
�
n
k � 1

� ¼ 2km

nðn� kÞ :

Let �i be the largest eigenvalue of the ith community
(i ¼ 1; 2; . . . ; k), then RG ¼

Pk
i¼1 �i. Since �i has the

asymptotical normal distribution with mean ðnk � 2Þpþ
1 and variance 2pð1� pÞ[10], then RG also has the
asymptotical normal distribution with mean and var-
iance as in the theorem. tu
With Theorem 1, we directly have the following result.

Result 3. The relative nonrandomness of the overall graph
Gðn;mÞ can be calculated as

R
G ¼
RG � ½ðn� 2kÞpþ k�ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi

2kpð1� pÞ
p ; ð7Þ

where p ¼ 2km
nðn�kÞ .

For any two graphs, G1 and G2, if jR
G1
j < jR
G2

j, we can

conclude that G1 is more random than G2. Since the

relative nonrandomness measure R
G of ER graph approxi-

mately follows the standard normal distribution with mean

0 and standard variance 1, we can use 1� �ðR
GÞ to

indicate the similarity between this graph and a random

graph, where �ðxÞ denotes the cumulative distribution

function of the standard normal distribution. Given a

significance level �, when R
G ¼
RG�½ðn�2kÞpþk�ffiffiffiffiffiffiffiffiffiffiffiffiffiffi

2kpð1�pÞ
p � ��1ð1� �Þ,

we can safely reject the hypothesis that G is a random

graph.
The relative measure indicates to what extent one real-

world graph is different from random graphs in terms of
probability. As illustrated in Fig. 6, when R
G is close to 0,
the graph G tends to be more likely generated by the ER
model. From the statistical hypothesis testing point of view,
we cannot reject the null hypothesis that G is generated by
the ER model. On the contrary, when R
G is far away from 0,
it indicates the graph G is toward extreme ordered graphs.
We can safely reject the null hypothesis since 1� �ðR
GÞ
(denoted as the gray region in Fig. 6) is significantly small.

Another interesting property illustrated in Fig. 6 is that

R
G of any graph is lower (upper) bounded by that of r-

regular (l-complete) graph, respectively. For graphs Gðn;mÞ
with k communities, we define the r-regular graph as a

graph with each node having r neighbors and the l-

complete graph here as a graph where each community is

a clique of l nodes.

Theorem 2. For any graphGðn;mÞ with k communities, we have

R
Gr�regular
� R
G � R
Gl�complete

;

where R
Gr�regular
and R
Gl�complete

denote the relative nonrandom-

ness value of r-regular graph and l-complete graph, respec-

tively. Similarly, we have

RGr�regular � RG � RGl�complete :

Their expressions are shown in Table 2.

See Appendix for the proof.
Discussion. When it comes to a graph with one

community, our graph nonrandomness measure RG is
reduced as �1 as shown in (6). It has been shown in [10]
that the largest eigenvalue has asymptotically the normal
distribution with mean ðn� 2Þpþ 1 and variance 2pð1� pÞ
when graph G follows the ER model with parameter n and
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Fig. 6. Relative nonrandomness measure and its distribution.



p. This can be considered as a special case of our results
shown in Theorem 1.

Theorem 2 shows that r-regular graph and l-complete
graph are most nonrandom graphs among all graphs
Gðn;mÞ. The relative nonrandomness value of r-regular
graph reaches the largest negative value while that of l-
complete graph reaches the largest positive value. Recall
that the expectation of the relative nonrandomness value of
ER graphs is 0.

4.4 Subgraph Nonrandomness RðG1Þ
Let G1 denote a subgraph of GðV ;EÞ with node set V1 	 V
and edge set E1 	 E, jV1j ¼ n1 and jE1j ¼ m1. The subgraph

nonrandomness measure is RðG1Þ ¼
P
ðu;vÞ2E1

Rðu; vÞ. It can

indicate how much the subgraph G1 contributes to the

nonrandomness of the whole graph. For example, in the

polbook network, a subgraph G1 with 53 nodes and

230 edges (formed by choosing 50 percent of the nodes

with the highest degrees and all the edges among them),

RðG1Þ ¼ 17:86. Compared with the nonrandomness of the

whole graph RG ¼ 23:55, G1 with only 230
441 ¼ 52:2% edges

accounts for 17:86
23:55 ¼ 75:8% of the nonrandomness of the

whole graph, which indicates that G1 makes a significant

contribution to the whole graph structure.
One natural question is what is the relationship between

RðG1Þ and RG1
. The latter RG1

denotes the graph non-
randomness when we regard G1 as an independent graph.

Lemma 1. Let G1 be a subgraph of G, given the same k as G,

we have

RðG1Þ � RG1
:

See Appendix for the proof.
Lemma 1 can be used to derive the upper bound and the

lower bound of nonrandomness of the whole graph G.

Result 4. We randomly select m1 edges (m1 � m) from the whole
graph to form a subgraph G1, then we have

RG �
m

m1
RG1

:

Proof. With Lemma 1, we have:

RG1
� RðG1Þ ¼

X
ðu;vÞ2E1

Rðu; vÞ

� m1

m

X
ðu;vÞ2E

Rðu; vÞ ¼ m1

m
RG:

ð8Þ

The approximation in (8) holds because the m1 edges are
randomly selected, and

P
ðu;vÞ2E1

Rðu; vÞ approaches
m1

m

P
ðu;vÞ2E Rðu; vÞ as the graph size increases. Then, we

immediately get RG � m
m1
RG1

. tu

Result 5. Given a closed subgraph G1, we have RG � RG1
. The

subgraph G1ðV1; E1Þ is a closed one if E1 ¼ E \ ðV1 � V1Þ.

See Appendix for the proof.
We can use this lower bound to determine whether the

whole graph G is a random one. Since

R
G ¼
RG � ½ðn� 2kÞpþ k�ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi

2kpð1� pÞ
p � RG1

� ½ðn� 2kÞpþ k�ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
2kpð1� pÞ

p ;

if
RG1
�½ðn�2kÞpþk�ffiffiffiffiffiffiffiffiffiffiffiffiffiffi

2kpð1�pÞ
p � ��1ð1� �Þ, we can reject that G is a

random graph with the significance level �.
Results 4 and 5 can significantly reduce the computation

cost for (non-)randomness testing of the overall graph G.
RG involves the calculation of the k largest eigenvalues of G.
It generally takes Oðn3Þ operations to compute eigenvalues
and eigenvectors [11]. The derived upper and lower bounds
are only based on G1, which is a much smaller graph.

4.5 Determine k

We first present an algorithm to find the k orthogonal lines
to best fit data for a prescribed k. If the k value is
appropriate, the goodness of fit should be high. The optimal
lines should maximize our statistic � defined in (3). Note the
denominator of � is a constant for a given k, and we only
need to maximize the numerator

Pn
u¼1 k�̂�uk2. We define

J ¼
Pn

u¼1 k�̂�uk2. Given k, j��ullij is the projection length of ��u
onto line lli in the k-dimensional space. We only take the
closest projections into account. If llr is the line closest to ��u,
the projection length j��ullrj is maximal among all j��ullij,
i ¼ 1; . . . ; k, i.e., r ¼ arg maxij��ullij. Then

Pn
u¼1 k�̂�uk2 can be

expressed as
Pn

u¼1

Pk
i¼1 hui��ulli, where hui ¼ signð��ulliÞ if i ¼

r and 0 otherwise. Let L ¼ ðll1jll2j � � � jllkÞk�k and H ¼ ðhuiÞn�k.
Our optimization problem can be formalized as

max
H;L

J ¼ traceðXkLH
T Þ

s:t: hij 2 f�1; 0; 1g; LTL ¼ Ik:
ð9Þ

The constraint LTL ¼ Ik guarantees that the k fitted lines
are orthogonal to each other. It is difficult to solve the
optimal H and L simultaneously. However, when H or L is
fixed, we can easily solve for the other matrix and repeat
this process until convergence, as outlined in Algorithm 1.

Algorithm 1. Adjacency spectrum-based community

partition

1: t ¼ 0, Initiate Lð0Þ;

2: while not converge do

3: for u ¼ 1; 2; . . . ; n do

4: r ¼ arg maxij��ullðtÞi j;
5: hðtÞur ¼ signð��ullðtÞr Þ, and h

ðtÞ
ui ¼ 0 for i 6¼ r;

6: end for

7: USV T ¼ ½HðtÞ�TXk, and Lðtþ1Þ ¼ V UT ;

8: t ¼ tþ 1;

9: end while
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TABLE 2
Nonrandomness Measure for Different Graphs with

the Same ðn;mÞ and k Communities



When L is fixed, the loop from Lines 3 to 6 determines
the optimal H. It simply finds the line closest to each node.
When H is fixed, we have

J ¼ trace
�
XkLH

T
�
¼ trace

�
HTXkL

�
¼ traceðMLÞ;

where we write M ¼ HTXk. Let M ¼ USV T denote the
singular value decomposition (SVD) of matrix M, where
S ¼ diagð�1; . . . ; �kÞ and �i is the singular value of M. Then
we have

J ¼ traceðMLÞ ¼ traceðUSV TLÞ

¼ traceðSV TLUÞ �
Xk
i¼1

�i:
ð10Þ

When L ¼ V UT , J reaches the maximum value in (10) (Line
7). During the iterations, the objective function J ðtÞ ¼
traceðXkL

ðtÞ½HðtÞ�T Þ is nondecreasing, and the process hence
converges to a local maximal. When the initial point is
chosen properly, we can obtain the global maximal.

Once we fit the data by k orthogonal lines, we can
calculate our statistic

� ¼ JPn
u¼1 k��uk2

:

When k ¼ 1, � is always 1 since we do the projection in a 1D
subspace. For k � 2, we have 0 � � � 1. When the graph
contains k clear communities, spectral coordinates form
k quasi-orthogonal lines in the k-dimensional subspace. We
can find the k orthogonal lines that well fit the data. In this
case � should be close to 1. However, in the subspace
spanned by the leading kþ 1 eigenvectors, the coordinates
diverge from those lines, and if we fit the data using kþ 1
orthogonal lines, we will not obtain a very good fit of the

data. Therefore, when k is increased to kþ 1, we expect that

� has a sudden decrease.
Figs. 7a and 7b show the fitted orthogonal lines obtained

by Algorithm 1 for polbooks (k ¼ 2; 3). In Fig. 8a, we plot the

values of � as k varies from 1 to 10. When k ¼ 2, the two

lines well fit the data, and the corresponding � value

(0.9956) is close to 1. When k ¼ 3, as shown in Fig. 7b, the

data points deviate from the fitted lines, and the corre-

sponding � value decreases greatly to 0.9027.2 This

phenomenon indicates that the polbooks network has two

communities, which matches the domain expert’s align-

ments shown in Fig. 3.
Figs. 7c and 7d show the fitted orthogonal lines for the

synthetic network shown in Fig. 2a. We can see that two

orthogonal lines do not fit the data well in the 2D space as

shown in Fig. 7c, whereas three lines fit the data well in the

3D space as shown in Fig. 7d. We also plot the values of � as

k varies from 1 to 10 in Fig. 8b. � reaches the maximum

(0.99628) when k ¼ 3 and then decreases when k increases.

Therefore, k ¼ 3 is the most appropriate value for this

synthetic network.

5 COMPARISON WITH OTHER GRAPH SPECTRA

Other graph spectral have also been well investigated in the

graph analysis field [3]. It has been shown that the

eigenvectors of the Laplacian matrix and the normal matrix

are also good indicators of community clusters [7], [15], [19],

[24]. One important question is whether a similar non-

randomness framework can also be derived using spectra of

the Laplacian or normal matrix. In this section, we present

our theoretical results and characterize differences among

nonrandomness measures derived using different spectra.

5.1 Laplacian Spectrum

The Laplacian matrix of a graph is defined as L ¼ D�A,

where D ¼ diagfd1; d2; . . . ; dng and di is the degree of node i.

Let �i be the ith smallest eigenvalue of Lwith eigenvector yyi.

The smallest eigenvalue �1 ¼ 0 whose eigenvector is yy1  1.

The eigenvectors of L are good indicators of the community

structure. This fact can be derived from the following

minimization problem [17]: assign a k-dimensional vector

ðp1u; p2u . . . ; pkuÞ to node u, so that the sum of the distances

over the existing edges is minimized, i.e.,
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Fig. 7. 2D and 3D spectral plot for polbooks and the synthetic
network. Black lines are fitted orthogonal lines in the corresponding
spaces. (a) polbooks k ¼ 2. (b) polbooks k ¼ 3. (c) Synthetic network
k ¼ 2. (d) Synthetic network k ¼ 3.

Fig. 8. Values of � as k varies from 1 to 10. (a) polbooks. (b) Synthetic
network.

2. If � value is below cosð�Þ, data points are on average more than � away
from the fitted lines, and note cosð15�Þ ¼ 0:9659.



minJLðP Þ ¼
1

2

X
u;v

auv
Xk
i¼1

ðpiu � pivÞ2
( )

s:t: PTP ¼ I;
ð11Þ

where P ¼ ðpp1jpp2j � � � jppkÞ and piu is the uth entry of ppi. The
target function can be rewritten as JLðP Þ ¼ traceðPTLP Þ.
Then, taking ppi ¼ yyi gives the optimal solution, and the
minimum value is given by JðY Þ ¼

Pk
i¼1 �i, where

Y ¼ ðyy1jyy2j � � � jyykÞ.

With the same spirit of the adjacency matrix, we can
define 		u ¼ ðy1u; y2u; . . . ; ykuÞ 2 IR1�k to be the Laplacian
matrix-based spectral coordinate. 		u and yyi are shown in
Formula (12). From (11), we know that a smaller distance
between 		u and 		v indicates a stronger community relation
of nodes u and v, i.e., the edge ðu; vÞ is less likely to be a
random one. The spectral geometry of yy2 and yy3 for the three-
community synthetic graph in Fig. 2a is shown in Fig. 9a. We
neglect yy1 for yy1  11. We can see that the three communities
form three clusters in the spectral space with the bridging
node at the middle, and those noise nodes are sparsely
located. Therefore, we need to define the Laplacian matrix-
based edge nonrandomness measure via the euclidean
distance k		u � 		vk

RLðu; vÞ ¼ c� k		u � 		vk2
2: ð13Þ

We use a constant c to minus the squared euclidean
distance. A smaller nonrandomness value of an edge
indicates it is more likely to be a random one. Similarly,
we can further derive the node nonrandomness measure
RLðuÞ as

RLðuÞ ¼
X
v2�ðuÞ

RLðu; vÞ

¼ cdu �
Xn
v¼1

auv
Xk
i¼1

ðyiu � yivÞ2
( )

¼ cdu �
Xk
i¼1

�iy
2
iu þ

Xk
i¼1

Xn
v¼1

auvyivðyiu � yivÞ;

ð14Þ

and the graph nonrandomness RL
G as

RL
G ¼

X
ðu;vÞ2E

RLðu; vÞ

¼ 2cm�
Xn
u;v¼1

Xk
i¼1

au;vðyiu � yivÞ2

¼ 2cm� 2JLðY Þ ¼ 2cm� 2
Xk
i¼1

�i:

ð15Þ

Then, from (15), we can see that the graph nonrandom-
ness measure is directly related to the eigenvalues of the
Laplacian matrix. However, unlike the case of the adjacency
matrix, the node nonrandomness measure RLðuÞ defined in
(14) does not have a concise expression. The third term of
(14) contains the information of all node u’s neighbors, and
thus we are unable to calculate RLðuÞ simply via its spectral
coordinate. Furthermore, as shown in Fig. 9a, we cannot
separate those important nodes (with large nonrandomness
values) from those noise ones via their vector lengths since
those nonrandom nodes are not particularly far from (or
close to) the origin. Although nodes from one community
form one cluster in the spectral space, their coordinates
cannot be used to indicate the importance (nonrandomness)
of those nodes within the cluster, which is different from
our adjacency matrix-based framework where important
nodes are located far away from the origin.

Another problem is that it is difficult to choose the
constant c properly. One idea is to set c as the maximum of
k		u � 		vk2

2. When nodes u and v are two isolated ones,
k		u � 		vk2

2 ¼ 2. Hence, we can thus choose c ¼ 2. However,
the scales of the second and the third term of (14) are
usually small compared with 2du, then the node non-
randomness measure based on the Laplacian matrix is
almost solely determined by the node’s degree. Similarly,
the graph nonrandomness measure is also almost deter-
mined by the first term 4m.

The other extreme case is to set c ¼ 0, or equivalently
RLðu; vÞ ¼ k		u � 		vk2

2. This choice is also problematic.
Consider the following two nodes: one connected by many
nonrandom edges (small edge nonrandomness value), and
the other connected by just one random edge (large edge
nonrandomness value). These two nodes are very different
in terms of their contributions to graph structure: the former
is one central node in a community, while the latter is a
noise one. However, the node nonrandomness values of
these two nodes can be equal or very close, which makes
impossible to distinguish them using the node nonrandom-
ness measure based on the Laplician spectrum. We may
also have some other ways to define the nonrandomness
measures, for example, RLðu; vÞ ¼ 1=k		u � 		vk. However, it
is difficult to have a consistent framework as the case of the
adjacency matrix.

5.2 Normal Spectrum

The normal matrix of a graph is defined as N ¼ D�1
2AD�

1
2.

Let 
i be the largest eigenvalue of N , and zzi be its

eigenvector. We have that the largest eigenvalue 
1 ¼ 1

whose eigenvector zz1 ¼ ð
ffiffiffiffiffi
d1

p
; . . . ;

ffiffiffiffiffi
dn
p
ÞT , 1 ¼ 
1 � 
2 �

� � � � 
n � �1, and 
n ¼ �1 if and only if the graph is a
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Fig. 9. Spectral geometry of the three-community synthetic network in
Fig. 2a, based on Laplacian and normal matrix spectra. (a) L based.
(b) N based.



bipartite one, in which case 
i and �
i both appear in the

normal spectrum.
The relation between the normal spectrum and the graph

structure can be shown in the same minimization problem
as (11) except that the constraint is normalized by the nodes’
degrees [17]:

min JNðQÞ ¼
1

2

X
u;v

auv
Xk
i¼1

ðqiu � qivÞ2
( )

s:t: QTDQ ¼ I;
ð16Þ

where Q ¼ ðqq1jqq2j � � � jqqkÞ and qiu is the uth entry of qqi. With
the method of Lagrange multipliers and setting the
derivatives equal 0, the necessary condition for optimality
is given by ðD�AÞqqi ¼ �iDqqi, where �i is the Lagrange
multiplier. With some simple deduction, we have
ND

1
2qqi ¼ ð1� �iÞD

1
2qqi. Therefore, the solution is given by

�i ¼ 1� 
i and qqi ¼ D�
1
2zzi. The constraint in (16) is naturally

satisfied, and the minimum value is given by JNðD�
1
2ZÞ ¼

k�
Pk

i¼1 
i, where Z ¼ ðzz1jzz2j � � � jzzkÞ.
Since qqi ¼ D�

1
2zzi, with the same logic as the case of the

Laplacian matrix, we define the normal matrix-based

spectral coordinate ��u ¼ 1ffiffiffiffi
du
p ðz1u; z2u; . . . ; zkuÞ. Fig. 9b shows

the spectral geometry of D�
1
2zz2 and D�

1
2zz3 for the three-

community synthetic graph, D�
1
2zz1  11. Similarly, as the

Laplacian spectral geometry, the three communities form

three clusters with the bridging node in the middle, and the

noise nodes are scattered sparsely.
Similar to the case of the Laplacian matrix, we can define

the edge nonrandomness measure based on normal matrix
via the euclidean distance

RNðu; vÞ ¼ c� k��u � ��vk
2
2: ð17Þ

We further define the node nonrandomness measure as

RNðuÞ ¼
X
v2�ðuÞ

RNðu; vÞ

¼ cdu �
Xn
v¼1

auv
Xk
i¼1

ziuffiffiffiffiffi
du
p � zivffiffiffiffiffi

dv
p

� �2
( )

¼ cdu þ
Xk
i¼1

ð2
i � 1Þz2
iu �

Xk
i¼1

Xn
v¼1

auvz
2
iv

dv
;

ð18Þ

and the graph nonrandomness measure as

RN
G ¼

X
ðu;vÞ2E

RNðu; vÞ

¼ 2cm�
X
u;v

auv
Xk
i¼1

ziuffiffiffiffiffi
du
p � zivffiffiffiffiffi

dv
p

� �2
( )

¼ 2cm� 2JNðD�
1
2ZÞ

¼ 2cm� 2kþ 2
Xk
i¼1


i:

ð19Þ

Similar to the case of the Laplacian matrix, RNðuÞ does
not have a concise expression. Furthermore, we cannot use
the spectral coordinates to separate nonrandom nodes from
noise ones. It also has the same problem of choosing the
constant c properly.

5.3 Modularity

The modularity measure, Q, which indicates the goodness

of the community structure, is defined as the fraction of all

edges that lie within communities minus the expected value

of the same quantity in a graph in which the nodes have the

same degrees but edges are placed at random without

regard for the communities, assuming EðauvÞ ¼ dudv
2m [16]. A

high modularity value suggests a strong community

structure, and Q ¼ 0 indicates that the community structure

is no better than would be expected by random chance.
Define the modularity matrix B as buv ¼ auv � dudv

2m , and

let i be the ith largest eigenvalue of B with eigenvector ssi.

The spectrum of B also has a close relation with the graph

community structure. This is because finding the best

community partition to maximize modularity Q can be

written as follows:

max Q ¼ 1

2m
traceðJTBJÞ

s:t: JTJ is diagonal and traceðJTJÞ ¼ n;
ð20Þ

where J is the n� k index matrix: Jij ¼ 1 if node i belongs

to community j and 0 otherwise. Relaxing the 0-1

constraint, we have the ith column of J is ssi except for

the vector length, and max Q ¼
Pk

i¼1 i, suppressing a

multiplicative constant. We can also similarly define the

spectral coordinate based on modularity matrix B as

��u ¼ ðs1u; s2u; . . . ; skuÞ, and [16] suggests that the direction

of ��u indicates the community partition. However, generally

speaking, communities form neither orthogonal lines nor

clusters in the k-dimensional spectral space, and hence

defining edge nonrandomness measure via the inner

product or the euclidean distance is impropriate. Therefore,

it is difficult to derive a consistent framework based on

modularity matrix B.
It is worth pointing out that the authors in [16] defined

the community centrality of node u (denoted by CCðuÞ in

our paper) to measure the node’s contribution to the

community structure, and CCðuÞ ¼ ð
Pk

i¼1 js
2
iuÞ

1
2. They also

showed that Q ¼
Pn

u¼1 CCðuÞ
2. The community centrality

measure based on the modularity matrix B has a similar

concise expression as our node nonrandomness measure

based on adjacency matrix A. However, the community

centrality actually measures to what extent the node’s

contribution to the community structure exceeds its ex-

pected value [16] while our node nonrandomness incorpo-

rates randomness values of all its connected edges. One

problem of the community centrality is that it cannot

separate bridging nodes from noise ones. In the synthetic

graph shown in Fig. 2a, the community centrality value of

the bridging node (node 91) equals to 0.0004, lower than the

values of most noise nodes, which ranges from 0.0014 to

0.05. This means that the bridging node makes even less

contribution to the modularity Q than noise nodes. This is

because the community centrality does not take the

bridging effect into account. However, our node nonran-

domness can well distinguish the bridging node from noise

ones since the nonrandomness of node 91 is 0.0959, higher

than those noise ones (0.002-0.0768).
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6 EMPIRICAL EVALUATIONS

6.1 Data Sets

We used several network data sets in our evaluation. All
data sets (except synthetic and Enron data) together with
descriptions can be found at http://www-personal.umich.
edu/~mejn/netdata/. The Enron network was built from
email corpus of a real organization over the course covering
a 3 years period. We used a preprocessed version of the
data set provided by [18]. This data set contains 252,759
emails from 151 Enron employees, mainly senior managers.
In this paper, we focused on emails sent from and to these
151 people. An email graph is an undirected and un-
weighted graph with edges connecting senders and
recipients of emails during the corresponding time periods.
The semantics of an edge ðu; vÞ in such a graph is that there
have been at least five email communications between u
and v. We also generated two synthetic graph with the same
size: synthetic-1 with only one community that is generated
using the ER model with parameters n ¼ 1;000 and p ¼ 0:2;
and synthetic-1 with two disconnected communities each of
which is generated via ER model and has 500 nodes and
49,910 edges.

In this section, we focus on graph nonrandomness of
both synthetic networks and real social networks. We have
also analyzed how edge nonrandomness and node non-
randomness distribute in real-world social networks and
random graphs. Our results show that edge nonrandom-
ness and node nonrandomness of real-world social net-
works usually display some high skewed distributions,
obeying either a power law or an exponential law. On the
contrary, random graphs display approximate normal
distributions. Due to space limitations, we skip details that
can be found in [25].

6.2 Graph Nonrandomness of Various Social
Networks

Table 3 shows graph statistics, and graph nonrandomness
values (calculated using RG and R
G) of various social
networks. We can observe that graphs with larger sizes or
higher densities generally have greater graph nonrandom-
ness values (RG). With the relative nonrandomness measure
R
G, we can easily compare graphs with different sizes and
densities. For example, we can conclude that the karate
graph is closer to a random one than the dolphins network
since the R
G value of karate graph (1.22) is less than that of
the dolphins network (1.61). We can also observe from

Table 3 that the R
G values of real-world social networks are
significantly greater than zero while those of the synthetic
random graphs are very close to zero. Furthermore, with
the transformation 1� �ðR
GÞ, we can convert the relative
nonrandomness measure into 0-1 scale and measure the
difference in a probabilistic manner. Recall that R
G follows
the standard normal distribution, and 1� �ðR
GÞ is the p-
value for the hypothesis that G is actually generated by the
ER model. Hence, 1� �ðR
GÞ indicates to what extent a
graph is different from a random one. Random graphs
usually have high p-values (small relative nonrandomness
values) while most real-world graphs have low p-values
(large relative nonrandomness values). For example, syn-
thetic-1 has R
G ¼ 0:02 and 1� �ðR
GÞ ¼ 0:49. For karate
graph, R
G ¼ 1:22 and 1� �ðR
GÞ ¼ 0:11, indicating that the
ER model has only 0.11 probability to generate a graph
more extreme than the karate graph.

Table 3 also shows the modularity Q of those social
networks. We can observe that they are quite different from
our R
G. As discussed in Section 5.3, Q measures the
goodness of the community structure by setting a random
graph with the same node degrees as a basis while our R
G
measures the randomness in terms of difference to the
random graph generated by the ER model. The modularity
Q cannot measure how different a graph is from a random
one. For example, the synthetic-2 graph has a high
modularity score (due to its clear community structure)
although it is generated randomly. On the contrary, the
relative nonrandomness measure compares the graph with
the expected ER graphs with the same number of commu-
nities. The relative nonrandomness value of the synthetic-2
graph is close to 0. It is worth pointing out that the ratio �
defined in (3) is a statistics to measure the community
structure in our framework. � is between 0 and 1. � ¼ 1
indicates the graph has disconnected communities and low
� value indicates the graph is weak structured.

6.3 Evolution of Graph Nonrandomness

We are interested in how the graph nonrandomness may
change for dynamic social networks. We performed the
randomness analysis on the monthly email graphs from
Enron data. In Table 4, we list graph relative nonrandom-
ness values for 12 graphs constructed from Enron data set
from June 2001 to May 2002. Each graph Gt is formed by the
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Graph Nonrandomness and Characteristics

of Various Social Networks
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total email data in months from 1 to t. We regard there is an
edge between nodes u and v in Gt when there are at least
three communications between u and v during this period.
We use mt to denote the number of edges of Gt. We can
easily observe that Gt�1 	 Gt and mt�1 < mt. We use R
Gt

(k ¼ 3) to denote the relative nonrandomness of Gt.
We can observe that for most real Enron data sets, R
Gt

<
R
Gt�1

(except G3), showing that the relative nonrandomness
of the graph decreases along the time. Note that the relative
graph nonrandomness compares the current graph with ER
graphs of the same size and density. During the evolution,
the absolute nonrandomness value of the Enron network
increases when the size of the network increases. However,
the absolute nonrandomness value of the corresponding ER
graph also increases. The difference between the two may
decrease. For every month, the newly added edges can be
classified into two parts: edges whose emergences follow
the graph evolutionary pattern and edges that appear
randomly. The former edges tend to increase the relative
nonrandomness while, with Theorem 3, the latter edgers
tend to decrease the relative nonrandomness of the graph.
For the Enron network, the random effect surpasses the
pattern effect during the graph evolution. Hence, the
relative nonrandomness value decreases along the time as
shown in Table 4.

One interesting question here is how those newly added
edges in each month are different from randomly added
edges. To answer this question, we construct synthetic data
sets Ht by randomly adding mt �mt�1 edges to Gt�1. We
can see in Table 4 that R
Ht

is always less than R
Gt�1
since the

randomly added edges increase the graph nonrandomness.
Specifically, the 39 newly added edges in the real graph G7

decrease the relative nonrandomness by 0.10. However,
when we randomly add 39 edges to G6, the relative
nonrandomness of H7 decreases by 1.40. This difference
indicates those 39 newly added edges in G7 are significantly
different from randomly added edges. On the contrary, 40
newly added edges in G8 are not significantly different
from randomly added edges. From G6 to G7, most newly
added edges are connected to node 18, 27, and 107 whose
degrees are consistently high along the evolution. The new
edges thus strengthen the pattern. However, from G7 to G8,
the newly added edges are mostly connected to node 139
and 140 whose degrees are relatively low. The new edges
emerge a pattern different from the original graph pattern,
and therefore weaken the pattern.

7 CONCLUSION AND FUTURE WORK

The focus of our paper was to develop a formal framework
characterizing graph nonrandomness at various levels. We
first proposed a novel measure to characterize the edge
nonrandomness using spectral coordinates of two con-
nected nodes projected in the k-dimensional spectral space.
We then characterized the node nonrandomness based on
the nonrandomness of edges connected to this node and the
graph nonrandomness based on the nonrandomness of all
edges within the graph. All nonrandomness measures are
simple numerical indices that can be derived elegantly from
graph spectrum. Our theoretical results showed that other
graph spectra (such as Laplacian and normal spectra) are

unlikely, if not impossible, to have a consistent framework

to evaluate randomness accurately at all granularity levels.

We also investigated the relationship between our proposed

nonrandomness measures based on the adjacency spectrum

with some traditional measures such as modularity.
In our nonrandomness framework, nonrandomness

measures at various levels rely on the knowledge of the

number of communities (k) in the graph. We presented an

algorithm to determine k by exploring the goodness of fit

when we project spectral coordinates onto k-orthogonal

lines in the varied k-dimensional spectral spaces. In

practice, the number of communities can also be specified

by domain users or discovered by various graph partition

methods [1]. In our future work, we are interested in

exploring how different choices of k affect the graph

nonrandomness and comparing our algorithm with existing

graph partition methods.
We studied several real-world social networks for which

our non-randomness measures display useful and desirable

properties. Empirical evaluations on dynamic social net-

works demonstrated the utility of these measures on

monitoring the evolution of graph non-randomness change.

In this paper, we only validated our measures on small

social networks that contain only thousands of nodes. We

will consider the computational complexity issues when

extremely large networks are available.
Finally, we will explore how to apply the proposed

nonrandomness framework to solve practical problems such

as fraud detection. Social networks are vulnerable to various

attacks such as spam emails, denial of services, viral

marketing. Recently, the authors in [20] provided a general

abstraction, called the Random Link Attack (RLA), which

identifies the collaborative nature of these attacks to evade

detection. In an RLA, the malicious user creates a set of false

identities and uses them to randomly connect with a large set

of victim nodes. To evade detection, the malicious user also

creates various interactions among false identities, which

make the subgraph formed by false identities similar to that

formed by regular users. This property makes the discovery

of the attack and the responsible entities directly from the

graph topology a difficult task. We expect to use our

nonrandomness measures to discover the perpetrators of

these attacks. Since those false identities randomly connect

with regular users, they do not belong to any particular

community. As a result, the node nonrandomness values of

those false identities tend to be small although they have a

large number of connections. In our future work, we will

investigate how to use nonrandomness measures specified

at levels of edge, node, or subgraph to quantify to what

extent a given interaction, node, or subgraph may be from

attacking groups.

APPENDIX

Proof of Theorem 2

We first prove the case k ¼ 1. When k ¼ 1, RG ¼ �1. Let dmin,

dmax, and �d be the minimum, maximum, and the average

degree. We have the following two inequalities [4]:
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dmin � �d ¼ 2m

n
� �1 � dmax; ð21Þ

�1 �
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
2m� n� 1
p

: ð22Þ

Assume that m ¼ rn=2 for some integer r, then we can

construct a r-regular graph with m edges. In r-regular

graph �d ¼ 2m
n ¼ dmax ¼ r, with Inequality (21), we have

RG ¼ �1 ¼ r. Since for any graph with the same parameters,

we have �1 � 2m
n . Hence the r-regular graph has the

smallest nonrandomness value.
The relative nonrandomness measure is

R
Gr�regular
¼ r� ðn� 2Þp� 1ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi

2pð1� pÞ
p ; ð23Þ

where p ¼ r
n�1 for r-regular graph. When n is large, we can

further simplify (23) as

R
Gr�regular
¼ � 1ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi

2pð1� pÞ
p :

Assume that m ¼ lðl�1Þ
2 for some integer l, then we can

construct complete graph with node 1; 2; . . . ; l, leaving the

rest nodes isolated. Then, RGl�complete ¼ l� 1. Since any graph

with the same parameters must involve no less than l

nonisolated nodes, and with Inequality (22), we have

�1 �
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
2m� l� 1
p

¼ l� 1:

Hence, the l-complete graph reaches the upper bound. Its

relative nonrandomness is straightforwardly derived from

the definition.

When k > 1, it is easy to verify that the minimum and

maximum are reached when the graph has k equal-sized r-

regular graphs or l-complete graphs. We have the theorem

proved. tu

Theorem 3 and Proof

Theorem 3. Let Graph Gðn;mÞ be a graph with k communities

and p ¼ 2m
nðn�1Þ <

1
2 , and graph G0 is obtained by randomly

adding edges to G: each nonexisting edge is to be added with

probability �p, �p < p and pþ�p < 1
2 . Assume k commu-

nities will not merge. If RG � ½ðn� 2kÞpþ k� 2 OðpnÞ, we

have EðR
G0 Þ < R
G, as the graph becomes large.

Proof. Let A and eA be the adjacency matrix of G and G0,

respectively, E ¼ eA�A. Let �i, ~�i, and �i be the ith

largest eigenvalue of A, eA, and E, respectively. With [21,

Theorem IV-4.8], we have

RG0 ¼
Xk
i¼1

~�i �
Xk
i¼1

�i þ
Xk
i¼1

�i ¼ RG þ
Xk
i¼1

�i;

and hence,

EðRG0 Þ � RG þ E
Xk
i¼1

�i

 !
: ð24Þ

We know that Eð�1Þ ¼ ðn� 2Þ�pþ 1 and with the
Semicircle Law [9], we have

Eð�iÞ � 2
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
n�pð1��pÞ

p
; i ¼ 2; 3; . . . ; k: ð25Þ

Combining (7), (24), and (25), we have

EðR
G0 Þ ¼
EðR
G0 Þ � ½ðn� 2kÞðpþ�pÞ þ k�ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi

2kðpþ�pÞð1� p��pÞ
p

� RG þ ðn� 2Þ�pþ 1þ 2ðk� 1Þ
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
n�pð1��pÞ

pffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
2kðpþ�pÞð1� p��pÞ

p
� ðn� 2kÞðpþ�pÞ þ kffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi

2kðpþ�pÞð1� p��pÞ
p
� RG � ½ðnþ 2kÞpþ k� þMffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi

2kðpþ�pÞð1� p��pÞ
p
ðletM ¼ 2ðk� 1Þ½�pþ

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
n�pð1��pÞ

p
� þ 1Þ:

Hence, to prove EðR
G0 Þ < R
G, we need only to show

RG � ½ðnþ 2kÞpþ k� þM
RG � ½ðn� 2kÞpþ k� <

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
ðpþ�pÞð1� p��pÞ

p ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
pð1� pÞ

p : ð26Þ

Since RG � ½ðnþ 2kÞpþ k� 2 OðpnÞ while M 2 Oð
ffiffiffiffiffiffiffiffiffiffi
�pn
p

Þ,
when n is large, the left-hand side of Inequality (26) is
close to 1. Notice that p < pþ�p < 1

2 , the right-hand side
of Inequality (26) is greater than 1 regardless of n, then
when n goes large, we must have Inequality (26)
stands. tu

Proof of Lemma 1

First, we give a slightly different version of corollary in [21,
Corollary IV.4.4] as a lemma.

Lemma 2. Let X 2 Rn�k have orthogonal columns. Let �1 �
�2 � � � � � �n be the eigenvalues of symmetric matrix A, and

�1 � �2 � � � � � �k be the eigenvalues of XTAX, then for

i ¼ 1; 2; . . . ; k, �i � �i.

Let A1 denote the adjacency matrix of G1, and let �i be
the ith largest eigenvalue of A1 with eigenvector yyi. Then,
we have

RðG1Þ ¼
X
ðu;vÞ2E1

Rðu; vÞ ¼
X
u;v2V1

auv��u��v
T

¼ trace XT A1 00

00 00

� �
X

� 	
¼ traceðMÞ:

Let i (i ¼ 1; 2; . . . ; k) be the ith largest eigenvalues of M.
With Lemma 2, we know that i � �i, then

RðG1Þ ¼ traceðMÞ ¼
Xk
i¼1

i �
Xk
i¼1

�i ¼ RG1
:

We have Lemma 1 proved. tu

Proof of Result 5

To make the expression simple, we assume G1 contains
node V1 ¼ f1; 2; . . . ; n1g. When G1 is a closed subgraph, we
can rewrite the symmetric adjacency matrix A as

A ¼ A1 A12

A12 A2

� �
;

where A2 is the adjacency matrix of the closed subgraph
formed by node fn1 þ 1; . . . ; ng and A12 represents the
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edges between these two subgraphs. Note �i is the

ith largest eigenvalue of A with eigenvector xxi, and let

Y ¼ ðyy1; yy2; . . . ; yykÞ, then

RG1
¼
Xk
i¼1

�i ¼ traceðY TA1Y Þ ¼ trace ðY T 00ÞA Y
00

� �� 	
:

With Lemma 2, we have

RG1
¼
Xk
i¼1

�i �
Xk
i¼1

�i ¼ RG:

We have Result 5 proved. tu
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