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ABSTRACT
This paper studies how to enforce differential privacy by us-
ing the randomized response in the data collection scenario.
Given a client’s value, the randomized algorithm executed
by the client reports to the untrusted server a perturbed val-
ue. The use of randomized response in surveys enables easy
estimations of accurate population statistics while preserv-
ing the privacy of the individual respondents. We compare
the randomized response with the standard Laplace mech-
anism which is based on query-output independent adding
of Laplace noise. Our research starts from the simple case
with one single binary attribute and extends to the general
case with multiple polychotomous attributes. We measure
utility preservation in terms of the mean squared error of the
estimate for various calculations including individual value
estimate, proportion estimate, and various derived statistic-
s. We theoretically derive the explicit formula of the mean
squared error of various derived statistics based on the ran-
domized response theory and prove the randomized response
outperforms the Laplace mechanism. We evaluate our algo-
rithms on YesiWell database including sensitive biomarker
data and social network relationships of patients. Empirical
evaluation results show effectiveness of our proposed tech-
niques. Especially the use of the randomized response for
collecting data incurs fewer utility loss than the output per-
turbation when the sensitivity of functions is high.

Categories and Subject Descriptors
H.4 [Information Systems Applications]: Miscellaneous;
D.2.8 [Software Engineering]: Metrics—complexity mea-
sures, performance measures
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Randomized response; differential privacy; data collection

1. INTRODUCTION

How to protect individual privacy in the process of data
collection, querying, mining, and release has been researched
extensively. Roughly speaking, there are two scenarios in the
data privacy protection. One is the privacy preserving data
publishing scenario, as in which a trusted server releases
datasets of individual information or answers queries on such
datasets. The second one is the data collection scenario, as
in which an untrusted server collects personal information
from individuals.

Our paper studies how to protect privacy in the data col-
lection scenario by using randomized response, a surveying
technique for learning statistics on individuals’ sensitive at-
tribute information such as whether the survey respondent
has cheated in an exam. Randomized response is purely a
client-based privacy solution. It does not rely upon a trusted
third-party server and puts control over data back to clients.
Given a client’s value x, the randomized algorithm execut-
ed by the client reports to the untrusted server a perturbed
value y. The parameters of the randomized algorithm are
chosen in such a way so that to limit the server’s ability
to learn with confidence what value x was. For example,
the survey respondent can flip a biased coin, in secret, and
answer the truth if it comes up head, but tell the opposite
answer if it comes up tail. Using this procedure, the respon-
dent retains confidentiality of their true value due to coin
randomness.

In our analysis, we adopt the rigorous differential priva-
cy, which was introduced by Dwork et al. [8] and has been
widely studied in the data publishing or query answering s-
cenario [7]. Roughly speaking, differential privacy aims to
ensure that the output of the algorithm does not significantly
depend on any particular individual’s data and ensures that
an adversary should not be able to confidently infer whether
a particular individual is present in a database even with ac-
cess to every other entry in the database and an unbounded
computational power. In the data collection scenario, the
inference is in terms of the sensitive value of one individual.
In particular, we study how to derive the optimal distortion
matrix used in the randomized response given a differential
privacy threshold.

Differential privacy of each individual value can also be
achieved by using the classic Laplace mechanism [8], which
is based on query-output independent adding of Laplace
noise. We study the relationship between the randomized
response and the Laplace mechanism and compare their per-
formance in terms of utility preservation under the same pri-
vacy threshold. Our research starts from the simple case of
data collection with one single binary attribute and extends



to the general case with multiple polychotomous attributes.
We evaluate utility preservation in terms of individual value
estimate, proportion estimate, and various derived statistics
(e.g., entropy and χ2). Existing works on investigating the
accuracy-privacy tradeoff in differentia privacy often define
the accuracy in terms of the variance, or magnitude expec-
tation of the noise added to the query output [14, 22]. For
example, the authors [22] studied how to optimize linear
counting queries under differential privacy and defined the
error as the mean squared error of query output estimates,
which corresponds to the variance of the noise added to the
query output to preserve differential privacy. In this paper
we also measure the utility in terms of the mean squared
error of the estimate when randomized response is applied.
In particular, we theoretically derive the explicit formula of
the mean squared error of various derived statistics based
on the randomized response theory.
We conduct our empirical evaluation on a biomarker dataset

and a physical activity social network extracted from from
the YesiWell pilot study about health. We compare the per-
formance of the randomized response and that of the Laplace
mechanism and report their estimates and standard devia-
tions. One advantage of the use of the randomized response
in the data collection scenario is that the collected data can
be released for as much analysis as needed without worrying
further privacy disclosure. This is different from the out-
put perturbation where each additional analysis consumes
further privacy budget. Moreover, the use of the random-
ized response for collecting data incurs less utility loss than
the output perturbation when the sensitivity of functions
is high, as demonstrated in our experiment where we cal-
culate the number of triangles in the social network while
preserving differential privacy.
The rest of this paper is organized as follows. In Sec-

tion 2 we present preliminaries of randomized response and
differential privacy. In Section 3 we focus on the scenario
with one single binary attribute and consider two types of
queries, individual value estimate and proportion estimate.
We compare the utility preservation under the same pri-
vacy threshold between the randomized response approach
and the Laplace mechanism. In Section 4, we extend to
a sensitive polychotomous attribute with multiple mutually
exclusive and exhaustive classes. In Section 5, we further ex-
tend to multiple polychotomous attributes and examine the
accuracy of derived statistics from the randomized data un-
der both the randomized response approach and the Laplace
mechanism. We conduct our empirical evaluation using the
real dataset from a health study including a biomarker ta-
ble and a physical activity social network in Section 6. We
discuss related work in Section 7. Finally we offer our con-
cluding remarks and discuss future work in Section 8.

2. BACKGROUND
In this section, we introduce the basic concepts of random-

ized response in Section 2.1 and the concepts of differential
privacy in Section 2.2.

2.1 Randomized Response
Suppose there are n individual clients C1, ..., Cn; each

client Ci has some private value xi regarding a sensitive
attribute X. An untrusted server needs to learn certain
aggregate (statistical) properties of the individual’s private
data. But the clients are reluctant to disclose their person-

al information xi. To ensure privacy, each client Ci only
sends to the server a perturbed version yi of xi. The server
collects the perturbed information from all individuals and
then recovers the statistical properties by following some re-
construction procedures.

We assume every private value xi about an individual be-
longs to the same fixed domain VX and each xi is chosen
independently at random from the same fixed probability
distribution πX . Note that this distribution is not private
and is unknown to clients. The server aims to reconstruc-
t the distribution πX or derive some statistical properties
of this distribution. The independence assumption ensures
that the private information xj of all individuals Cj besides
Ci tells nothing new about Ci’s own private information xi

once the distribution πX is learned.
To protect privacy, each individual Ci hides its own sensi-

tive information xi by applying a randomization algorithm.
A random instance yi is sent to the untrusted server. The
domain of all possible output of yi is denoted by VY . The
server receives yi from client Ci and tries to learn distribu-
tion πX .

2.2 Differential Privacy
Next, we revisit the formal definition and the mechanism

of differential privacy. In prior work on differential priva-
cy, a database is treated as a collection of rows, with each
row corresponding to the data of a different individual. D-
ifferential privacy ensures that the inclusion or exclusion of
one individual’s record makes no statistical difference on the
output. There are two settings of differential privacy, usual-
ly referred as unbounded and bounded differential privacy.
In unbounded differential privacy, two databases D and D′

are neighbours if D can be obtained by adding or removing
one record from D′. In bounded differential privacy, two
databases D and D′ are neighbours if D can be obtained
by replacing one record from D′ with another record. We
adopt the bounded differential privacy in our paper.

Definition 1. (Differential Privacy [7]) A randomized
function A gives ϵ-differential privacy if for all datasets D
and D′ differing at most one row, and all S ⊆ Range(A)

Pr[A(D) ∈ S] ≤ eϵ · Pr[A(D′) ∈ S] (1)

The privacy parameter ϵ controls the amount by which the
distributions induced by two neighboring datasets may differ
(smaller values enforce a stronger privacy guarantee). A gen-
eral method for computing an approximation to any function
f while preserving ϵ-differential privacy is given in [8]. The
mechanism for achieving differential privacy computes the
sum of the true answer and random noise generated from
a Laplace distribution. The magnitude of the noise distri-
bution is determined by the sensitivity of the computation
and the privacy parameter specified by the data owner. The
sensitivity of a computation bounds the possible change in
the computation output over any two neighboring datasets
(differing at most one record).

Definition 2. (Global Sensitivity [8]) The global sensi-
tivity of a function f : Dn → Rd ,

GSf (D) := max
D,D′s.t.D′∈Γ(D)

||f(D)− f(D′)||1 (2)

Theorem 1. (Laplace Mechanism [8]) An algorithm A
takes as input a dataset D, and some ϵ > 0, a query Q with



computing function f : Dn → Rd, and outputs

A(D) = f(D) + (Y1, ..., Yd) (3)

where the Yi are drawn i.i.d from Lap(GSf (D)/ϵ). The Al-
gorithm satisfies ϵ-differential privacy.

Differential privacy maintains composability, i.e., differen-
tial privacy guarantees can be provided even when multiple
differentially-private releases are available to an adversary.

Theorem 2. (Composition Theorem [7]) If we have n
numbers of (ϵ, δ)-differentially private mechanisms M1, · · · ,Mn,
then any composition of these mechanisms that yields a new
mechanism M is (nϵ, nδ)-differentially private.

3. BINARY ATTRIBUTE
The randomized response mechanism was originally con-

sidered as one approach that is able to provide the differen-
tial privacy protection in [8]. The authors argued that the
randomized response mechanism usually yields large expect-
ed error for aggregate queries on database and proposed oth-
er mechanisms including the Laplace mechanism to achieve
differential privacy [8]. In this section, we compare the util-
ity performance of randomized response mechanism and the
Laplace mechanism in the data collection scenario.
Suppose there are n individuals C1, ..., Cn and each indi-

vidual Ci has a private binary value xi ∈ {0, 1} regarding a
sensitive binary attribute X. To ensure privacy, each indi-
vidual Ci sends to the untrusted server a modified version yi
of xi. Using the randomized response, the server can collect
perturbed data from individuals.

3.1 Randomized Response
A randomized response scheme on a binary attribute X

follows a 2× 2 design matrix (also called distortion matrix):

P =

(
p00 p01
p10 p11

)
(4)

where puv = P [yi = u|xi = v] (u, v ∈ {0, 1}) denotes the
probability that the random output is u when the real at-
tribute value xi for Ci is v; here puv ∈ (0, 1). In the design
matrix, the sum of probabilities of each column is 1.
In this section, we focus on two types of classic queries in

the data collection scenario.

• Q1: what is the probability of correctly estimating xi

of individual Ci corresponding to the sensitive binary
attribute X?

• Q2: what is the proportion of X = 1 (X = 0)?

For Q1, the original value xi = v(∈ {0, 1}) is outputted as
yi = u(∈ {0, 1}) with probability puv from the design ma-
trix P in Equation 4. Let Pr(xi = v → x̂i = v) denote the
probability of correctly reconstructing the individual’s value
as v from the perturbed data, given that the original value
xi is v where v ∈ {0, 1}. This reconstruction probability
implies how much information is preserved in the random-
ization process.

Pr(xi = v → x̂i = v) =∑
u=0,1

P (yi = u|xi = v)P (x̂i = v|yi = u) (5)

Q2 aims to learn the population distribution based on the
collected randomized dataset. We use π0 (π1) to denote
the true proportion of value 0 (1) to be estimated in the
original population. The observed proportion of value 0 (1)
in the collected dataset is denoted as λ0(λ1). We denote the
unbiased estimator for π0, π1 respectively as π̂0, π̂1.

Lemma 1. (Chapter 1.2 [3]) Given the design matrix P
and the observed proportion of value b(∈ {0, 1}) in random-

ized dataset D̂rr, an unbiased estimator of the fraction of
records whose attribute value is b(∈ {0, 1}) is

π̂b =
pbb − 1

2pbb − 1
+

λb

2pbb − 1
, (6)

where pbb ̸= 0.5 and 0 < pbb < 1. Since the observed number
of records whose attribute value equals b follows binomial
distribution, the variance of π̂b is

var(π̂b) =
π̂b(1− π̂b)

n− 1
+

1

n− 1
[

1

16(pbb − 0.5)2
− 1

4
] (7)

which is the expected error for the estimator π̂b.

3.2 Randomized Response vs. Laplace Mech-
anism

The values in each row u (u ∈ {0, 1}) of the design matrix
denote the probability that the random output is u. For ex-
ample, p00 (p01) denotes the distortion probability that the
random output value is 0 when the real individual value is 0
(1). Without loss of generality, we assume the randomized
response still favors the true value, i.e., p00, p11 > 0.5. Dif-
ferential privacy requires that p00/p01 ≤ eϵ. Thus we show
how the randomized response will achieve differential priva-
cy in the following result. In addition, we also give the form
of the design matrix that is expected to achieve the optimal
utility while satisfying the given ϵ-differential privacy.

Result 1. For a given differential privacy parameter ϵ,
the randomized response scheme following the design matrix
P in Equation 4 satisfies ϵ-differential privacy if max{ p00

p01
, p11
p10

} ≤
eϵ.

In order to maximize p00+p11 while satisfying ϵ-differential
privacy, the design matrix should have the following pattern,

Prr =

(
eϵ

1+eϵ
1

1+eϵ
1

1+eϵ
eϵ

1+eϵ

)
(8)

Proof. Assume p00
p01

= p, p11
p10

= q. In order to satisfy ϵ-

differential privacy, we have 1 < p ≤ eϵ and 1 < q ≤ eϵ. In
this case, the distortion matrix will have the general form:

Prr =

(
p(q−1)
pq−1

q−1
pq−1

p−1
pq−1

(p−1)q
pq−1

)
We denote

func(p, q) = Prr(1, 1) +Prr(2, 2) =
p(q − 1)

pq − 1
+

(p− 1)q

pq − 1
.

Since ∂func
∂p

= (q−1)2

(pq−1)2
> 0 and ∂func

∂q
= (p−1)2

(pq−1)2
> 0 when

p, q ∈ (1, eϵ], thus func will achieve its maximum value if
and only if p = q = eϵ. In this way, we get the form in
Equation 8.

Similarly, individual Ci can achieve differential privacy by
using the Laplace mechanism. The Laplace mechanism first



adds a random noise generated from the Laplace distribution
with parameter 1

ϵ
(with a given ϵ and the global sensitivi-

ty of 1) to the true answer xi. Since the output should be
a binary value, we postprocess the perturbed result by out-
putting 0 if the perturbed value is less than c and outputting
1 otherwise, shown in Equation 9.

yi =

{
0; if xi + Lap(1/ϵ) < c

1; if xi + Lap(1/ϵ) ≥ c
(9)

The probability of yi = 0 is Fxi,1/ϵ(c) and the probability
of yi = 1 is 1−Fxi,1/ϵ(c) where Fµ,b =

1
2
+ 1

2
sgn(x−µ)(1−

e(−
|x−µ|

b
)) denotes the cumulative distribution function of

Laplace distribution Lap(µ, b) with the location parameter
µ and the scale parameter b (and with the mean µ and vari-
ance 2b2). Thus we can map the Laplace mechanism to the
randomized response with the design matrix as

Plm =

(
F0,1/ϵ(c) F1,1/ϵ(c)

1− F0,1/ϵ(c) 1− F1,1/ϵ(c)

)
(10)

For a given ϵ, the perturbed result of Laplace mechanism
satisfies differential privacy because the postprocessing pro-
cess does not consume any privacy budget. Thus we have
the following result indicating the Laplace mechanism with
the postprocessing satisfies ϵ-differential privacy. We also
show that the best postprocessing strategy is to set c = 0.5
for Equation 9.

Result 2. For a given differential privacy parameter ϵ,
the Laplace mechanism based scheme with the postprocessing
strategy following Equation 9 satisfies ϵ-differential privacy.
The corresponding design matrix should have the following

form,

Plm =

(
1− 1

2
e−

ϵ
2 1

2
e−

ϵ
2

1
2
e−

ϵ
2 1− 1

2
e−

ϵ
2

)
, (11)

in order to maximize p00 + p11 while satisfying ϵ-differential
privacy.

Proof. With the assumption that we need to preserve
the real value with probability greater than 0.5, c in Equa-
tion 9 is in the range [0,1]. We have

Plm =

(
1− 1

2
e−cϵ 1

2
e−(1−c)ϵ

1
2
e−cϵ 1− 1

2
e−(1−c)ϵ

)
.

We denote

func(c) = Plm(1, 1)+Plm(2, 2) = 1− 1

2
e−cϵ+1− 1

2
e−(1−c)ϵ,

where c ∈ [0, 1]. Since

∂func

∂c
=

ϵ

2
(e−cϵ − e−(1−c)ϵ),

we have

∂func

∂c

{
> 0, when c ∈ [0, 0.5)

< 0, when c ∈ (0.5, 1].

Thus the maximum value for func(c) is achieved when c =
0.5.

3.3 Utility Comparison
In this paper we measure the utility in terms of the mean

squared error of the estimate for xi given a randomized

mechanism A.

ERRORA(x̂i) = E[(x̂i − xi)
2] (12)

Note that by replacing P (yi = u|xi = v) in Equation 5
with values in Prr of the randomized response and those in
Plm of the Laplace mechanism, we can calculate the esti-
mates x̂ respectively. We can then compare the utility of
the randomized response with that of the Laplace mecha-
nism based on Equation 12.

Intuitively, under the same privacy standard, the mecha-
nism with larger diagonal elements in the corresponding de-
sign matrix tends to achieve better utility. And the diagonal
elements in Equation 8 are larger than those in Equation 11.
Based on such intuition, we can prove that the randomized
response actually can achieve better utility than the classic
Laplace mechanism in the scenario of binary data collection.

Theorem 3. Given ϵ, for the randomized response scheme
with Prr and the Laplace mechanism based on Plm, we have
ERRORrr(x̂i) ≤ ERRORlm(x̂i).

Proof. We have (x̂i − xi)
2 = 0 with probability Pr(xi =

v → x̂i = v) in Equation 5; and (x̂i − xi)
2 = 1 with proba-

bility 1− Pr(xi = v → x̂i = v). So

ERRORA(x̂i)

= 0× Pr(xi = v → x̂i = v) + 1× (1− Pr(xi = v → x̂i = v))

= 1− Pr(xi = v → x̂i = v).

Without loss of generality, assume v = 1, we denote the prior
probability of xi = 1 as π1. According to Bayes’s theorem,
we have

ERRORA(x̂i) = 1−(
p211π1

p11π1 + p10(1− π1)
+

p201π1

p01π1 + p00(1− π1)
).

For ERRORlm(x̂i), we have plm11 = plm00 = 1 − 1
2
e−0.5ϵ. For

ERRORrr(x̂i), we have prr11 = prr00 = eϵ

eϵ+1
. Now we are to

prove: for π1 ∈ [0, 1],

func(π1) = ERRORlm(x̂i)− ERRORrr(x̂i) ≥ 0.

For a given ϵ > 0, since func(π1) is continual and it has only
two roots for the parameter range π1 ∈ [0, 1]. Respectively
they are π1 = 0 and π1 = 1. It indicates that all π1 ∈
(0, 1), the output of func(π1) has the same sign. Thus,
we only need to prove for one specific π1, say π1 = 0.5, that
func(π1) > 0. Then the same result holds for all π1 ∈ (0, 1).
In this case, we have

ERRORA(x̂i) = 1− (p211 + (1− p211)).

Since prr11 > plm11 > 0.5 for all ϵ > 0, we have func(0.5) > 0.
Thus for all π1 ∈ (0, 1) we have func(π1) > 0. The same
idea can be applied for the situation of v = 0. So for π1 ∈
[0, 1], we have ERRORrr(x̂i) ≤ ERRORlm(x̂i).

Using either the randomized response or the Laplace mech-
anism based approach, the server can collect private data
from individuals. Both collected datasets satisfy ϵ-differential
privacy (rather than nϵ-differential privacy) according to

the independence assumption. Formally, D̂rr denotes the
dataset generated by the randomized response following the
design matrix Prr as in Equation 8. Similarly, D̂lm denotes
the dataset generated by the Laplace mechanism. We de-
fine the expected error of the estimator π̂b as its variance,
ERRORA(π̂b) = var(π̂b).



Theorem 4. Given ϵ, for the randomized response scheme
with Prr and the Laplace mechanism based on Plm, we have
ERRORrr(π̂b) ≤ ERRORlm(π̂b).

Proof. From Equation 7, we see comparing the utility
of estimation from D̂rr and D̂lm relies only on pbb in the
distortion matrix P. For the Laplace mechanism, we have
plm00 = plm11 = 1 − 1

2
e−

ϵ
2 ; For the randomized response, we

have prr11 = prr00 = eϵ

eϵ+1
. Since prr11 > plm11 > 0.5 for all ϵ > 0,

we have ERRORrr(π̂b) ≤ ERRORlm(π̂b), according to Equation
7.
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Figure 1: Mean squared error for estimation of xi

when ϵ = ln3 and xi = 1, given varying π̂X=1; LM
denotes Laplace mechanism based approach, RR de-
notes randomized response scheme
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Figure 2: Mean squared error for estimation of xi

when given varying ϵ and fixed P (X = 1) = 0.5

Illustrative Example. We use a classic randomized response
scheme to show the utility difference. The individual first
flips an unbiased coin to determine whether he/she will an-
swer randomly or truthfully. If heads (response random-
ly), then he/she is to flip a second unbiased coin and re-
ports the outcome; if tail, the respondent answers truth-

fully. The above randomized response scheme yields ln3-
differential privacy since if the true answer xi is α (α ∈
{0, 1}), then α is output with probability 3/4, i.e., P [R(xi) =
xi] = 3/4; if the true answer is 1− α, then α is output with
probability 1/4, i.e., P [R(1 − xi) = xi] = 1/4. The ratio
is 3, yielding ln3-differential privacy. When we set ϵ = ln3,
for different possible prior knowledge on the proportion of
X = 1 in population, we calculate the expected error of es-
timations based on the above two approaches and plot them
in Figure 1. We can see that the above randomized response
scheme will achieve lower estimation expected error than the
above Laplace mechanism based approach when ϵ = ln3 for
xi = 1. We can draw the same conclusion when xi = 0.

We then assume π1 = 0.5 as the prior knowledge and
compute the expected error for each approach under varying
privacy parameter ϵ values. Figure 2 shows the optimal s-
trategy of randomized response will achieve lower error than
the Laplace mechanism.

4. POLYCHOTOMOUS ATTRIBUTE
In the previous section, we compared the Laplace mech-

anism and the randomized response approach in collecting
information about one private binary attribute. In this sec-
tion, we extend to a sensitive polychotomous attribute with
t(t ≥ 2) mutually exclusive and exhaustive classes.

4.1 Randomized Response
The corresponding unknown proportions to be estimated

are denoted as π1, ..., πt. The randomization device is such
that an individual belonging to the vth category(v = 1, ..., t)
reports a random value u (u = 1, ..., t) with probability puv
and Σt

u=1puv = 1 for all v = 1, ..., t.
The matrix P = {puv} is called the design matrix, where

the sum of each column in P is 1.

P =



p11 p12 ... p1v ... p1t
p21 p22 ... p2v ... p2t
...

...
...

...
...

...
pu1 pu2 ... puv ... put
...

...
...

...
...

...
pt1 pt2 ... ptv ... ptt


(13)

Similarly we have two types of classic queries in the data
collection scenario.

• Q1: what is the probability of correctly estimating
xi of individual Ci corresponding to the sensitive at-
tribute X?

• Q2: what is the proportion of X = 1, · · · , t?

Let Pr(xi = v → x̂i = v) denote the probability of cor-
rectly reconstructing the individual’s value as v from the
perturbed data, given that the original value xi is v where
v ∈ {1, · · · , t}. This reconstruction probability implies how
much information is preserved in the randomization process.

Pr(xi = v → x̂i = v) =

t∑
u=1

P (yi = u|xi = v)P (x̂i = v|yi = u)
(14)

The probability λu of the (randomized) response u is given



by

λu = Σt
v=1puvπv (u = 1, ..., t) (15)

Defining λ= (λ1, ..., λt)
′ , πππ = (π1, ..., πt)

′, we obtain in
matrix notation

λ = Pπ (16)

Lemma 2. (Chapter 3.3 [3]) With a simple random sam-

ple with replacement of size n, let λ̂ be the vector of sample
proportions corresponding to λ. Then assuming the nonsin-
gularity of the design matrix P, an unbiased estimator of π
emerges as

π̂ = P−1λ̂. (17)

An unbiased estimator of the dispersion matrix is given by

disp(π̂) = (n− 1)−1P−1(λ̂δ − λ̂λ̂′)P′−1
, (18)

where λ̂δ is a diagonal matrix with the same diagonal ele-
ments as those of λ̂

4.2 Randomized Response vs. Laplace Mech-
anism

Similar as the binary case, the values in each row u (u ∈
{1, 2, ..., t} of the design matrix denote the probability that
the random output is u. Differential privacy requires that
the maximum value difference in each row is bounded by eϵ.
Thus we have the following result.

Result 3. The randomized response is ϵ-differentially pri-
vate if ϵ ≥ lnmaxu=1..t

maxv=1..t puv
minv=1..t puv

.
In order to maximize the sum of the diagonal elements,the

design matrix for randomized response Prr = {puv} should
be in the following form,

puv =

{
eϵ

t−1+eϵ
; if u = v

1
t−1+eϵ

; if u ̸= v
(19)

Proof. For a given predefined distortion matrix P =
{puv}, following the randomized strategy with P, called R,
to collect data, for an arbitrary randomized response u(∈
1, 2, ..., t) corresponding to input value of v, v′ ∈ 1, 2, ..., t,
we have

P (R(v) = u)

P (R(v′) = u)
=

puv
puv′

≤ max
u=1..t

maxv=1..t puv
minv=1..t puv

≤ eϵ (20)

Similarly as the binary case, in order to maximize the sum
of the diagonal elements, the distortion matrix for random-
ized response Prr = {puv} should be in the form in Equation
19.

In other words, in the optimal form of the design matrix,
all diagonal entries are set as eϵ

t−1+eϵ
and all off-diagonal

entries are set as 1
t−1+eϵ

. We can also achieve differential
privacy by adding Laplace noise. The global sensitivity is
t−1. So the Laplace noise is generated from the distribution
Lap( t−1

ϵ
). Because the perturbed outputs are numerical, we

postprocess to map them to an index value from 1 to t as
shown in Equation 21.

yi =



1; if xi + Lap((t− 1)/λ) ∈ (−∞, c1]

2; if xi + Lap((t− 1)/λ) ∈ (c1, c2]

...

u; if xi + Lap((t− 1)/λ) ∈ (cu−1, cu]

...

t; if xi + Lap((t− 1)/λ) ∈ (ct−1,∞)

(21)

where cu is in the range [u, u+ 1].
Note that in this scenario, the strategy of perturbation

by Laplace mechanism is also a special case of the ran-
domized response strategy. We give the form of the corre-
sponding design matrix in Equation 23. The following result
shows such Laplace mechanism with postprocessing satisfies
ϵ-differential privacy. We also give the best postprocessing
strategy with the corresponding design matrix.

Result 4. The Laplace mechanism of adding random noise
from distribution Lap( t−1

ϵ
), with postprocessing strategy fol-

lowing Equation 21 is ϵ- differentially private.
In order to maximize the sum of the diagonal elements

in the corresponding design matrix for Laplace mechanism,
Plm, we have cu = u+0.5 for u ∈ {1, 2, ..t− 1} in Equation
21. The corresponding design matrix Plm = {puv} has the
following form,

puv =


Fv, ϵ

t−1
(1.5); if u = 1

1− Fv, ϵ
t−1

(t− 0.5); if u = t

Fv, ϵ
t−1

(u+ 0.5)− Fv, ϵ
t−1

(u− 0.5); otherwise

(22)
where Fv, ϵ

t−1
is the cumulative distribution function of Laplace

distribution with mean value of v (v ∈ {1, 2, ..., t}), variance
of 2λ2 and λ = (t− 1)/ϵ.

Proof. The distortion matrix for the Laplace mechanism
with the postprocessing strategy following Equation 21 has
the following general form, where u, v ∈ {1, 2, ..., t}

Plm =

F1(c1) ... F1(cu)− F1(cu−1) ... 1− F1(ct−1)
F2(c1) ... F2(cu)− F2(cu−1) ... 1− F2(ct−1)

...
...

...
...

...
Fv(c1) ... Fv(cu)− Fv(cu−1) ... 1− Fv(ct−1)

...
...

...
...

...
Ft(c1) ... Ft(cu)− Ft(cu−1) ... 1− Ft(ct−1)



T

(23)
We denote the function of the sum of the diagonal elements
in the distortion matrix for the Laplace mechanism Plm as

func(c1, c2, ..., ct−1) =

t∑
i=1

Plm(i, i).

We have

func(c1, c2, ..., ct−1) = F1(c1) + (F2(c2)− F2(c1)) + ...

+ (Fv(cv)− Fv(cv−1)) + ...+ (Ft−1(ct−1)− Ft−1(ct−2))

+ (1− Ft(ct−1))

= (F1(c1)− F2(c1)) + (F2(c2)− F3(c2)) + ...+

(Fv(cv)− Fv+1(cv)) + ...+ (Ft−1(ct−1)− Ft(ct−1)) + 1
(24)



In order to maximize func(c1, c2, ..., ct−1), we need to find
each cv for v ∈ {1, 2, ..., t − 1} that maximize Fv(cv) −
Fv+1(cv). Since v ≤ cv ≤ v + 1, we have

Fv(cv)− Fv+1(cv) = 1− 1

2
e−

(cv−v)ϵ
t−1 − 1

2
e−

(v+1−cv)ϵ
t−1 ,

which is maximized when cv = v+0.5. Thus func(c1, c2, ..., ct−1)
is maximized when cv = v+0.5 for all v ∈ {1, 2, ..., t−1}.

4.3 Utility Comparison
Intuitively, the utility depends on the diagonal elements

in the design matrix. The Laplace mechanism based ap-
proach degrades the utility by favoring the values near the
correct value. The sum of diagonal elements in Plm is ac-
tually smaller than that in Prr (for details see the proof
of Theorem 5). In consistence with the binary case, the
randomized response achieves better utility than the classic
Laplace mechanism in data collection scenario.

Theorem 5. Given ϵ, for the randomized response scheme
with Prr and the Laplace mechanism based on Plm, we have
ERRORrr(x̂i) ≤ ERRORlm(x̂i).

Proof. Intuitively, the utility depends on the diagonal
elements in the distortion matrix. The Laplace mechanis-
m based approach will degrade the utility by favoring the
values near the correct value. We first give the proof that
the sum of diagonal elements in Plm is smaller than that in
Prr. Here for the Laplace mechanism, we have cv = v+ 0.5
for all v ∈ {1, 2, ..., t − 1}. We denote the sum of diagonal
elements as

Sumlm = t− (t− 1)e
ϵ

2(t−1) .

For randomized response mechanism, we have

Sumrr =
teϵ

t− 1 + eϵ
.

For ϵ > 0, t > 2, we have

teϵ

t− 1 + eϵ
> t− (t− 1)e

ϵ
2(t−1)

⇔ (τ + 1)m

τ +m
> τ + 1− τm− 1

2τ (τ = t− 1,m = eϵ)

⇔ 0 > (τ + 1)m
1
2τ − (τ +m)

(25)

We denote, for m > 1, τ > 1,

func(m, τ) = (τ + 1)m
1
2τ − (τ +m).

Since ∂func
∂m

< 0 and func(1, τ) = 0 for all τ values, we
have func(m, τ) < 0 holds for all m > 1, τ > 1. Thus we
have Equation 25 holds for any ϵ > 0 and t > 2. Then
similar as the binary case, we can see that the utility of
the randomized response scheme is better than that of the
Laplace mechanism with respect to Q1.

Similarly as the binary case, we define the expected er-
ror of the estimator π̂v for the proportion of category v
(v ∈ {1, 2, ..., t}) as its variance, the diagonal element in the
unbiased estimate of dispersion matrix disp(π̂) following the
randomized mechanism A. We have ERRORA(π̂v) = disp(π̂)vv
where v ∈ {1, 2, ..., t}.
However, it is intractable to directly prove that the ran-

domized response strategy following the design matrix in

Equation 19 could achieve lower expected error of the esti-
mator π̂v than the Laplace mechanism based approach fol-
lowing Equation 23 does. But intuitively we can see that the
Laplace mechanism based approach will degrade the utility
by favoring the values near the correct value. As shown in
the proof of Theorem 5, the sum of the diagonal elements
in Plm is smaller than that in Prr, which indicates that
the estimation based on the randomized response mechanis-
m following Prr is expected to achieve smaller error than
that based on the Laplace mechanism following Plm.

5. ACCURACY ANALYSIS OF RANDOM-
IZED DATASET

We extend our analysis to the scenario of multi-variables
with multi-categories in our distortion framework.

5.1 Multiple Attributes
To be consistent with notations, we denote the set of vari-

ables by X = {X1, · · · , Xs}. Note that, for ease of pre-
sentation, we use the terms “attribute” and “variable” inter-
changeably. Each variable Xu has du mutually exclusive and
exhaustive categories. We use iu = 1, · · · , du to denote the
index of its categories. For each data record, we apply the
randomized response model independently on each sensitive
variable Xu using different settings of distortion.

Formally, let πi1,··· ,is denote the true proportion corre-
sponding to the categorical combination of s variables (X1i1 ,· · · ,
Xsis) in the original data, where iu = 1, · · · , du (u = 1, · · · , s),
and X1i1 denotes the i1th category of attribute X1. Let π
be a vector with elements πi1,··· ,is arranged in a fixed order.
The combination vector corresponds to a fixed order of cell
entries in the contingency table formed by these s variables.
Similarly, we denote λi1,··· ,is as the expected proportion in
the randomized data.

For the case of s multi-variables, we denote λµ1,··· ,µs as
the expected probability of getting a response (X1µ1 , · · · , Xsµs)
and λ the vector with elements λµ1,··· ,µs arranged in a fixed
order. For example, given a dataset with two variables, Gen-
der with domain values {male, female} and Race with do-
main values {black, white,asian}, we have d1 = 2 and d2 = 3.

The vector π = (π11, π12, π13,π21, π22, π23)
′
corresponds to

a fixed order of cell entries πij in the 2×3 contingency table.
π12 denotes the proportion of records with male and white.

Let P = P1 × · · · × Ps, we can obtain

λ = Pπ = (P1 × · · · × Ps)π (26)

where × stands for the Kronecker product 1.
The original database D is changed to Drr after random-

ization. An unbiased estimate of π based on one given real-
ization Drr follows as

π̂ = P−1λ̂ = (P−1
1 × · · · × P−1

s )λ̂ (27)

where λ̂ is the vector of proportions calculated from Drr cor-
responding to λ and P−1

u denotes the inverse of the matrix
Pu.

5.2 Variance of Derived Measure
Many measures (including entropy, mutual information,

Pearson Correlation, G2-likelihood) can be expressed as one

1Kronecker product is an operation on two matrices, an m-
by-n matrix A and a p-by-q matrix B, resulting in the mp-
by-nq block matrix



derived random variable (or function) from the observed
variable π. Similarly, its estimate from the randomized da-
ta can be considered as another derived random variable
from the input variable π̂. One natural question is how to
calculate the variance of those estimates. In the following,
we introduce the use of the delta method [19] to derive the
variance of variours measures.
Let Z be a random variable derived from the observed

random variables Xi (i = 1, · · · , k): Z = g(X1, X2, ..., Xk).
According to the delta method, a Taylor approximation of
the variance of a function with multiple variables can be
expanded as

var{g(X1, X2, ..., Xk)} =

k∑
i=1

{g′i(θ)}2var(Xi)

+

k∑∑
i̸=j=1

g′i(θ)g
′
j(θ)cov(Xi, Xj) + o(n−r)

(28)

where θi is the mean of xi, g
′
i(θ) is the

∂g(X1,X2,...,Xk)
∂Xi

eval-

uated at θ1, θ2, · · · , θk.
We use the entropy function as an example. The entropy

function from information theory is defined as follows:

H(X) = −
∑

j∈Range(X)

πj log2πj (29)

We can estimate the entropy of the discrete random vari-
able X with possible values {1, 2, .., t} in the original dataset
using the estimator of the distribution π and the estimator
of the dispersion matrix disp(π) calculated following Equa-
tions 17 and 18.

Result 5. The variance of the estimated entropy can be
computed following Equation 28 where i, j ∈ {1, 2, ..., t}, k =

t, Xi = π̂i , ∂g(X1,X2,...,Xk)
∂Xi

= log2π̂i +
1

ln2
and var(Xi) =

disp(π̂)(i, i), covi̸=j(Xi, Xj) = disp(π̂)(i, j).

Different from the entropy which involves only one vari-
able, some measures such as chi-square statistics involve
multiple variables.

χ̂2 = n
∑
i

∑
j

{πij − πi+π+j}2

πi+π+j
(30)

It is easy to see χ̂2 can be considered as one derived variable
from the observed elements π̂X1···Xs and the marginal totals
of the contingency table. Following the same delta method,
we can derive its variance.

6. EMPIRICAL EVALUATION

6.1 YesiWell Data
We conduct our empirical evaluation using the real dataset

collected from the YesiWell pilot study. The study was
conducted in 2010-2011 as the collaboration among sever-
al health laboratories and universities to help people main-
tain active lifestyles and lose weight. Data gained from
this study includes information of various domains such as
biomarker, biometrics, social activities and so on. The Yesi-
Well pilot study is a randomized trial of an online health-
behavior change social network. The collected data set in
the YesiWell pilot study have more than 100 data tables
of three categories: physical activities, social activities, and

biomarkers. The record numbers of different tables vary
a lot, from 3 biomarkers (e.g., lab visit every 3 months)
to 639,708 records of physical activities (e.g., walking steps
measured per minute) for each participant over 6 months.

We conduct experiments on a chosen table which con-
tains 248 individuals’ biomarker information. In particular,
we focus on two sensitive attributes: LDL cholesterol (LDL)
with six domain levels and Total cholesterol (TC) with three
domain levels. Table 1 shows the description of LDL level-
s. Under each differential privacy threshold ϵ, we compare
the performance of the randomized response (with the corre-
sponding derived design matrix Prr) and that of the Laplace
mechanism (with the corresponding derived design matrix
Plm) from the utility preservation perspective. We focus on
proportion estimates of categories based on LDL levels, the
derived entropy of LDL, and the χ2 statistics of LDL and
TC. For each statistics, we report their estimate values and
derive standard deviations for two strategies: randomized
response and Laplacian mechanism.

We also conduct experiments on the YesiWell physical ac-
tivity social network which contains 185 users and 684 inter-
actions. Each interaction, represented as an edge between
two user nodes, is considered sensitive in our context. We
study how to enforce edge differential privacy in our social
network, i.e., the inclusion or exclusion of a link between two
individuals from the graph makes no statistical difference to
the results found. We focus on two classic graph features:
the degree sequence D = {di} where each entry represents
the degree of node i, and the number of triangle sequence
N∆ = {N∆(i)} where each entry represents the number of
triangles involving node i. We compare the performance of
the randomized response and that of the Laplace mechanism
and report their estimates and standard deviations for the
above two graph statistics.

In addition to our above study in the data collection sce-
nario, we also compare our randomized response with two
mechanisms, Laplacian mechanism and smooth sensitivity,
in the data query answering scenario where the trusted serv-
er keeps all unperturbed values and returns differential pri-
vacy preserving query answers.

6.2 Proportion Estimate
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Figure 3: Estimation of the distribution of each LDL
level when ϵ = 5



Table 1: LDL values
Level LDL cholesterol(mg/dL) Description
1 < 70 Ideal for people at very high risk of heart disease
2 70− 99 Ideal for people at risk of heart disease
3 100− 129 Near ideal
4 130− 159 Borderline high
5 160− 189 High
6 ≥ 190 Very high

Figure 3 shows the estimation result for each of six LDL
levels when ϵ = 5. For each level, the green bar represents
the original proportion value, the red bar shows the esti-
mated proportion value from the randomized response, and
the blue bar shows the estimated proportion value from the
Laplace mechanism. For each estimate, we also report its
standard deviation. We can easily observe that the random-
ized response achieves better utility preservation for each
level (with more accurate estimate and smaller standard de-
viation) than the Laplace mechanism.
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Figure 4: Average mean squared error for estima-
tion of the distribution of the six different LDL levels
vs. varying ϵ

Figure 4 shows the estimation results in terms of the av-
erage mean squared error of proportion estimates of the six
different levels between the randomized response and the
Laplace mechanism given varying ϵ values. We can easily
observe the averaged estimation error of the randomized re-
sponse is two-three orders lower than that of the Laplace
mechanism and the randomized response shows more supe-
riority than the Laplace mechanism when ϵ is small.

6.3 Derived Measures
We calculate the estimates of the entropy of the LDL.

Figure 5 shows the estimation results of the calculated en-
tropy values from two approaches with varying ϵ. We can
see that the red line (corresponding to the randomized re-
sponse) is more close to the green line (corresponding to the
real entropy value) than the blue line (corresponding to the
Laplace mechanism). The bar values (corresponding to their
standard deviation values) also clearly show the superiority
of the randomize response.
We calculate the estimates of the chi-square statistics be-

tween the LDL and TC. Figure 6 shows the estimation re-
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Figure 5: Estimation of the entropy of LDL vs. vary-
ing ϵ

sults of the χ2 statistics from two approaches with vary-
ing ϵ. We can see that the red line (corresponding to the
randomized response) generally lies more close to the green
line (corresponding to the real entropy value) than the blue
line (corresponding to the Laplace mechanism) with varying
ϵ values. The randomized response also has much small-
er standard deviation values than the Laplace mechanism,
which also indicates better utility preservation.
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Figure 6: Estimation of chi-square statistics between
LDL and TC vs. varying ϵ

6.4 Graph Statistics



The graph of the YesiWell social network contains 185
nodes and 684 edges. In the data collection scenario, the
untrusted server collects the link relationship information
from users. The link relationship between two users is sen-
sitive and should be protected. The collected social network
data with n users and m relationships can be represented as
an adjacency matrix An×n with 2m non-zero entries where
Aij = 1 denotes the presence of an relationship between us-
er i and user j, and Aij = 0 otherwise. In our setting, for
Aij , the client Ci applies the randomzied response (or the
Laplace mechanism) to send the server a randomized output
Yij ∈ 0, 1. After collecting all randomized relationships, the
server then applies the reconstruction process and generates
one instance of the social network with 2m non-zero entries
(denoted as Â). The generated graph instance satisfies ϵ d-
ifferential privacy and can be released for any analysis. In
this experiment, we conduct performance comparison be-
tween the randomzied response and the Laplace mechanism
using two graph features, the degree sequence D = {di} and
the number of triangle sequence N∆ = {N∆(i)}. Figure 7
and Figure 8 show comparison results in terms of the degree
sequence and the number of triangle sequence respectively.
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Figure 7: The average entrywise error of the degree
sequence vs. varying ϵ

Figure 7 shows the average entrywise error of the degree
sequence calculated from different approaches with varying
ϵ. In the figure, we denote the Laplace mechanism as LM
and the randomzied response as RR, each of which uses it-
s randomized graph topology respectively. We also report
the comparison with the output perturbation method, LM-
global, which adds the Laplace noise directly to the query
output. Note that LM-global is used in the data query an-
swering scenario where the server is assumed to have all the
true unperturbed data. However, any differential privacy p-
reservation query consumes a separate privacy budget. On
the contrary, the randomized data collected from LM and
RR can be released for any analysis with the same privacy
threshold. We can observe in Figure 7 that the random-
ized response achieves better utility preservation than the
Laplace method in the data collection scenario and the LM-
global incurs less estimation error than both RR and LM
(due to its small global sensitivity value GSD = 2).
Figure 8 shows the average entrywise error of the num-

ber of triangle sequence calculated from different approach-
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Figure 8: The average entrywise error of the num-
ber of triangle sequence vs. varying ϵ; LM-global
denotes the global sensitivity based Laplace mecha-
nism and LM-smooth denotes the smooth sensitivity
based mechanism.

es with varying ϵ. Note that the global sensitivity of N∆

is 3(n − 2). We denote the approach of directly adding the
Laplace noise based on the global sensitivity as LM-global.
The authors in [29] presented a approach to adding Laplace
noise based on the the smooth sensitivity [25], which can
significantly reduce the magnitude of the injected noise. We
denote the approach of adding the Laplace noise based on
the smooth sensitivity as LM-smooth. As above, we denote
the Laplace mechanism in our data collection scenario as LM
and the randomized response as RR. We can observe that
the average entrywise error of RR and LM is lower than that
either of LM-global or LM-smooth, indicating the local dif-
ferential privacy preserving data collection could be a better
choice than output perturbation for queries or analysis with
very large sensitive values. It is unsurprise that RR achieves
the best utility preservation.

7. RELATED WORK
Randomized response techniques have been extensively in-

vestigated in statistics (e.g., see a book [3]). Previous work
on privacy preservation using the randomized response mod-
el mainly focused on evaluating the trade-off between priva-
cy preservation and utility loss of the reconstructed data
(e.g., [1, 12, 13, 27]). For example, the authors in [1, 27] fo-
cused on measuring privacy from the attacker’s view when
the distorted records of individuals and distortion param-
eters are available. The authors in [12, 13] studied utility
preservation of various statistics (e.g., correlation) and data
mining tasks with the unknown distortion parameters.

Some research studied the problem of determining the
optimal distortion parameters to achieve good performance
(e.g., [11, 17]). Specifically, the authors in [11] studied how
to choose distortion parameters such that certain chosen
marginal distributions in the original data are left invari-
ant in expectation of the randomized data. The authors
in [17] developed a heuristic method of searching of optimal
distortion parameters to balance privacy and utility.

The authors in [10] first presented the notation of privacy



breaches based on amplification where it provides guaran-
tee limits on privacy breaches without any knowledge of the
distribution of the original data. Local differential priva-
cy was formally proposed in [6, 18] as a strong measure of
privacy under the data collection scenario, where individu-
al clients are willing to share their data but are concerned
about revealing sensitive information. The authors stud-
ied the problem of utility maximization under local differ-
ential privacy and developed a family of extremal mecha-
nisms called the staircase mechanisms and showed that two
simple staircase mechanisms (the binary and randomized re-
sponse mechanisms) are optimal in the high and low privacy
regimes. In [18], the author mainly studies the tradeoff be-
tween local privacy and utility in hypothesis testing. In [6],
the authors studied the tradeoff between privacy guarantees
and the utility of mean estimation in location family model
and convex risk minimization. Most recently, the authors in-
troduced Randomized Aggregatable Privacy-Preserving Or-
dinal Response, or RAPPOR [9] for handling multiple data
collections from the same client by providing longitudinal
differential privacy guarantees. In our paper, we studied
the commonly used calculations including individual value
estimate, proportion estimate, and the estimates of various
derived statistics with multiple polychotomous attributes.
We derived the explicit formula of the mean squared error
of those estimates and prove that the randomized response
outperforms the Laplace mechanism which is more frequent-
ly applied for privacy preservation data mining. Especially,
our evaluation also indicates that for social network mining
tasks that have large function sensitivity, our proposed ran-
domized response strategy can incur much less utility loss
than the traditionally used output perturbation based on
Laplace mechanism with either global sensitivity or smooth
sensitivity does.
Differential privacy research has been significantly studied

from the theoretical perspective, e.g., [4,16,20,21,31]. There
are also studies on the applicability of enforcing differential
privacy in real world applications, e.g., collaborative rec-
ommendation [24], logistic regression [4,32], publishing con-
tingency tables [2, 30] or data cubes [5], privacy preserving
integrated queries [23], computing graph properties such as
degree distributions [15] and clustering coefficient [26], and
spectral graph analysis [28] in social network analysis. The
mechanisms of achieving differential privacy mainly include
the classic approach of adding Laplacian noise [8], the ex-
ponential mechanism based on the smooth sensitivity [24],
and the functional perturbation approach [4, 32]. Most of
the above works focused on the data publishing scenario.

8. CONCLUSIONS AND FUTURE WORK
In this paper we have studied local privacy preservation

where an untrusted server wishes to learn statistics or pub-
lish the collected client data while guaranteeing the privacy
of each contributing individual. In this case, the privacy
is ensured by each client individually without a need for a
trusted server. The client does not have sufficient informa-
tion about the data distribution which is required in the
biased sampling of the exponential mechanism. The use of
the randomize response is a feasible option. Moreover, the
randomized response enables easy estimations of accurate
population statistics while preserving the privacy of the in-
dividual respondents. We have conducted theoretical anal-
ysis and empirical evaluations to show that the developed

randomize response significantly outperforms the approach
of directly adding the Laplace noise in the data collection
scenario in terms of utility preservation. This result is espe-
cially promising for data mining or exploration tasks with
interactive processes, in which a user can adaptively query
the system about the data. The user now has options of
using the released data rather than submitting to the serv-
er new queries that incur further consumption of privacy
budget.

There are some other aspects of this work that merit fur-
ther research. Among them, we will continue the line of this
research by investigating how to enforce differential privacy
for other complex functions or social network analysis tasks.
We will study the potential use of randomized response on
numerical data. In this work, we measure the utility preser-
vation in terms of the variance. Several theoretical works on
the privacy mechanism design (e.g., [6]) proposed the use of
a general utility-maximization framework under differential
privacy where the utility function can be a general function
depending on the noise added to the query output. We will
explore the use of the general function to measure the utility.
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