
cron
? Cron is  a  too l  used to  automate tasks.
? Linux uses “Vix ie-cron”  based on the 1970s 

UNIX c ron .
? ca l led  c rond on Red Hat  sys tems
? cron's conf igurat ion f i le is cal led “crontab”



cron's uses
? Remove junk  f i les  f rom the  sys tem.
? Reload mai l  a l iases
? Reset/Rotate log f i les
? Synchron ize databases
? Check ing network resources



crontab
? crontab is  located in three p laces:

– /var/spool/cron
? contains user's crontabs
? based on username

– /etc/cron.d
? typically used by software installations

– /etc/crontab
? maintained by system administrator



how cron works
? Cron reads a l l  i ts  conf ig  f i les in to memory 

then s leeps.
? Every  minute  c ron wakes

– checks for updates to its config f i les
– reloads updated fi les
– executes any tasks scheduled for that minute.

? Output  of  cron is  emai led to the owner of  the 
crontab



how cron works
? cron  does  no t  compensate  fo r  commands 

m issed
– while the system is down
– due to t ime changes greater than 3 hours 

(anacron does this)
? For  t ime changes less than 3 hours  cron

– w il l  run any commands skipped by the t ime 
change

– w il l  not re-run any commands repeated by the 
t ime change



crontab fields
? min hr day month wday [usr] cmd

– m inute [0-59]
– hour [0-23]
– day [1-31]
– month [1-12]
– weekday [0-6] (0=Sunday)



crontab format
? Comment l ines star t  wi th #
? Fie lds are separated by whi tespace

– whitespace is taken literally in the command field
? The command shou ld  no t  be  quoted
? The username is  on ly  found in  /e tc /crontab 

and /etc/cron.d and te l ls  cron which user to 
run  the  command as



crontab format
? t ime f ie lds can be

– a star which matches everything
– a single integer which matches exactly
– two integers separated by a dash, matches a 

range
– a comma-separated series of integers or ranges 

matching any l isted value.
– a range divided by a number provides steps

? 0,3,6,9,12,15,18,21 can be wri t ten 0-21/3
? 0-55/5 8-17 * 1,3,8 5 /usr/bin/sync



crontab format
? I f  day and weekday are both speci f ied,  then 

the command is  run on that  day o f  the month 
AND that  day o f  the  week.

? 0,30 * 13 * 5 /usr/bin/updatedb
– Every half-hour on Friday and every half-hour on 

the 13th update the locate database



crontab format
? %  is used to indicate newl ines in the 

command
– 1st l ine is the command
– 2nd l ine is standard input to the command

? 30 12 * * 1-5 write melee % Lunchtime
– R e m ind user melee that i t  is lunchtime at 12:30 

every Monday through Friday



crontab command
? crontab

– Command to modify a users crontab
– Flags

? -e checks out a copy of the user's crontab and invokes 
your editor on it,  then resubmits it  to the crontab 
directory

? - l  l ists the contents of the user's crontab
? -r removes the user's crontab
? -u specif ies a username (root only)



cron access
? Access to  Cron can be determined by  

/etc/cron.deny and /etc/cron.al low.
– If /etc/cron.allow exists, then only people specified 

in the f i le can access cron.
– Otherwise /etc/cron.deny is checked to see who 

cannot access cron.


