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Abstract—Correlation power analysis, a method aiming to
reveal the secrets of a cryptosystem, is based on one fixed
time point of the captured power traces, which unveils the
largest key dependent information leakage. In this paper, we
propose a new power trace model based on communication
theory to better understand and to efficiently exploit power
traces in side channel attacks. Then, a new attack method
denoted as Power Amount Analysis is proposed, which takes
more time points into consideration compared to the correlation
power analysis. Based on this trace model, we compare and
discuss attack results produced by both methods at identical
attack conditions. The superior efficiency of the Power Amount
Analysis is demonstrated for an AES-128 encryption module.
As an additional asset, this method features a high robustness
in presence of randomly misaligned power traces.
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I. INTRODUCTION

In 1999, Kocher et al. published a paper called Differential

Power Analysis (DPA) [1]. These authors introduced a novel

analysis method for revealing the secret key of a cryptosys-

tem, which became the premier approach for exploiting the

temporal power consumption for side channel attacks of a

cryptosystem.

In the past decade, many researchers addressed the side

channel properties of cryptosystems. This research work may

be classified in two main directions: one direction is aimed

to the development of efficient analysis methods to eventually

attack the system. The second direction is dedicated to the

invention or creation of countermeasures to harden the system

and to thus minimize the success rate of such attacks. In other

words, a still open competition between attack and defense of

cryptosystems has been established.

In the area of attack methods, Chari et al. published in 2002

a paper on so-called template attacks [2]. In 2004, Brier et al.

proposed the Correlation Power Analysis (CPA) method [3].

Later, in 2005, the stochastic analysis approach was introduced

by Schindler et al. [4]. In the area of anti-attacking, on

the other hand, a large number of countermeasures aimed

at reducing the information leakage, i.e., the hardening of a

cryptosystem, as detailed in, e.g., [7], [8].

The general idea of the attacking methods mentioned above

is that the adversaries mimic the variation of the power con-

sumption behavior in time domain of the cryptosystem at hand

by constructing the key dependent power model. Then, various

statistical methods are applied to analyze the relation between

power model and measured power traces, e.g., correlation

coefficient, least squares, or maximum likelihood, then to

eventually unveil the secret of the cryptosystem.

Usually, the key dependent power model is based on some

operation states stored in registers of the cryptosystem hard-

ware. Although these states change instantaneously, all in all

it takes time to calculate and to store them. For instance, if

this process requires 0.1ms and is being monitored by means

of an oscilloscope operated at a sample rate of 1MHz, i.e.,

the sample interval is 10−6s, then 100 discrete points, which

carry part of the information leakages, will be used to depict

results of this process in the monitored curve in time domain.

In other words, all these points can be used to reveal the secret

key of the cryptographic system.

In CPA attack, the secret of the cryptographic system is

indicated by the highest correlation peak, i.e., the maximum

similarity between the power traces and key dependent power

model. Compared to other time points, the highest correlation

coefficient value comes from one certain fixed time point of

the captured traces. This means that the other time points of

the recorded power traces do not explicitly contribute to the

information leakage of this analysis method. They are only

used for reference calculations. In other words, in CPA attack

just one time point is being exploited, while the other time

points, which clearly do contain parts of the total information

leakage, are discarded.

Therefore, we propose in this paper a way how to exploit

more time points contributing to the information leakage in the

attack without significantly increasing the computation effort

by introducing a new power trace model. Based on this model,

we suggest a new attack method, which is able to exploit

hundreds or even thousands of time points for revealing the

secret key. It is shown that the related computational time is

less than needed for the CPA attack.

The paper is structured as follows. In section 2 we first detail

how CPA works and its trace model looks like. In section

3, we define the new trace model based on communication

theory and introduce the information leakage extraction from

this model as well as a related attack method. Section 4

presents a comparison of results by executing both CPA and

the new analysis method under identical conditions on both

raw and artificially misaligned traces produced from a FPGA-
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based cryptosystem running AES-128 encryption. Finally, we

conclude with a summary of the advantages and benefits of

the new analysis method.

II. CORREALTION POWER ANALYSIS

In this section some basic definitions will be given first,

which are used in this and in the upcoming sections.

A. Basic Definitions

Input: A set of plaintext d with size D, where di represents

the ith plaintext and i ∈ [1, D].
Output: A set of ciphertext c with size D, where ci repre-

sents the ith ciphertext, which corresponds to the plaintext di.

Subkey: All the possible subkey values consist of a set k

with size K. For instance, a subkey byte has 28 possible key

values, i.e., K = 256. ki denotes the ith subkey value.

Power Trace Matrix T: It is constructed from D power

traces, captured by a sampling oscilloscope, while the cryp-

tosystem is processing all inputs d. Each trace has M sample

points. Ti,1:M holds the ith measured power trace related to

input di.

Analysis Region: Because there are a large number of time

points in the captured traces, we do not need to analyze each

and every of these points. Therefore, we introduce an area of

interest called analysis region in the captured traces, which

contains the information leakage both of the selected power

model and the part of the consumption the adversary focuses

on. For instance, for an AES-128 captured trace, if the power

model is constructed on the basis of the last round operation,

then the analysis region should be the area, where the last

round peak exists.

Following abbreviations are applied where appropriate: Ex-

pectation (E), Variance (V ar), Standard Deviation (Dev),

Correlation Coefficient (CorrCoef ).

B. Model of Power Traces

The power traces are captured and recorded by a sampling

oscilloscope while either encryption or decryption is running.

As a matter of fact, the existence of noise in the recorded

power traces is inevitable. The total power consumption of

the cryptosystem may then be determined as follows.

Ptotal = Pop + Pdata + Pel.noise + Pconst (1)

At each point in time of the recorded traces the total

power may thus be modeled by (1), where Pop is the

operation dependent power consumption, Pdata defines the

data dependent power consumption, Pel.noise denotes power

resulting from the electronic noise in the hardware, which

features a normal distribution, i.e., Pel.noise ∼ N(0, σ2)
holds, and Pconst represents, depending on the technical

implementation, some constant power consumption [6, p.

62]. All these parameters are additive, independent, and

functions of time. But the power model is exploited in CPA

to analyze just a single point in time rather than the complete

power function in time domain. CPA aims at a traversal

of all the captured traces at a certain point in time, i.e.,

the same time point, but in different traces. Therefore, the

precondition of CPA to mount an attack successfully is that

the power consumption values at each time point are yielded

by the same operation in the cryptographic algorithm. In

other words, it is very important that the measured traces

are correctly aligned in time as pointed out in, e.g., [6, p. 120].

C. Power Model

Power models are in general based on both the algorithm

running in the hardware and its architecture. Considering,

e.g., the last round of the AES-128 algorithm, the Hamming

Distance (HD) model of the output register before and after

S-Box, respectively, as in, e.g., [6, p. 132], is given by (3):

HD = HammingWeight(ci ⊕ d̃i) (3)

where d̃i denotes a certain byte, e.g., the second byte of the

register stored in the last round before the S-Box, which

is the counterpart for ci. In contrast, the Hamming Weight

(HW) model of the output register is given by:

HW = HammingWeight(ci ⊕ ki) (4)

Another possible classification of the power model is pro-

posed in the following.

Instantaneous Model: A power model based on the state at

some time point of a certain register, e.g., HW power model.

Process Model: A power model, based on the two states

changing within a time interval, e.g., HD power model.

D. CPA Attack Phase

Step1: Plaintext d or ciphertext c and the subkey k are

mapped by the power model, for example exploiting (3) or

(4), to form a matrix, which is named hypothesis matrix H,

with size D ×K.

Step2: Analysis of power trace matrix T and hypothesis

matrix H by calculating correlation coefficient, which yields

the result matrix R with size K ×M . The elements of R are

calculated from

Ri,j = CorrCoef(T1:D,j , H1:D,i) (5)

where i ∈ [1,K] and j ∈ [1,M ]. Then, the unique time point

featuring the maximum value of R is determined next, which

indicates the correct key value.

III. POWER AMOUNT ANALYSIS

In this section, we propose a trace model to address the

power consumption in a different way, which relies on prin-

ciples adopted from communication theory. Then, based on

this model, an new attacking method, named Power Amount

Analysis (PAA) is introduced, which is characterized by an

exploitation of much more time points compared to CPA. In

PAA we exploit in general more than one hundred points to

efficiently extract the information leakages and to attack the

cryptosystem successfully as detailed in the sequel.
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Figure. 1: Abstract Signal and Noise Model

A. Hardware Model

Communication theory has been developed for more

than one hundred years. Many models were proposed and

are currently used to evaluate the communication channel.

Among these models, there exists a simple and easy one,

which is named Additive White Gaussian Noise (AWGN)

channel, e.g., [9, p. 167], [10]. For example, a discrete time

AWGN channel is given as follows:

O[i] = S[i] +N [i] (6)

where S[i] is the input signal of the channel at time point i,

O[i] denotes the output of the channel, and N [i] represents the

additive white Gaussian noise while the input signal passes

through the channel. As assumed in the communications

field, for the noise N ∼ N(0, σ2) holds [9, pp. 29-30].

Consequently, we model the power trace of a cryptosystem

based on the communication model in (6). As shown in Fig.

1, the power consumption from the core chip is taken as the

input to the channel and noise is being added while it is

propagating. The time discrete trace of power consumption

function, captured by the oscilloscope, now consists of two

parts: the first one is the power consumption function of

the cryptographic chip while encryption or decryption runs

and contains the information leakage of the cryptosystem;

the other part contains the noise produced by the hardware,

which can be modeled as in the AWGN channel. Assume that

the power consumption of the core chip is pure, i.e., without

noise, and its temporal value is being transferred via the

electric circuit network to the oscilloscope. Meanwhile, the

AWGN adds the noise. Consequently, for each measurement

time point, the power traces are modeled as follows:

Po[i] = Pcore[i] +N [i] (7)

where Po[i] represents the output power consumption, which

is captured by the oscilloscope at time index i, Pcore[i] is the

power consumption generated by the cryptographic core chip

while running encryption or decryption, and N [i] is taken from

AWGN, i.e., for any measurement in time domain, the noise

features N ∼ N(0, σ2). Please note as an important property

that Pcore and N are independent and uncorrelated in time

domain.

Let us assume that an attack using a process model, e.g.,

the HD model, takes place from time points m1 to m2. Now,

we intend to calculate the power variation of the cryptographic

chip from m1 to m2, which contains the information leakage

the adversary is looking for, and matches the HD model very

well. Consequently, theoretically speaking, by calculating the

V ar(Pcore) in the time interval [m1,m2] for each trace and

then comparing the similarity between the variation power

consumption of the core chip and the key dependent hypoth-

esis matrix, one can eventually retrieve the secret key of the

cryptographic system.

However, we can not measure the Pcore values directly.

Each time point of the measurement contains a mixture of

power consumption Pcore and noise N as defined by (7).

Therefore, a straight forward calculation of V ar(Pcore) is

difficult, but we will show in the sequel how to derive it

indirectly.

B. Power Consumption of the Hardware Module

In reality, when a hardware device is working, its power

consumption is a continuous function in time domain. But

when a sampling oscilloscope is being used to monitor this

power function, only discrete points will be captured. These

discrete points constitute the curve Po, where Po[i] is the

instantaneous power at time index i.

The average power consumption Po in the time index

interval [m1,m2] can be approximately calculated by

Po =
1

m2 −m1 + 1
(Po[m1] + · · ·+ Po[m2]) (8)

Equation (8) denotes that the average power consumption

is just the mean of the power values within [m1,m2]. If one

increases the sample rate, i.e., more sample points in the

interval [m1,m2], then Po becomes an increasingly precise

estimator of E(Po). Consequently, (7) can be rewritten as

follows:

E(Po) = E(Pcore) + E(N)

= E(Pcore) (9)

Because E(N) = 0 and V ar(N) = σ2 hold and Pcore and

N are independent as well as uncorrelated in time domain,

from the equation above we can easily get V ar(Po) as:

V ar(Po) = V ar(Pcore) + V ar(N)

= V ar(Pcore) + σ2 (10)



Equation (10) consists of two parts. The first part is

V ar(Pcore), i.e., the variation of power consumption in

the cryptographic chip within [m1,m2], which is what the

adversary wants. The second part is σ2. The noise in a

trace series has the same variance σ2 for each single trace,

which is the fundamental property of the new trace model as

mentioned before. Thus, σ2 is a constant, which means that

V ar(Pcore) and V ar(Po) are in a linear relation.

As stated before, V ar(Pcore) cannot be calculated directly,

but it is in a linear relation to V ar(Po). Therefore, instead

of the calculation of V ar(Pcore), by just comparing the

similarity between V ar(Po) and H one will come to the

same results. In other words, V ar(Po) is the substitution of

V ar(Pcore).

Dev(Po) =
√
V ar(Pcore) + σ2 (11)

√
x = 1 +

1

2
(x− 1) +

1

8
(x− 1)2 + · · · (12)

Dev(Po) and V ar(Pcore) are non-linear functions because

of the relation by a square root as given in (11). Therefore, we

cannot use it as the substitution of V ar(Pcore) to attack the

system. But the square root may be expanded to a Taylor series

as given in (12), in which the first two terms of the series result

in a linear relation. Therefore, V ar(Pcore) and Dev(Po) can

be taken as almost linear functions. So, we can exploit this

approximation to further analyze the power consumption of

the system.

C. Attacking Phase

An important property of PAA is that an usage of more time

points involved in the analysis results in less traces needed for

a successful attack. There are two ways to achieve this goal:

1) Use more time points in the analysis region for the

attack.

2) Increase the sample rate of the monitor devices, i.e., use

an oscilloscope with a higher sampling rate.

Theoretically, the proposed PAA takes the time interval factors

into consideration, thus the process model fits such an attack

very well. On the contrary, the instantaneous model, e.g., HW

model, focuses on some time point only, thus by using such

a model the attack results of PAA will be not as good as

we would expect. According to the previous discussion, we

classify CPA as a single time point attack and PAA as a time

interval attack.

1) Attacking Procedure: The attacking procedure of the

PAA is given as follows.

Step1: Plaintext d or ciphertext c and the subkey k are

mapped by the power model, e.g., by equation (3), thus

generating the hypothesis matrix H with size D ×K.

Step2: Calculate the variance or standard deviation of each

row of the trace matrix T, i.e., Vi,1 = V ar(Ti,1:M ), where

i ∈ [1, D], as given in (13).

Step3: Calculate the results matrix R with size 1 × K by

analyzing vector V derived from (13) and hypothesis matrix

H, according to (14), whereas the correlation coefficient is

being used as the distinguisher as stated in (15).

R1,i = CorrCoef(V1:D,1, H1:D,i) (15)

where i ∈ [1,K] holds. Subsequently, the maximum correla-

tion value will be determined to find the correct key value.

IV. APPLICATION EXAMPLE

In this section several attacks on the SASEBO demo AES-

128 core featuring the TBL S-Box [11] will be discussed. HD

from (3) is being taken as the power model. In order to asses

and to compare the results produced by the attack methods

CPA and PAA, respectively, the number of power traces was

limited to 110,000. The experiments were ordered into two

sections as follows:

1) Attack the captured power traces directly with CPA first

and then with the proposed method PAA by exploiting

different numbers of time points.

2) Mount CPA and PAA to attack the traces featuring

small artificial misalignments in order to assess the

misalignment tolerance and thus the robustness of both

attack methods.

Three parameters are introduced to evaluate the experimental

results: Total Attackable Bytes represents the number of at-

tackable bytes; Total Trace Usage (TTU) denotes the number

of traces exploited for all attackable bytes; Total Attack Time

defines the time requirement in the attacking phase for all

attackable bytes. The later is a relative value, which depends

on the way of calculation and the performance of the attacker’s

computer.

A. Platform

The side channel attack standard evaluation board version

G (SASEBO) [5] is exploited as the test platform, which

embodies two Xilinx Virtex-II pro series FPGAs: one for board

control and one for cryptographic algorithms implementation.

Both FPGAs are running at 2MHz clock frequency.

B. Comparison of CPA and PAA Attack Results

Before presenting the experimental results, please note that

the parameter value of Total Attackable Bytes for all the attacks

in the following experiments is 16, i.e., all key bytes are

attackable. The figures in item Time Points Usage in the tables

mean that the time points usage always ranges from 1 to the

specific number given in the table. For instance, a value of 300

refers to the time point usage from position 1 to 300, which

means that in CPA attack 300 points need to be traversed in

order to find the largest correlation value and its specific time

point. In contrast, for the PAA attack all 300 time points are

considered jointly during the calculation.
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Figure. 2: Visualization of Results: a) CPA and PAA Attacks on Raw Traces, b) CPA and PAA Attacks on Misaligned Traces

TABLE I: Attacking Time of CPA and PAA

Type CPA PAA

Time Points Usage 1000 1000

Total Attack Time 247s
Var 142s
Dev 146s

1) Comparison of Total Attack Time: In order to compare

the total attack time, both CPA and PAA attacks were mounted

with 1000 time points each. Table I shows that the total

times for all attackable bytes of PAA resulting from exploiting

methods V ar and Dev are 146s and 142s, respectively, which

in both cases is considerably less than the associated value for

CPA.

2) Comparison of Total Trace Usage: The results were

generated by executing CPA attack on the analysis region with

searching totally 1000 time points and PAA attack with both

methods V ar and Dev to attack the traces, where the time

points usage was increased from 100 to 1000 by a step width

of 100 points. Table II shows that the TTU value in CPA attack

is 7100. For the PAA attack, however, less traces needed to

be used than that in the CPA attack. In order to have a clear

view of the results in Table II on the relation between the

time points usage and the trace curve, the figures in the table

are visualized in Fig. 2 a) with three additional trace curves

plotted in the analysis region. These plots clearly show that

TTU in PAA by using different numbers of time points are

all below the associated TTU value in the CPA attack. When

we increase the time point usage, then the TTU by using V ar

tends to show a straight line, i.e., to be more stable.

C. Misalignment Tolerance Test for CPA and PAA

As mentioned above, we expect that the PAA attack shows

a good robustness in presence of a reasonably small misalign-

ment of trace. Trace misalignment is sometimes intended as

a hardening countermeasure against power attacks [12]. In

order to demonstrate this additional robustness feature, the

misaligned traces are first generated by applying Algorithm

1 and then attacked by means of both CPA and PAA.

Algorithm 1 Misaligned Traces Generation

Require: Aligned Traces Ti,1:M

Ensure: Misaligned Traces T ′

i,1:W

1: Find a start point a in Ti,1:M

2: Generate an integer random number r, r ∈ [0, B]
3: Cut the traces from the point a+ r, with width W

4: Save the cut traces into set T ′

i,1:W

5: return T ′

i,1:W

1) Experiment: Each misaligned trace is generated artifi-

cially. The random number r of Algorithm 1 is an integer,

featuring values in the range from 0 to 20, i.e., the maximum

shift of a trace is 20 time points, whereas W = 1000 holds.

Three misaligned traces are displayed in Fig. 2 b): From

the time shift of the peak positions, one can clearly see the

misalignment of these traces.

2) Misalignment Tolerance Results: Table III shows the

misalignment attack results produced by executing both CPA

and PAA. The TTU of CPA attack by using 1000 time points

for the identification of the maximum leakage value increased

from 7100 (i.e., TTU when mounting CPA on raw traces) to
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TABLE II: Results of CPA and PAA Attacks on Raw Traces

Type CPA PAA

Time Point Usage 1000 100 200 300 400 500 600 700 800 900 1000

TTU 7100
Dev 4440 4540 4510 4490 4520 4830 5500 5480 5480 5480
Var 4460 4460 4510 4530 4530 4660 4650 4640 4630 4640

TABLE III: Results of CPA and PAA Attacks on Misaligned Traces

Type CPA PAA

Time Point Usage 1000 100 200 300 400 500 600 700 800 900 1000

TTU 8750
Dev 47020 16030 8820 5560 5340 5390 5820 5860 5820 5810
Var 46690 15230 7730 4930 4510 4540 4630 4620 4700 4690

8750. For the PAA attack, when using just 100 and 200 time

points for the calculation, the trace usage values are quite large,

but as the number of the time points is increased, the TTU

decreases gradually. After 400 time points usage, the TTU

value tends to become stable and is clearly less than the TTU

value in CPA attack. This phenomenon demonstrates that the

calculation of V ar and Dev show the statistic property, i.e.,

the more samples, the more precise the results. From Fig. 2

b), one can clearly identify this trend.

D. Attack Results Comparison

When comparing Fig. 2 a) and b) one can identify the fact

that in PAA attack with either method Dev or V ar, the TTU

values for 500 or more time points usage in b) are nearly the

same as in a). When providing enough time points for the

calculation, the TTU in PAA attack before and after a trace

misalignment is nearly stable, i.e., a small misalignment has

no major impact on the final results. In contrast, because of

the misalignment, a large increment of the TTU value in CPA

attack is evident. This shows that the PAA attack method can

handle a certain misalignment of traces much better than CPA.

From the tables and figures above, we can conclude that for

identical attack conditions the computational time for PAA is

less than in CPA. When providing enough time points for the

calculation, the misalignment tolerance of PAA is more robust

than in CPA, especially when utilizing the method V ar. In

contrast, the method Dev has a non-linear property, therefore

the results are not so stable as for the method Dev. TTU

values in these experiments are for PAA always less than in

the CPA attack. However, it is not clear at this point in time

whether this property applies in general. This question has to

be addressed in future research.

V. CONCLUSIONS

In this paper we introduced a new trace model based on

communication theory and a related attacking method called

PAA. The fundamental characteristic of the PAA approach

is an exploitation of many time points within the power

traces, which contribute to the information leakage in the

captured traces to reveal the secret key. The short attack

time and misalignment tolerance of this novel approach were

demonstrated by a direct comparison to CPA attack results

on both raw and artificially misaligned traces. The achieved

experimental results show that compared to CPA the PAA

attack requires considerably less computation time and less

power traces to successfully attack a cryptosystem. Although

the experimental results indicate that the trace usage in PAA

attack is smaller than in CPA, one cannot conclude yet that

this property is given for all application cases. We see PAA

as a new research direction, which provides a different way

to view and to understand power traces as a means to reveal

the secret key in cryptosystems and to evaluate the security of

cryptographic algorithm implementations.
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