
A Delay-based PUF Design Using Multiplexers on FPGA

Miaoqing Huang, Shiming Li

Department of Computer Science and Computer Engineering
University of Arkansas

Email: {mqhuang,sl003}@uark.edu

LUT A
OUT

CLK

IN

LUT in shift 
register mode

0 1

‘0’

LUT B
OUT

CLK

IN

0 1

‘0’

CLK

NB

NA

D flip-flop
(initialized to 

‘0’)

D Q

SetOUTA

OUTB

0 1

‘0’ ‘1’

1
0

1
0

‘1’
x

Input A

Input B

Figure 1. The new PUF design incorporating the challenge bit x.

Physically unclonable functions (PUFs) have been a hot

research topic in hardware-oriented security for many years.

Given a challenge as an input to the PUF, it generates a

corresponding response, which can be treated as a unique

fingerprint or signature for authentication purpose. In this

paper, a delay-based PUF design involving multiplexers

on FPGA is presented as shown in Figure 1. Due to the

intrinsic difference of the switching latencies of two chained

multiplexers, a positive pulse may be produced at the output

of the downstream multiplexer. This pulse can be used to

set the output of a D flip-flop to ‘1’. The proposed design

improves the randomness of the outputs of the PUF by

Anderson [1]. A new pair of driving sequences, i.e.,

Input A: 0x8888 · · ·(1000100010001000 · · · ) and
Input B: 0x4444 · · ·(0100010001000100 · · · ),

is used such that the output would be ‘1’ if the bottom

multiplexer is faster than the top one, and vice versa.

Further, it is proposed to directly incorporate the challenge

bit into the primitive PUF design to bring another layer of

randomness for the response. In Figure 1 either multiplexer

B or multiplexer C is chosen to pair with multiplexer A

depending on the value of the challenge bit x.
The proposed PUF design is implemented on Xilinx

Virtex-6 FPGA for experiments. As shown in Figure 2, two

slices in the same CLB are used to implement a primitive

PUF. It is found that it is important to keep a proper distance

between the pair of multiplexers in order to generate the

positive pulse with 50% probability. Therefore the three

multiplexers within the dashed circles are chosen. The

x

Figure 2. The prototype implementation of the proposed primitive PUF
design on Xilinx Virtex-6 FPGA.

Driving Sequence Generator produces the control signals

for them properly. Input A is constantly 0x8888· · · . Input B
is 0x4444· · · (when x=‘1’) or 0xFFFF· · · (when x=‘0’).
Correspondingly, Input C equals 0xFFFF· · · (when x=‘1’)
or 0x4444· · · (when x=‘0’).
We have implemented a 130-bit PUF design on 5 different

FPGA boards. On each board, the same PUF is implemented

at 6 different locations. The average number of bit ‘1’ in

the 130-bit PUF output is 64 when the challenge bits are set

to all 1’s. 435 pair-wise Hamming distances are calculated.

The majority (>64%) of the Hamming distances is within

the range of [61:70]. Flipping the value of challenge bits

also demonstrates a good randomness in outputs.
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