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Secure Real-Time Operating System for CPS

Abstract: Cyber-Physical Systems (CPSs) are the next-generation engineering systems built upon the synergy of 
computational, networking, and physical components. With the rapid advancements in computing, mobile 
communication and wireless sensor networks, CPSs fill the gap between cyber world and physical world by merging 
computing and communication with physical processes. Due to its potential benefits to society and economy, CPSs has 
drawn a great deal of attention from academia, industry and government. While most of the applications are aiming at 
safety-critical domains, due to the nature of tight coupling between information technology and physical systems of 
CPSs, security is a big concern and a series of new security challenges have been introduced that require novel 
approaches.
Many important application domains such as energy, transportation and medical systems require high stability, 
integrity, robustness and real-time guarantees, all of which rely on the embedded devices deployed in the field and the 
Real-Time Operating Systems (RTOSs) running inside them. Therefore we believe a secure RTOS is crucial for any 
CPS system. Unfortunately traditional RTOSs cannot fit such high demands and none is specifically designed for 
CPSs. We cannot foresee what type of applications may need to run on the RTOS in the future, and we cannot 
generally assume that all the applications running on the platform will behave nicely, especially when everything is 
connected. The RTOS must provide guarantees on certain properties that can ensure that critical applications get their 
jobs done in a timely manner even under an adversarial environment.
Our research tries to address security concerns of CPSs on the system level of physical processes. We intend to design 
a formally verifiable, resilient microkernel-based RTOS for CPSs that guarantees to preserve the real-time and 
integrity properties of critical application(s) running along with untrusted peers in a temporal and spatial separated 
environment.
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