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Abstract
Imagine a world where you walk into a retail store and you are greeted by a store associate by first name. Then he hands you a shopping cart. You load your shopping list into the attached the mobile smart device. The smart device guides you through the myriad of isles taking you exactly where you need to be. You pick up what you need and the application reads the tag on the item and adds the cost to your bill. When you are done with your grocery shopping, you go to the check out lane and all you have to do is run the cart through a portal door where all your items are automatically scanned and billed for you. Then you slide in your credit card and voila you are on your way home. RFID is going to offer all these amenities to make everyone’s life simpler. RFID is widely used in supply chain today to drive efficiency and in stock. With this additional information comes the threat of privacy and security. In this paper we look at various usage of RFID technology, how it may violate privacy and security, and remedies and solutions that may help with privacy and security.   
Introduction
In this study privacy is defined as the state of being free from unsanctioned intrusions. With the increase in availability of information, the need for privacy, privacy public policy and privacy technology is also increasing. Information about people and corporations is becoming readily available and people and organization are striving to protect their information such that it does not fall into unwanted custody. 
People are becoming more concerned about maintaining their privacy due to the lack of it that exists now. With existence and growth of companies that collect and distribute pertinent data to companies, every individual is being profiled. These profiles contain details of their interests, their needs and their lifestyles. This is an intrusion into private lives of individuals and is raising concerns. The internet is also another area where privacy concerns rise with the increase spyware activities. If I’m searching for a home mortgage loan at different sites and am requesting important information using by hotmail address, within 24 hours I am confident that I will receive more mail about home mortgage loans than I had asked for from various sources that I’ve never even heard off.  So if I’m searching for a home loan, other companies know that I’m searching without me providing them with the information. Most companies monitor employees’ external communications such as emails and internet activities. 
Radio frequency identification (RFID) technology is being introduced for use in the retail industry [12].  RFID promises to speed supply chain operations by automating the tracking of goods. RFID uses electronic tags for storing data and identifying items. Since RFID is used to capture information the issue becomes what data is being captured and hence the privacy issue becomes a concern.
Many large retailers have instructed their suppliers to tag pallets and cases with RFID tags carrying Electronic Product Code (EPC), a “license plate” with a hierarchical structure that can be used to express a wide variety of different, existing numbering systems. EPC Global has approved a new communications protocol for UHF tags that will standardize tags and readers for retail supply chain throughout the world [10]. Eventually many billions of tags will be needed for pallets and cases alone. If tagging at case and pallet level proves to be successful, then the next step in the process may be to tag individual items and thus affecting consumers. Shaping of public opinion has been started by consumer advocacy groups, for example, by “Consumers against Supermarket Privacy Invasion and Numbering” – CASPIAN [3], followed by numerous articles and journals and newspapers and not only in those specialized in technology and business [13] but also in the popular press. According to CASPIAN consumers have no way of knowing which packages contain RFID chips. While some chips are visible inside a package, RFID chips can be well hidden [3]. For example they can be sewn into the seams of clothes, sandwiched between layers of cardboard, molded into plastic or rubber, and integrated into consumer package design [3].
What is Radio Frequency Identification (RFID)
An RFID (Radio-Frequency IDentification) tag consists of a small silicon microchip attached to an antenna. The chip itself can be as small as half a millimeter square – roughly the size of a tiny seed. Some RFID tags are thin enough to be embedded in paper. An RFID tag is capable of transmitting a unique serial number a distance of up several meters in response to a query from a reading device. RFID tags can be either passive meaning they lack batteries and obtain power from the antenna or it can be active meaning they have batteries and can energize on their own. 
RFID tags are already quite common in everyday life. Examples include proximity cards used as replacements for metal door keys, Speedpass™, E-Z Pass™ and FasTrak™ automated toll payment devices [8]. Tens of millions of pets around the world have surgically embedded RFID tags that make it easy to identify them should they lose their collars. Electronic Article Surveillance (EAS) – a tiny tag is used to prevent shoplifting books and articles. Airlines industry can tag baggage to track when they get lost. 
Advantages of RFID:

RFID tags have two distinct advantages over traditional printed barcodes:

1.  Barcodes just indicate a class of item whereas RFID tags show a unique item. For example, a barcode printed on a box might state that the box contains breakfast cereal, and also indicate the manufacturer. An RFID tag carries a serial number that is globally unique [8]. This permits very fine-grained and accurate control over product distribution. With a full history for every item, businesses can streamline their manufacturing and distribution processes in unprecedented ways.

2.  RFID tags do not require a human intervention to be read. In many cases, a tag can even be read through objects. A barcode scanner must make close-range optical contact to read a barcode effectively. In contrast, an RFID tag may be read without any real constraint on physical orientation. While an item in a supermarket must be passed over a scanner with its barcode expressly exposed, an RFID tag may be scanned just by being placed in the vicinity of a reader. Indeed, a reader is typically capable of scanning hundreds of RFID tags simultaneously. This means extra efficiency and perhaps accuracy in the handling of items [8].
Why RFID Raises Privacy Issues 
According to [6] - “Privacy advocates are concerned about tags on products continuing to emit signals in the parking lot, on the road and at home”. They're worried that by using RFID-enabled charge cards or loyalty cards during checkout, customer identities could be written to or associated with the tags. In the extreme scenarios, they imagine stalkers and thieves scanning cars and homes for expensive goods and personal information [6].
Generally, privacy concerns regarding adoption of RFID technology include [16]:
· “The unauthorized reading of RFID tags.”
· “The security of personal information contained on RFID tags to prevent the unauthorized use or dissemination of such information.” 

· “The ability of third parties to profile individuals by their possessions containing RFID tags.” 

· “The use of RFID technology to provide covert tracking or surveillance of individuals.” 
Key issues that pose privacy concerns regarding RFID are:-
Lack of visibility – RFID tags and their readers are not clearly visible- unlike traditional bar codes that are visible and have to be scanned one at a time from a close proximity. It offers the advantages of being able to operate without a prominent tag and having a scan gun to scan each label.  Thus, RFID tags and readers, and their operation, may not have any visible indications to an observer. Therefore a user will not know if an RFID tag is implanted on a device and it may be scanned and recorded without owner’s knowledge.
Unique Product ID – UPC (Universal Product Code) is the most commonly used tagging system. UPC does not identify each and individual product. When a UPC label is scanned, the barcode scanner only reads the kind of product it is- for example if I buy a bottle of Dasani, the scanner will read Dasani Water Bottle. The RFID tag however identifies the individual product- and can identify which specific Dasani water bottle I picked. Therefore, anyone interested would be able to track exactly which bottle I picked, when it was shipped, where it was shipped from etc. If I litter that bottle someday, it can be easily tracked.
Interoperability – In the past, all RFID applications have been carried out by a single enterprise that controlled its readers and retained the collected data.  However, with the increased availability of RFID tags and readers, the tags can be read and the data can be recorded by any enterprise anywhere. Therefore any enterprise can access the tags history and whereabouts.  Although certain protections can be applied, this could potentially lead to leakage of data.
Personal Data – Medical or personal information can leak through with the RFID tagging system. If a consumer purchases medicines and would like to have the record be confidential, because of the RFID tagging, any scanner can read his medication and it would breach his privacy.
Where RFID is Deployed and How Deployment Affects Privacy
In figure from [1], we see how RFID is being deployed and utilized at present and how it concerns privacy.

[image: image1]
Figure 1: Settings for RFID Use [1]
I. RFID is used in manufacturing arena to track the products.
II. RFID use is massive in global supply chain. Giant retailers such as Wal-Mart have asked selected suppliers to tag at case and pallet level. They are tracking products from time of shipping all the way to out to the sales floor. This provided real time tracking of items. Companies can use this information to improve in stock, develop better replenishment methods, and increase sales.  
III. Tagging must happen at item level in order to gain benefits at the checkout counters [1]. Applying tags at store front is going to take more time as it requires the tag prices and readers to be more affordable. A handful of companies such as Best Buy have started tagging at item level but a global deployment will take few more years.   
IV. Consumer scenarios are “after-market”, meaning that they would be based on item-level tags applied by the manufacturer, and which remain present and active on the goods after the point of sale or acquisition [1].  Examples include smart shopping carts, or smart kitchen cabinets or refrigerators. Currently it is primarily in research and no commercial use has been applied.
V. RFID tracking in public places is going to be challenging. Most of the current scenarios are mandated by the government [1]. 
VI. Asset tracking is another fast growing area for RFID use. Companies can tag their assets such as computers, pallets, network routers to track within enterprises. Health-care facilities may be among the early adopters of RFID for asset management. Agility Heath Care [21] is one of the first companies to deploy such type of RFID enabled solutions for the health care industry.
VII. Specialized uses are typically within-enterprise or single-data-holder, and characterize the traditional uses of RFID [1]. But inter-enterprise uses of RFID will grow since it makes sense to pay once to tag an item even though ownership or control of the items might change over the life of the item.
From figure 1 we can identify key RFID privacy related concerns. One threat is that RFID information can be obtained at multiple points and by multiple sources which leads to unauthorized access of data. Primary privacy threat in RFID generally concerns with a consumer buying an item that can lead to obtaining more information about that individual. This can be only accomplished through item level tagging or items that are also selling units such televisions or vacuum cleaners. If a consumer decides then he or she can deactivate the RFID tag after point of sale. Another motivation might be compliance with requirements such as return or warranty policies, item function, or recycling regulations.  There are no such compliance requirements at this time. If someone decides to not deactivate the product and takes it home for a smart kitchen cabinet the privacy threat is minimal within the household. It can only be a concern if an unwanted guest snoops into the household with a handheld RFID scanner and obtains information which is very unlikely and a rare scenario. Carrying tags into public places definitely raises a threat and something that would require legal compliance and privacy protection acts. 
RFID privacy threats are real. However, the present wide scale deployment of RFID is in global supply chain which is far from the serious concerns such as disclosure of a consumer identity. Most of the tracking ends at backroom of the store which prevents it from going to sales floor and thus out of reach of the consumers in general.
Privacy Threats in RFID Use
Within-Enterprise Use of RFID:
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Figure 2: Within-Enterprise Use of RFID [1]
As shown in Figure 2, there are two possible routes to collecting the data- a snooper using a scanner or an unauthorized person retrieving data from the tag database. While it is very unlikely that there would be people snooping with readers to scan items without authorization, it is quite likely that the database where all the information is pooled would be broken into. If such a breach occurs, huge amounts of information will be leaked.
Example: “ Fabrikam, Inc. manufactures hats.  In its factory, each hat is placed in an RFID tagged tote bin used to track the hat’s progress through the factory.  As each hat is placed in a bin, the hat’s description is recorded in an internal database along with the bin’s tag ID number.  There is no external use of the RFID tags, and they are not interoperable with other businesses or consumers.

The danger of radio snooping is minimal, as someone would have to enter the premises of the factory.  The database is of minimal value to the outside, and is protected by standard IT security measures.”
RFID Use between Trading Partners

[image: image3]
                        Figure 3: RFID Use between Trading Partners [1]
Figure 3 shows the use of RFID between trading partners. In this scenario radio snooping to read tag IDs will not help as the database is secured. The other concern is leakage of data from the source or destination database [1]. This issue is not specific to RFID only- it is an IT issue as well.
Example: “ Fabrikam, Inc. manufactures hats.  In its factory, each hat is placed in an RFID tagged case for shipping to retailers.  As each hat is placed in a case, the hat’s description is recorded in an internal database along with the case’s tag ID number.  When Fabrikam, Inc. ships cases of hats to Northwind Traders, a retail store chain, the database entries describing the cases’ contents are also transmitted.  Northwind Traders will remove the hats from the cases prior to putting them out for purchase in the storefront.

Snooping via radio is a possibility, since the tagged cases will be in transit on public streets, but the information is of minimal value.  The database is also of minimal value, and is protected by both Fabrikam and Northwind Traders using standard IT security measures [1].”
RFID Use in an After-Market Consumer Scenario


[image: image4]                                   
 Figure 4: Private RFID Use in an After-Market Consumer Scenario [1]
Figure 4 depicts a consumer use scenario. One threat with this scenario is that someone can read tags from outside of the house and be able to associate that to a product. However, majority of the tags are passive which have very low power levels and a very short distance. For this reason, this threat is considered quite unlikely. Moreover, the snooper must have access to retailer database to be able to associate a tag to an item. Other concern is if the retailer allows the home database to be synchronized with theirs. In this case, someone may hack into the database and obtain data. If this data is somehow exposed to the internet then this is a serious privacy concern. If the retailer database contains consumer personal information associated to an RFID tag data such as a medication that is kept confidential, then the retailer database is more susceptible to privacy breach. 
Example: “As above, Fabrikam manufactures hats which are sold by Northwind Traders.  However, Fabrikam now uses RFID tags that are interoperable with all their retail distributors, not just Northwind Traders.  The database information is copied to a third-party network site, operated by A. Datum Corporation, from which Northwind Traders and other retailers can retrieve it.  Northwind Traders will remove the hats from the cases prior to putting them out for purchase in the storefront.

The tag data and database information are of minimal value, as above.  However, there are additional opportunities for information dissemination, intentional or not, due to the storage of the database at A. Datum Corporation, and its Internet-accessible web service. A. Datum Corporation must take standard security measures, including authentication and authorization, in protecting both the data content, and the queries and responses that it communicates with others [1].”
RFID Use in a Third Party Database:
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     Figure 4: RFID Use in Anonymous Interoperation [1]
Figure 4 also shows the use of RFID between trading partners, but in this scenario an external, third-party database is used to store data related to the tagged goods. The privacy threat here lies with who gets access to this data and who gets to monitor the queries to this third party database. The notion of trust is very important in this scenario. Does the third party database is also accessed by trading partners who are in a conflict of interest group? Proper authorization mechanism must be in place for queries.
Example:  “Northwind Traders requires that all its suppliers tag individual items for sale, including the hats it receives from Fabrikam, Inc.  These suppliers, including Fabrikam, record the item descriptions in A. Datum Corporation’s data warehouse.  Northwind Traders sells these hats, with tags still attached. 

Helen is a customer who buys a hat at Northwind Traders and puts it into her RFID-enabled “smart closet” in her house that can give her an inventory list of what’s inside.  The smart closet reads the tags of all items using a reader built into the closet; it then sends a query to A. Datum Corporation’s web service to retrieve the description of each item.  These descriptions can then be listed or queried by Helen or by other authorized people in her house via the Internet.

The added privacy risks include exposure of Northwind Trader’s database, radio snooping in or around Helen’s house, and exposure of her smart closet inventory database.  Radio snooping of (passive RFID) tags from anywhere outside the closet itself would be difficult due to the RFID attenuation of the closet walls; outside the house, the difficulty would be much greater due to additional walls and distance from the tags.  The database of the smart closet might be shared with other appliances in the home, but probably will not be exposed outside the home to the Internet.  If it is exposed, Helen would need to use appropriate security measures or risk its interception.

Helen might not be too sensitive about others learning her choice in hats.  But, she might be more concerned if they could learn what she is reading, or what medicines she purchases. [1]”
RFID Use in a Public Venue:
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                              Figure 6: After-Market RFID Use in a Public Venue [1]
Finally, in figure 6, we see the key privacy threats emerge when RFID tags are applied to individual items (blue), remain active in the consumer’s possession (green) after the point of sale, and are then carried by the consumer into public venues (orange) [1]. Radio snooping has a higher risk in this scenario. However it is going to be quite inconvenient as it would require a direct contact. Therefore, this threat is less severe. Also what kind of data is collected and to what extent is collected is an important issue here. If someone maliciously accesses the external tag database and finds personal information about a person then this poses a serious threat to privacy.
Example:  “Helen purchases a tagged hat at Northwind Traders, and she wears it when she goes shopping.  Each venue that she enters, such as Fourth Coffee, Blue Yonder Mall, and the Southridge Video in Blue Yonder Mall, could operate RFID readers that read her hat’s tag.  Fourth Coffee doesn’t bother to read RFID tags, but Southridge Video is concerned about theft and has tag readers at its doors; and the Blue Yonder Mall records the entries and exits of customers at its various stores.  This data is sold to some of the stores, such as Tailspin Toys, which combine it with their own sales records for targeted marketing.  Tailspin Toys, lacking the sophistication to do the analysis, actually ships the data to Trey Research to generate reports and mailing lists.

Since Helen is wearing her hat in public, there is a possibility of the hat being scanned by other people using covert RFID readers to read the tags of passers-by.  This is technologically awkward, but not inconceivable.  Helen expects the anti-theft RFID use by Southridge Video, but she would be surprised to learn that it registers her hat.  She is also unaware of the recording of her hat’s movements acquired and sold by Blue Yonder Mall.  If her personal information is linked to the hat then her movements may be inferred, otherwise it is merely the hat’s location/information that is being tracked.

Tailspin Toys is sometimes concerned that its staff may not be following all the security procedures carefully when exchanging data with Trey Research.  All of these data handlers query the service at A. Datum Corporation for details about the hat and its history; Helen has little or no awareness of this data trail or the history of its use.  All of these records, of course, could be subject to discovery during a legal proceeding.”[1]
Proposed RFID Privacy Technical Remedies
· Deactivating the Tag: A form of very basic radio-frequency technology is already familiar in retail shops today. Electronic Article-Surveillance (EAS) systems rely on small plastic tags to detect article theft [9]. Items that bear these tags trigger alarms at shop exits when improperly removed by customers. When EAS-tagged items are purchased, of course, their EAS tags are deactivated or removed. Why not take the same approach with RFID? 
· Killing the Tag: RFID readers have the API command of killing a tag. This requires authorization such as a password. In order to reset a password the old password must be known. However, by killing a tag one can completely remove the privacy threat as dead tags cannot emit radio frequency. Although this seems like a good solution to end privacy debates, this also brings up some other issues. The benefit of RFID does not stop after the point of sale. Future applications such as smart medicine cabinets that monitor compliance with medication regimes [9] and receipt-free consumer item returns. Many more such applications are envisaged. These include “smart” appliances, like refrigerators than can draw up shopping lists, suggest meals based on available ingredients, and detect expired foodstuffs, washing machines that can detect garments that may be harmed by a given temperature setting, and clothing closets that can provide fashion advice [9]. Killing tags at the time of purchase will help address privacy problems in the short term, but in the long term will prove unworkable as it undercuts too many of the benefits of RFID.
· Authorization, authentication, and encryption: Radio snooping can be prevented using a combination of authorization, authentication, and encryption on RFID data [1]. Authorization of readers to tags can be achieved by requiring a password from the reader before a tag can communicate to it. Authentication of tags to readers for anti-counterfeiting, for example using an algorithm or unique “signature” feature of a tag [1]. Data communicated between a reader and a tag must be encrypted to protect the data. This will be an expensive solution.
· RFID Privacy Bit: RFID privacy bit is suggested in [9]. This is a simple, cost-effective technical proposal by the author for mitigating the problems of RFID privacy while preserving the consumer benefits of RFID. The aim is to strike a good balance between privacy and utility – to eat our cake and have it too. A privacy bit is a single logical bit resident in the memory of an RFID tag. It indicates the privacy properties of the tag. A tag’s privacy bit may be off, indicating that the tag is freely subject to scanning, as in a supermarket or warehouse; or it may be on, indicating that the tag is in the private possession of a consumer. To permit changes in the privacy properties of an RFID tag, its privacy bit should be writable by an RFID scanner. The operation of changing the privacy bit should naturally require authorization via an RFID-tag-specific PIN - just like the kill command described above. An RFID reader is able to scan tags in one of two modes, public or private. When a tag’s privacy bit is on, the tag responds only to private-mode scanning. If the privacy bit is off, the tag responds to either scanning mode.
· Blocking: “It is possible to achieve even stronger protection against inappropriate scanning by means of a device known as a blocker” [9]. A blocker obstructs in appropriate private-mode scanning. It does not perform true signal jamming, which violates the regulations of most governments. “Rather, a blocker disrupts the RFID scanning process by simulating the presence of many billions of RFID tags and thereby causing a reader to stall” [9]. By carrying a blocker, a consumer can actively prevent the scanning of her private RFID tags. A blocker can itself take the form of a cheap, passive RFID tag. For greater range and reliability, a blocker could alternatively be implemented in a portable device like a mobile phone [9]. In this case, many nuanced technical mechanisms for policy enforcement are possible. For example, a mobile phone might block private-mode scanning by default, but refrain from blocking if a scanner presents a valid digital certificate authorizing it to perform private-mode scanning. Many other variant ideas are possible.
· Privacy through Clipped Tags: Existing solutions to protect consumer privacy either put the burden on the consumer or hampered by the very limited capabilities of today’s RFID tags. One way to disable RFID tags is through a “kill” command. However it possesses the following three critical weaknesses [11]:

· Complex key management

· No controlled reuse after purchase

· No visual confirmation of successful disablement

Clipped tags address some of the above issues by allowing the consumers to disable the tags physically such that the reader would be unable to read the tag [11]. In this mechanism, the body (chip) is separated from the head (antenna). Such a physical separation provides a visual confirmation that the tag has been deactivated i.e. the user can see that the head is severed from the body physically. However, a physical contact channel may be used later to reactivate it. Such a reactivation would require deliberate actions on the part of the owner of the RFID tag and thus can’t be undertaken without the owner’s knowledge.

Different types of Clipped tags are described below:
· Removable Electric conductor

                           Antenna             


                       Scratch-off material

                   Chip

Tag with connected antenna

Tag with disconnected antenna

· Perforation



- - - -- - -- - - -                              

- - - - - - - - - -     Pull tab               Same concept as those used to 

                                                       Separate postage stamps from

                                                        each other.

· Peel off Layer

· Antenna is sandwiched between two layers of packaging material. In this, sandwich, the antenna is connected to the upper layer in such a way that it sticks to it so that to disable the tag we just have to peel-off the upper layer thus taking out the antenna [11].
· Privacy through trusted computing:
Some of the privacy issues can be solved by splitting the RFID reader into three software modules [14]:

· A Reader Core

· A Policy Engine

· A Consumer Agent

Trusted Reader

                     

Application            Policy Engine               Consumer Agent

Layer

OS layer

                                                   Reader Core

 Hardware                   TPM

 Platform

The RFID reader will also contain a TPM (Trusted Platform module) chip [14]. The adversary can compromise the reader, but not the TPM as it is tamper-resistant hardware module with narrow interface. Details on the architecture are provided below [14]:
    Reader Core

· Contains the basic functionality of the reader

· Interfaces with the TPM to ensure that the TPM reflects the configuration of the machine all the time.

    Policy Engine

· It has machine readable policy file that determines which tags the RFID reader is permitted to read.

· It controls the tag reader secrets.

Few examples of policies that may be in a policy file are [14]:

· Don’t retain any data on read tags for more than 5 minutes

· If the privacy bit is set, don’t retain any reading from that tag.

· If there is a soft blocker tag present, don’t read any tags covered by the soft blocker.

· Information about the tags should not leave the reader in pain-text.


    Consumer Agent

· Enforces privacy policy set by policy engine.

· It is an interface between the reader core and the policy engine.

· Logs reading operations performed or denied. These data can be fed to remote privacy auditors.
· Secure Symmetric Authentication for RFID Tags:

Since a typical tag answers its ID to any reader (without a possibility to check whether a reader is authorized to receive the information), and the replied ID is always the same, an attacker can easily forge the system by reading out the data of a tag and duplicating it to bogus tags [15]. Closed RFID systems with common access of all readers to a central database, can check for illegal duplicates (bogus tags) within the database but this is not practical for many applications.

Strong authentication mechanisms can solve uprising problems in RFID systems and therefore give protected tags an added value [15]. The three main security threats in RFID systems are forgery of tags, unwanted tracking of customers, and the unauthorized access to tags memory. The following authentication protocol addresses some of above security concerns of RFID systems.

Standardized challenge-response protocols defined upon symmetric-key and asymmetric-key cryptographic primitives can be used to authenticate the tag to the reader and vice-versa [15]. Using symmetric-key cryptography has the disadvantage that there is one secret key shared through all parties. If one key is compromised, then the whole system gets insecure. However, strong asymmetric-key cryptography requires extremely costly arithmetic operation and is therefore not feasible in RFID world. Hence, strong symmetric-key cryptography using encryption such as AES allows a compact implementation and a more feasible approach to take. The following are some authentication protocols based on challenge-response methods [15]:

Tag Authentication:
Here the tag authenticates itself to the reader. The origin of the tag can be proved and forgery is prevented. The protocol works as follows:
Reader -> Tag: AuthRequest | ID | RR   (where | represents concatenation)

Tag -> Reader: EK(RR | RT) | RT

The reader sends an authentication request, addressed with the ID of the tag (8 bytes). It contains a nonce, generated by the reader (RR, 8 bytes). The tag encrypts the nonce with the secret key and sends the result back to the reader which then can verify the result.
Reader Authentication:

This method is used for authenticated access to the tag’s memory. The tag requests an authentication from the reader before it reveals its true ID and further access to the tag. The tag takes part in an anti-collision algorithm with a random ID (RT, 8 bytes). All addressed requests are done with RT. Only after the successful authorization of the reader, the tag sends its ID in plaintext and grants the reader to its memory.


Reader -> Tag: ReaderAuth | RT | EK(RT | RR) | RR
Tag-> Reader:ID  

Mutual Authentication:
In mutual authentication, both parties authenticate themselves against each other. Like the former protocols the tag answers the inventory request with a nonce (RT, 8 bytes), and requests authentication from the reader. The reader answers the challenge and sends another challenge (RR, 8 bytes) for the tag. 

The tag answers the reader’s challenge and both are authenticated. The ID is never sent in plain text, so unwanted tracking is prevented.

              Reader-> Tag: MutualAuth | RT | EK(RT|RR) | RR 
              Tag-> Reader: Ek (RR | ID) 

EPC Global Guidelines for Privacy
EPCglobal Inc™ is a not for profit organization entrusted by industry to establish and support the EPCglobal Network™ as the global standard for real-time, automatic identification of information in the supply chain of any company, anywhere in the world. EPC global provides the following guidelines on EPC for consumer products [10]:

1. Consumer Notice
“Consumers will be given clear notice of the presence of EPC on products or their packaging and will be informed of the use of EPC technology. This notice will be given through the use of an EPC logo or identifier on the products or packaging.”
2. Consumer Choice
“Consumers will be informed of the choices that are available to discard or remove or in the future disable EPC tags from the products they acquire. It is anticipated that for most products, the EPC tags would be part of disposable packaging or would be otherwise discardable. EPCglobal, among other supporters of the technology, is committed to finding additional efficient, cost effective and reliable alternatives to further enable customer choice.” 

3. Consumer Education
“Consumers will have the opportunity easily to obtain accurate information about EPC and its applications, as well as information about advances in the technology. Companies using EPC tags at the consumer level will cooperate in appropriate ways to familiarize consumers with the EPC logo and to help consumers understand the technology and its benefits. EPCglobal would also act as a forum for both companies and consumers to learn of and address any uses of EPC technology in a manner inconsistent with these Guidelines.”
4. Record Use, Retention and Security
“The Electronic Product Code does not contain, collect or store any personally identifiable information. As with conventional barcode technology, data which is associated with EPC will be collected, used, maintained, stored and protected by the EPCglobal member companies in compliance with applicable laws. Companies will publish, in compliance with all applicable laws, information on their policies regarding the retention, use and protection of any personally identifiable information associated with EPC use.”
Laws and Legislation
On a national level, there is little law currently directed at RFID privacy issues. The relevant laws are presented below. 

RFID Right to Know Act of 2003:
Complete act is in [17]. Consumers against Supermarket Privacy Invasion and Numbering (CASPIAN) drafted the "RFID Right to Know Act of 2003," which seeks amendments to the Fair Packaging and Labeling Program, the Federal Food, Drug, and Cosmetic Act Relating to Misbranding, and the Federal Alcohol Administration Act (Title 15, Chapters 36 and 94). 

Though no legislation has been enacted based on CASPIAN proposed Act, it does address privacy concerns with a set of primary requirements [17]:
· Notice: “Labels that are conspicuous in size, location, and contrasting print are required on products containing RFID tags with a warning that the tag can transmit unique identification information to a reader both before and after purchase.” 

· Limitation of Use: “Businesses are prohibited from: 1) combining or linking an individual's non-public personal information with RFID tag identification information beyond what is required to manage inventory; 2) disclosing such information to a non-affiliated third party; or 3) using RFID tag identification information to identify an individual.” 

· Education: “Requiring the Federal Trade Commission to establish appropriate standards for businesses to follow to protect an individual's personal information and publish documents to educate the public about RFID technology.” 

States Move on RFID Privacy Issue:
While RFID legislation on the federal level is still taking shape, this year at least 12 states introduced legislation to address privacy concerns raised by the implementation of RFID technology (including CA, MD, MA, MO, NV, NH, NM, RI, SD, TN, TX, and UT). The proposed measures in these bills vary significantly, from simply calling for the establishment of a task force to address the implications of the proliferation of RFID technology, to requiring RFID "kill" technology to deactivate RFID tags upon completion of sale, to seeking to establish criminal liability for misuse of personal information obtained through RFID. 

However, many of the proposed bills have common minimum requirements. Often among the requirements is including conspicuous notice requirements similar to those in the CASPIAN-proposed Act.

Utah: In March 2005, Utah passed amendments to the Utah Computer Crimes Act, which essentially carves out certain reading or tracking of product information within a retailer's location from criminal liability under the Utah Computer Crimes Act [16]. While this carve-out addresses certain risks of liability to a company implementing an RFID system, Utah has also been active in discussing the protection of consumer personal information. In 2004, Representative Hogue proposed the "RFID — Right to Know Act," which would modify the Utah Consumer Sales Practices Act to protect against misuse of personal information transferred through RFID [16]. The proposed act would require conspicuous notice to consumers, and require every RFID tag to be disabled or deactivated unless the consumer chooses to leave it active. The legislation expired at the end of the 2004 session and has not been reintroduced. 

California: A bill entitled "Identity Information Protection Act of 2005" was passed by the California Senate, but was recently shelved by the Assembly Appropriations Committee [18]. The proposed Act included restrictions on the use of RFID technology by public agencies, and included requirements for protection against unauthorized reading of personal information, implementation of strong encryption of personal information, and written notification. “The proposed act would also criminalize the unauthorized reading of information identification documents punishable by a fine of up to $5,000 and/or imprisonment” [18].
Massachusetts: Massachusetts State Senator Jarrett Barrios is working on a piece of legislation that would regulate the use of RFID technology [19]. According to Sen. Barrios, his bill probably will contain three similar points: that consumers have a right to know RFID is being used, that consumers can opt out of using the technology at the point of purchase, and that consumers can deactivate that RFID tags at the point of purchase. He also expects RFID legislation to begin at the state level but ultimately should be handled by the federal government, much like spam legislation has moved from states to the federal government.
RFID Legislation Bill in Australia:
The Australian Senate passed tougher passport laws providing for the use of facial biometrics and radio frequency identification technology, as well as the setting up of comprehensive data exchanges [20]. According to a statement from the office of Minister for Foreign Affairs, Alexander Downer, the legislation -- planned to come into effect on 1 July 2005 -- will provide "a modern legal structure to support the government's continuing efforts to combat identity-related fraud and strengthen the identity of the passport issuing process" [20]. Furthermore, the statement claims that "the use of emerging technologies, such as facial biometrics ... will ensure that Australians are issued with a world class passport" [20]. However, while the federal government claims Australians will be better protected by the new legislation, the Australian Democrats and privacy advocates disagree. They questioned the ability of RFID technology to provide meaningful and secure information at any stage of the security process. They claimed that the basic function of RFID tags is to electronically say "Hey - I’m here! This is my identification number" – and not much else; a function which he said was suitable for limited use in a retail environment but not much else [20].
Conclusion
In this paper, we have presented various scenarios where RFID can present a threat to privacy. We have also proposed a few technical solutions. When formulating privacy policies and procedures relating to RFID implementation, companies should be aware of the current issues being discussed by regulatory bodies and the proposed legislations relating to RFID. Companies could then better assess what measures should be adopted to address compliance with possible RFID-related laws. With all things the benefits should outweigh the disadvantages. Although RFID tracking system has certain side effects regarding privacy, in the long run the benefits that are to be gained from it are much more significant. The scenarios in which privacy can be broken because of RFID are rare and limited now - but it will be to our long term disadvantage to dismiss RFID related privacy issues. Therefore, for the greater good, use of RFID should be implemented under federal government and state government guidelines along with the support from EPC Global. 
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